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Abstract—This paper presents an FPGA implementation of 
the Advanced Encryption Standard (AES), using a Minimal 
Instruction Set Computer (MISC) architecture. The MISC’s 
architecture is simple and reconfigurable to execute 
fundamental instructions with just simple hardware logic 
components. Due to the MISC’s simplicity, it can be further 
extended to data encryption systems for certain applications 
like wireless sensor networks and other low complexity 
systems which may have severely constrained physical 
memory requirements. With the availability of the FPGA 
technology, aids practical implementation of the data 
encryption purpose processor. 
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I. INTRODUCTION 
The original motivation for the OISC (One Instruction 

Set Computer) was meant for educational purposes. It is 
the simplicity which gives greater insight into the CISC 
(Complex Instruction Set Computer) and RISC (Reduced 
Instruction Set Computer) architectures.  It has been a 
useful educational tool for teaching the basics of computer 
organization concepts (such as the Control Unit Design 
and Micro-programming) to students, and as an objective 
and independent way of comparing and contrasting the 
existing instruction sets. [1], [2] 

An instruction set constitutes the language that 
describes a computer’s functionality and it is a function of 
the computer’s organization. The one instruction set 
computer (OISC), also called as the Ultimate Reduced 
Instruction Set Computer (URISC), is a single-instruction 
universal computing machine. In OISC, the instruction set 
consists of one instruction, and then by the orthogonality 
of the instruction along with composition, a complete set 
of operations is synthesized. It is the most flexible 
computer architecture with a simplified hardware level 
functionality implemented around a single instruction, 
without any instruction decoder circuitry. 

With OISC as the simplest form of a one instruction set 
computer architecture, several instructions can be 
developed to design a new purpose computer. Micro-
operations are be redefined for the sole purpose computer 
and it can be further expanded into an architecture that 
processes not only a single instruction. A Minimal 
Instruction Set Computer (MISC) is a computer similar to 
an OISC with the difference of, the MISC incorporates not 
only one instruction but several simple instructions. With 
a sufficient amount of simple instructions, a new purpose-
designed computer can be built and the possibility of 
application is vast.  

This paper seeks to further present an application of the 
MISC, using FPGAs in data encryption specifically for 
low complexity processing e.g wireless sensor networks, 
embedded systems and mobile communication. Security is 
a crucial part of the design and function of data 
transmission and storage in these applications which 
usually have restrictions like small physical and memory 
sizes, low energy usage and limited communication 
bandwidth. [8] FPGAs have been useful tools in the 
practical implementation of encryption algorithms 
especially the advanced encryption standard (AES) as can 
be seen in [9], [10]. 

II. THE REVIEW OF OISC 
The original motivation for the OISC was meant for 

educational purposes. It is the simplicity which gives 
greater insight into the CISC (Complex Instruction Set 
Computer) and RISC (Reduced Instruction Set Computer) 
architectures. It has been a useful educational tool for 
teaching the basics of computer organization concepts 
(such as the Control Unit Design and Micro-
programming) to students, and as an objective and 
independent way of comparing and contrasting the 
existing instruction sets. [1], [2] 

The most important theoretical models of the OISC is, 
subtract and branch if negative (SBN) architecture. This 
processor was originally proposed by van der Poel, and 
the format of the instruction is shown in Fig. 1. 

The 1st operand is subtracted from the 2nd operand, 
and if the result is negative, the program execution 
proceeds to the next address. In [2], an implementation of 
the OISC using subtract and branch if negative, and 
employing a 64k X 16 memory was presented. In this 
paper, the AES MISC Architecture is designed based on 
this OISC SBN Architecture. 

 

SBN Operand  
Address 1 (a) 

Operand  
Address 2 (b) 

Target 
Address (c) 

 

SBN a,b,c ; 

Mem[b] = Mem[b] – Mem[a]; 

if (Mem[b] < 0), goto c; 

Figure 1.  The simplified SBN Instruction format and pseudo code 
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III. THE REVIEW OF AES 
The AES is a symmetric block cipher that can process 

data blocks of 128 bits, using cipher keys that can be of 
lengths 128, 192 or 256 bits. The basic unit for processing 
in the AES Algorithm is a byte and the input, output and 
cipher key bit sequences are processed as array of bytes. 
The state is a two-dimensional array of bytes where the 
AES Algorithm’s operations are performed internally. It 
consists of four rows of bytes containing Nb bytes, where 
Nb is the block length divided by 32. The input is copied 
into the state array at the start of the Cipher and Inverse 
Cipher and the algorithm is executed over a number of 
rounds determined by the key size. The round function is 
composed of four different byte-oriented transformations: 
the Sub Bytes, Shift Rows, Mix Columns and the Add 
Round Key. The flowchart showing the round function 
and the transformations in each round is shown below: 
[10], [11]. 

For a complete AES encryption process, a total of 10 
rounds (Nr = 10) of substitution and permutation are 
required. All four byte-oriented transformation together 
with a 128 cipher key are applied onto the input plaintext. 
And for each round, a unique key will be generated by the 
Key Expansion Algorithm. In every round, the Round Key 
will be added to the plaintext and also, going through 
rounds of S - Box Substitution, Mix Column, and Shift 
Row [11]. 

 

Figure 2.   The byte-oriented transformation process in AES 
(Encryption) 

 

IV. THE MISC AES PROCESSOR 

A. Instruction Set 
In order to perform AES computations on to the 

plaintext, byte-oriented methods are adapted from the 
AES encryption method. To perform tasks such as, Sub 
Bytes and Mix Columns, a new series of instructions have 
to be developed, in order to perform these operations. 

The MISC Instructions in the Figure 3 above are 
differentiated using the two MSB of each of the 
instructions. Based on the operation required for each 

byte-oriented transformation in the AES algorithm, the 
four instruction sets used to perform separate operations is 
showed in the table below: 

The AES Round Functions will be described in section 
4.4 in more detail. These instruction sets are the 
fundamental commands to the processor to operate 
accordingly to the AES Algorithm. 

 

 
Figure 3.  The MISC Instruction Sets 

B. Architecture 
In the MISC AES architecture, 7 registers, 4 

multiplexers (MUX), an Adder, an XOR Block, and 
xTime Block and a Sub-Bytes Block is used. At the top of 
the architecture design, the PC register stores the Program 
Counter (PC) value, which holds the subsequent program 
code in the memory to be read. The R register will store 
the first data read (Mem_A) from the memory. Memory 
Address Register (MAR) will stores the address of the 
memory, providing a reference to which memory location 
to be written or read. The Memory Data Register (MDR) 
is used to store the output computed by the Core ALU. 
The computation results can be either the results of the 
Adder, XOR, xTime or the Sub Bytes. The result will then 
be written back to the memory, replacing the value of the 
second data read (Mem_B). The Z and N registers indicate 
the arithmetic result performed by the Adder, is either a 
zero or a negative respectively. The Operation Code 
Register (OP) stores the Op Code of the current operation 
to be performed and it is used to select the output ALU. 

 

TABLE I.   
THE MISC INSTRUCTION FORMATS 
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Figure 4.  The MISC AES Architecture 

 

C. Memory Map 
This architecture includes a 1024 x 10-bit Memory. The 

memory used in the MISC architecture is based on the 
Von Neumann Architecture. The total available memory 
is 1024 x 8-bit (512 bytes), which accommodates both the 
data and program codes. The data section lies at the 
address location of 0 to 127, whereas the program section 
takes the location of 128 to 1024. Fig. 5 shows the 
implemented memory in the MISC architecture. Each line 
of the Program Code section contains the Target Memory 
Addresses of the Data and the Jump Address for the SBN 
instructions. The memory used in this architecture can 
only be read or written at a particular clock cycle. 

 

 
Figure 5.  The Memory allocation for Data and Program Code sections 

 

D. MISC ALU 
The AES ALU consists of the 4 main logic circuits: the 

Adder, XOR, xTime, and the Sub Bytes. 

From Fig. 6, the AES Core Processor consists of 4 main 
circuit blocks. The Adder circuit takes in 2 inputs and 
adds them together.  This Adder is essential in performing 
the adding operation of the SBN instruction. In the XOR 
Block, the circuit takes in 1 input and performs an XOR 
operation on to the data.  

The xTime Block is a part of the Mix-Column 
Transformation. From the Fig. 7, the Mix Column 
Transformation is a process involving several XOR 
processes and xTime processes. This transformation 
involves only 4 bytes every it is used. 

The Sub Bytes Transformation is implemented using a 
non-linear substitution cipher. The input byte is mapped to 
the multiplicative inverse in the Galois field GF (28). And 
lastly, an Affine Transformation is applied. 

The input byte is transferred to the various sub blocks. 
Their combinational logic components are showed in the 
series of figures below. 

The Sub Block, Multiplication in GF (24), has 3 
operations of Multiplication in GF (22), and the circuit is 
showed in Fig. 13. 

In the final process, in the input bytes are mapped to 
their Multiplicative Inverse in the Galois field GF (28).  
And the Sub Bytes transformation is complete. 
 

 
Figure 6.  The AES Processor ALU 

 

S2,cS0,c S1,c S3,c

S’2,cS’0,c S’1,cS’3,c

XTime XTimeXTime XTime

 
Figure 7.  The Mix Column Transformation Process 

 

 
Figure 8.  The xTime Circuit 

\ 
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Figure 9.  The combinational circuit for Sub Bytes (S-Box) 
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Figure 10.  The Isomorphic Mapping to Composite Fields 

 

 
Figure 11.  The Square in GF (24) 

 

 
Figure 12.  The Multiplication with Constant, � 

 

 
Figure 13.  The Multiplicative Inverse of GF 24 
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Figure 14.  The Multiplication in GF 24 

 

 
Figure 15.  The Multiplication in GF 22 

 

 
Figure 16.  The Multiplication with Constant, � 
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Figure 17.  The Inverse Isomorphic Mapping to GF (28) 
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Figure 18.  The Affine Transformation 

 

E. Control Circuit 
The Control Circuit is driven by a 4-bit counter 

(C3C2C1C0). At each clock cycle, the control signals for 
particular control inputs are different. They are required to 
control the registers and store memory at any particular 
clock cycle.  

During clock cycle 0, the value of the program counter 
(PC), is loaded into the MAR and at the same clock cycle, 
the Z register will be set accordingly by the ALU Output 
to determine whether the PC has restart at 0x00. In the 
following clock cycles, the data is read from the memory 
location, addressed by the MAR which stored the value of 
PC. Subsequently, the read data is written back to MAR, 
storing the address of the data to be used for computation. 
These processes are repeated for a second data. The PC 
value will be increased by 1 after each data loading 
operation is done.  

At clock cycle 1, the address for Mem_A is stored in 
the MAR, at the same time, the Op Code for the 
instruction is written to the OP Register. At clock cycle 2, 
the value of Mem_A is read and stored into the R register. 

At the clock cycle 6, the value of Mem_B is read and 
sent to the ALU for computation. The Adder and the other 
hardware blocks will perform their individual operations 
from the two given inputs (Mem_A and Mem_B). At that 
particular clock cycle, depending on the value of the OP 
Register, the desired output will be chosen via a ALU 
MUX, and the output is sent to the MDR Register for 
storage. 

With the arithmetic operations performed, clock cycle 7 
will load the jump address from memory. Then the jump 
address will be added to the PC value at the same clock 
cycle. The jump address value will only be added to the 
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PC value, provided that the OP value is corresponding to 
the SBN instruction and a negative result is found at the 
output. 

The Boolean expressions in Fig. 19 are the control 
signals to each bit of the 4-bit counter. If a branching off 
occurs, the N register would have a value of 0. So, the PC 
register would just would take in take in the value of the 
jump address and increase by 1. Then the following 
instruction in the written program code will be performed.  

 

0123

0123

0123

0123013023123

0123

013023023

0123

0123

0123

0123012301230123

013123

0123013123

0123

0301223

0301223

CCCC  = Op_SEL

CCCC  =  Op_Write

CCCC  =  Mem_Write

CCCC CCC CCC   CCC  =  Mem_Read

CCCC  =  MDR_Write

CCC CCC CCC  =  MAR_Write

CCCC  =  N_Write

CCCC  =  Z_Write

CCCC  =  R_Write

CCCC CCCC CCCC NCCCC  =  PC_Write

CCC   CCC  =  MAR_SEL

CCCC  CCC  CCC  =  CIN

CCCC =  ALU_A0

CCCCCCC =  ALU_A1

CCCCCCC =  ALU_B

+++

++

+++

+

++

++

++

 
Figure 19.  Control Signals 

 

V. RESULTS 
The result simulated showed a successful encryption 

process with a cipher text, corresponding to its original 
plaint text. 

A small amount of hardware is used in the MISC AES 
implementations. Only 1% of available flip-flop and 
LUTs in the hardware is used. Since there is only a total of 
1024 kilobytes memory used for the MSIC architecture 
implementation, only 3% of the available Block RAMs in 
the RC10 board is occupied. The hardware usage can be 
found in the Table 3. 

VI. CONCLUSION 
With the aid of MISC, a small and compact AES 

Processor can be realized. With this simple MISC 
architecture and a series of simple instructions, the total 
memory required is less than 1k bytes. With this small 
amount of memory requirement, the encryption process 
would take a small portion of the memory, and 
nonetheless, the simplified MISC Architecture 
implements on simple hardware add value to the MISC’s 
compactibility. 
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