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OPNET IT Guru Academrc Edition to Enhance Networkmo Educatlon
in Nigerian Umversrtres. S

S. Zubair'*, S. Ahmad®, H. T. AbdalAzeezm B. A Sallhul&
o 1Department of Commumcat]on Engmeerlng Federal umver51ty of Technology ana
"Department of Cyber Secunty Federal umversrty of Technolo gy:Minna
*zubairman@f{utminna. edu ng, suleahmad@yahoo com, $athnssan((bgm‘nl com,
salbala()futmmn'l edu ng : :

Abstract N

In tlns paper, we. present our approach on how OPNET ¢an be ea31ly mtegrated mto the cumcula ofaf e
networking to reinforce networkmg theory taught in our, umversrtles We- descrrbed ‘our. teachmg objectives - - :
and discussed why we choose it over other major s1mulatlon software, packets “We then proposed - B
OPNET simulation networking laboratory. that complements classmom lectures by presentmg the e
representative projects of the OPNET simulation labs that emphasxze the’ unders’tandmg of the’ dynamlcs of

nctw01k design and contain some extension or development ofthe lOpIC beyond the lectur e/1 eadmg

Key Wo1ds OPNET, snnulatlon mode mg, netwm l\mg, actwe leamm hands on expel Iment

Corresponding Author: S. Zubalr

h

Introduction

Networking educat1on 13 a core area of ICT that is 1mperat1ve to the. attamment of -\

Millennium Development Goals (MDGs) if* propcrly "tdmlmstoted In the; contempormy n
world, before any mcamng}lul dcvelopment can’be achicved, it lms to- be’ llmely measurcd | |

with respect to similar dnvclopmonls around- the- plobc Hencg, if :r country flu{s to.invest s
in establishing a solid l\nowlcdpc basc in nctWorl(mg_,, it is- cither: plannmg, 10 wiste more
fund in importing this imperative dcveIOpmental recourse or it has w1llmgly chosen to'be - 3
left behind in the fast developing world. Also, as’ networkmg systems have become more | - -
complex and expensive, hands-on experxments based -on networkmg sxmulatlon have = ..

become essential for teachmg the key computer networkmg toplcs to- students and ::
professionals. '

BRES

- This software enhances the proper mtegratron of the Engmeermg of networkmg LE
into the programs of conventional, virtual and open-universities. Before now, Engmeermg N
programs that need active laboratory sessions are usually eithér not offered or not properly W e
administered in virtual universities. The advent of this- software ‘nakes- this- area more - '
accessible to a wide range of people in the country hence promotmg development at’ large e ﬁ‘ ;
The simulation approach is the most cost effective. and highly usefiil becauge it provides a ;|

virtual environment for an assortmerit of desirable: features ‘such as modelmg a network '
based on specific criteria and analyzmg its performance under dlfferent scenarlos Wltl’l 0O
cost ' Al

OPNETITGuru g e gty e b ST
 OPNET IT Guru Academlc Edmon prov1des a- wrtual envtronment for modelmg, o

analyzing, and predicting the performance of IT" mfrastructures meludmg appllcatlons o
servers, and networking - technolocnes Based on “OPNET’s -award- wmmng R R €1 a0 fa
product, Academic Edition is designed to complement spec1ﬁc lab exércises that feaeh-. -,

fundamental networking concepts. OPNET software is used by over 500 unlversmesﬁ
(Larry & Bruce, 2003).
Integrating I'T GURU

IT Gurw’s role ‘in the” classroom extcnds beyond melely learmng net\vorkmo G
lcclmolowcs lcammp [T (Jlllll is . uscl a Wortltwn ¢ elussnoom_ objeenve bccausc VT e,
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“Guiw’s educational ‘potential will typically be. that of teaching networking: technologies,

The qucstlon fhéﬁiiéﬁj héwﬁb:ésft to.use’it to tcachjncdv(&rkif]g-téChﬂOlQQ?S. [t has .numerous
lules and several distinet mejhod of ereating WOpOIbEIOS, + | il fi) ar :

' ."?"ni}if:’lm?ﬁ/fﬁ(,?&l‘:;C;')'r putin ,Cﬂrl"iCi{ls:x‘l'nj:f'?,'()'i)l: '_‘((‘_‘,{‘)xnput'i‘ngl'Curricul'mn, 2001)

rofng[yv_‘,r’e‘,ct)rﬁ_r’x)ﬁ%hk‘isf“u"1tjégr;i.'[iu'g ‘hands-on experimentation and analysis into networking

courses‘as they reinforce student understanding of concepts and their applications to real-

world ‘problems. It-‘also - has “beert " stated that--laboratory components are -absolutely
‘essential for a héthtking‘ currfculum and 'deep'ur_idevrstanding of networking requires
laboratory facilities that allow one to build, observe, experiment, and measure (Comer,
B G g s o i e | g

©% %t Many difﬁ@rént::.-appr_o:achés have been taken in developing “hands-on” laboratory-

based networking courses. Whil¢ some- laboratory courses focus o network management

and configuration’ (Efit;jhugh,}-20;(_)‘2)“,7:6_'1}1"61' laboratory environments focus on one layer of

networking: protogols; such as -implementation of transport level protocols (Richards,
2001) and link-layer: mmmmmmmwmammg&@mmeWa&Pmazwn

large networking education programs (Mayo. & Kearns, 1999; Steenkiste, 2003)
- provide  dedicated hardware ‘in “which students can’ experiment with a number of real
. héfi\ﬁojrkéj'f:ahd‘j{jjﬁdélve:lopﬁ network * functionality at the. Kernel level.,” However, such
- environments j"re'qéjlﬁfe;ﬁéxtéﬁsive»ligrﬁ'sdﬂurces to- setup -and manage, and the high cost of
- providin > dedicdted nétworks makes; it financially -unworkable for most programs. The
Virtual Network Systern (Casado’ & Mckeown, 2005) is a teaching taol designed to allow
* hundreds of students working remotely to develop user. space programs that function as
- network infiastructure components, - e g K g
© 717 Most of these networking; labbratory courses are introduced as a second course in
- complter networks However, die tg limited faculty and facility resources, most colleges
- and ﬁ;u,hijyérsfiﬁéé;éreﬁj only able 1o offer one networking course, -mostly without any
- laboratory compgnents; - In fact, -courses .that "expose students to actual - network
- environments are still mostly. abﬁs'entf:ﬁi11"undergraduat‘e and graduate curriculum (Kurose,
5 Leibé:hefr,':'VO_stc?ﬂrmanh‘;t&;f Ott-Boisseau; 2002). There is an urgent need to' integrate
e ihtvfodiic:tjofry'netwérkingcot:j‘scs ﬁwit]ifj‘]317<>1'atorjy-conhpﬁbnénis ot -
ARk ' One ‘way:Jo integrala laboratory. CORPONENES ” intoy an introductory networking
- colirse’ is with simiblation. ” Network mulation allows students to examine problems with
- much less ‘work and. of much larger’ scope “than are-possible with experiments on real
- hardware.- An inyaluable tool in this'case is the free OPNET [T Guru Academic Edition
- that offers. the tools for modeling, désign, simulation, data mining and analysis.- IT Guru
can simulate a wide variety of different networks which are linked to each other. The
students can therefore exercise vafriouﬁS»thions available to networks and visually see the
~ impact: of_rthe_ir‘:jaﬁc-t;'ions]:jusﬂt by siiting at their workstations. Data message flows, packet
- losses; cgontrbl/foutingrmevls'sage flows, link failures, bit errors, ete. can be scen by the
- students: at" visible. speed, This is. the ‘most cost effective’ solution’ for universities to
3 d‘éﬁﬁohsﬁraté thejfbéhaYibﬁs of 'dﬁiffé'rentﬁﬁhetworks and protocols. ‘f R
o jﬁj_iiA'stuch;}j these practical sessions can casily be integrated into the course unit
- without ‘having'-to slate ‘A" separate” laboratory class: - This can be done by giving
- assignments based: on the-hands:pn labs or taking time out of the normal time of the
- course " for practical hands-on: siiﬁhlﬁti}o’n.dem_oﬁnstifatjjon‘s using prepared lab scenarios.
; Pra_'c’ti_'fcal:?prleemSjjfrollj;;jinjdu'st"rieé could also be presented as assignments to the students
¢ toijpjrq"ffe,r"s_'oluticms';j By s0 doing we aré already exposing the students to how to tackle real
- life'situations and jtfhisfjm'éikes:themjﬁbett;eﬂfrf professionals in the industries. o

iy
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Tcacllmo goals : : : : 2
Our teaching  goal 15 to clfectrvely mtegratc labomtory components mto thejf'- &
introductory. networking: course without srg,mﬁcantly incteasing ‘the-wotkldad ‘of -both - A
instructors .md studurts [hc mam objeet T ou ilabnmtnry t:xpulmuttsf:’jj"f. ff.j
AIL 1 Kk ; X ; - i ‘, Y g : -_ 2 X
w7 Tl remforce the networkrng theory tauOht m ¢l asses wrth hands -on. experrments o
In our lectures, wé teach networking concepts and protocols ata relatwely abstract ..
level. We hope that hands-on laby: exercrses l ad to a deeper understandln0 of'['f :
networking principles and concepts P ol 1 TS e
o To allow students to build, observe experrment ”rnd measure varrety of networks a?
including direct lrnk networks swrtched networks wrreless networks and 1nter—,'j o)
networks. iy P ;4 b
"~ e To balance the breadth and depth of knowledge an: an“mtroductory networkmfrj,’f‘i% ¢
: course and drive. some topics down to-a‘level of detarls where students understand o sl %,
- theelegance of the « engrneermg that make this all work e :
e To provrde addltlonal earnmg opportumttes to drscover know edgev. A v
o To provide an- open lab envrronment S0 that all tte']l’ab expenments can bef:_“ﬁ
completed without supervision and in- relatrve ly short trrn;‘ (a few: hours) Tk e 2
- To meet these objectives, ‘the-. followmg propertles are e ntral for the l’lelZWOI‘l(:,:rj,:‘“::‘,
srmulator to.be used for the: laboratory exper S b A R R : P
e Abxlrty to simulate a wide ‘range ‘of . networkmg technologres The srmulatron‘?jﬁﬁ. §
. software could be used to model the entire'network,: lncludmg its Touters, ‘switches, - -
protocols, servers, and the individual applrcatrons they support.” It should supporta’ .
large range of communrcatron systems from a smgle LAN to- global satellrte'j‘f ”
networks. . i ‘ b G B i
» Ease of use: the srmulatron soﬁware should be eas y 10 mstall and use. Students:; j
should be able to use the software to. complete the lab aSSrgnments 1ndependentl
w1thout any formal training. e e g S i et
e Free-or low cost: The software shou be free or lo.. cost ln ordcr toprovrde the ST
£ 3 open lab, students shouild: bc ablc to. downldad and install :
- i personal; computcm i i ,
e llrgjhcr simulation: pelfonncrnce For.cacly’lab assignment, students ar{, I ‘quned t
create network model run simulation; analyze results, and ‘writé a report Itisivery:
~ important to have a hrgh performance srmulatron engirie”so that: simulations orr
most lab experrments can be com‘ leted rn relatrvely ort trme (less than 30"
: minutes), : A e i 2 e Ay
Other properties desired but not abso utely neoessary are: S e, R Bt 0
e Surtabrhty of the software for use:in research Lhe srmul'ttlon soﬂware can'be used": gy,
4 for the simulation-based networkrng research i Sing R
. e Better industry employment opportunmes for students gsoftware' should have A i
: large- user communrty and should be wrdely used by mdustry ol students who SO
have been taught using the softwaré - should be ablé td. 1mmed1ately apply therr '
knowledge of network srmulatron when ﬁrst employed e i

=

ery OPNET IT Guru ‘ . LR, : , . ‘ : A

: In the market there are two maJor optronsjfor netwot King and srmulatr : software :
Boson’s OPNET’s IT Guru and NétSim (Netwaork Srmu ator) The former appears to Be: 7 B
more widely adopted ‘in - acadernra while tle latter seems o arget the- Crsco s it of}v:-ﬁ” Ry
networking . examination and prep markets aﬂd not "lBCGSCE‘L;/ etworkrnﬂ in gener bl l el i
Guru also requires a lot’ of supportrng software and more conﬁguratrons before one can det Kol

1183 -
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. uthe sofcw, re'ready for snnulatlon AT,

capabilities and versatl‘hty It does 1o
. jfre '1nd'1t15 more usel;—,fnendly ;
Bk Gury 'enab es ‘one: to: c1eate 2 virtial networ]
s 1s;-and appl ication: sdftware. Virtual network
ﬁr_t;n onfan{ind y ualﬁ;Wbrks‘t_atiotxf...-Rojuters swjitches

guru is oomprehenswe and technology neutra] In its
t need much of setup conﬁguratlons easy to install,

K con51st1nfr of re]evant hardwate
< is: a purely software enttty that can
web Servers — ahnost anything found
virtual network It can be scaled from
j{ n_tin'g] tens of thodsands mnning in a

: e Once a- ertual .,network ,IS eleated it can be mampulated in: VaI‘IOUS ways For
_‘f_ mstance 'Ioutels can be added 01 subtracted protocols switched mound or altered, web

servers: added G dlscarded — any pexmutatlon lmagmable The | effeets of various
, lteratxons and; d1Velse confi Ouratlons ccan then be usefully and quantifi 1ably examined and
s ana yzed Importantly IT Guru allows ‘one to study.and: -gather useful statistics about a
vxrtual network b‘UIlt ﬁrom 1t It permlts not only the bu1]dm0 of a: virtual nctwmk in

;a‘liy mvesttgatmg lhc thus engcndorcd

S ntatnvelP-rOJects

Our. simulation” labs empha 7¢ the- unde1stand1ng of the dynamlcs of network
. Students- learn;- “thrdugh- these expenments a wide range of networking aspects
j moludlng the design of simple networks before it is bemg practically deployed, simulation
. and - perforrnance evaluatlon techmques and mterpretatlon of network - analysis.
£ Furthennoxe, we: .try to. ensure that. labs contain some extension or devel lopment of the

- topic: beyond the Iecture/leadmg and prov1de students addmonal actwe

, ‘learning
opportumtles to dlscover knowledge

7, Create - p
Netwoxk
; )\/fnr}p]c'

Select Gt
Stanshcs Sl

“Diplicate Modify
‘Scenario Scenarios

Run
* Simulations

Arialyze
* Results -

‘ :‘Fl gure 1 Workﬂow for Lab Exper;ment

e :anc lab experlment cons1sts of the fo]lowmg seven steps create network model,
choose statlstlcs duphcate scenallo modlfy sceriario, run’ snnulatlons analyze results, and

wrnﬁe a leport as Seen in Figure 1! -In ‘addition, each lab has & few questions based on the

Ieports generdted from the snnulatr loifs to test the students unde:standm0 as-‘well .as
1 1ca] and reasonmg skxlls ' : ' E

N ttttttﬂttttltttﬂttttlﬂWrttttmlmttﬁttttwtttttmnnmmmmnmmmwﬂﬂﬂ
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network:
model -

5 proce R
model_, $a

Froure 2 Network Node and Process Models of OPNET Grap]nc Ed1t01s

OPNET plovrdes four editors to- develop a representatlon of ‘a system bemgn_; '
modeled. ‘These edrtors the Network Nod % Process and Parameter Edrtors afel, =
organized in a hlerarehleal fashion, " as seen m “Figure 2 Each evel of “the. hrerarchyjff. ;
describes different aspects of the complete niodel bemg srmulated Models developed at'j{fﬁ;
one level of the’ hierarchy are used (or inhe ted) by models at Al 1 =
leads to a lng,hly flexible. sunulahon envir § e geéncrics
and used in many different scerarios;

" We design detailed }ab manuals SO° that all Iab expenments can be completed:jlﬁj.

w1thout supervision. The fo owmg are Some. representatlve lab assrcrnments desrgned:j'j
aronnd OPNET . v : o e u

Laboratory 1: Ethernet Network ‘ : v e by P

. Thislab was desrgned to demonstrate the operatlo of the. Ethemet network The S
snnulatlon in this lab helps the- student examing the performance of the Ethemet network:; e g
under dlfferent scenarios. The student will set up’an Ethernet Wrth 40 nodes eonnected Wil s
a coaxial link'in a bus topolooy The coaxial link is’ operatmg t aidata- rate of 10 Mbps 2
They will learn how the throughput of the network is; affeeted: byl the network load as well e
as the size of thepaekets as shown by the ﬁgure 3 below : g

o ; F’i:gute 35Resu1t’ forEthemetLab




__‘j_Thls lab' vas desrgnedl’to demonstrate the 1mplement

atron of swrtehed local area
mulatlon ‘m hi b he

jIcy studont e\"lmme the. performaneo of

Are; ‘onnected by- swrtehes and.hubs, T'hey
] LAN' usmg T dlrforont szloth devrees Thubs and switches. "

‘ througjhput and tollision of pacKets in-a switched: ‘network are
the‘eonﬁourat on of the ITET\& orl\ and the: types of swrtohn

—_

They
e affected
g devrees that are used

jLabloratory 3 Network Deswn

ive-of . thrs lab VIS 0 demonstrate the basics of de31gn1nO a network,

1f0 ¢ c sers, services,  and looatlons of the hosts. In this lab the
ill d‘esilgnj}a-'eambus néetwork that has six blocks: Agric, Environmental, Senate,
jMec 1anloal Enmneermg and IET:; The students will-utilize a LAN médel that atlows them
i A srmulale multlple clients: and" 'sefvers in ofe snnulatron .object. ‘They will be able to
}-deﬁne proﬁle th at spe01ﬁes the pattern of. applloanons employed by the users of each

" 1 the - ampus By the end f this lab, the’ students will be able to study how
on-d : v performance'of the network :

2y
A pplla o
Dﬁ‘nﬁﬁon

- name
- modsl
- transmitte)

i

I

|

| receiver »
|+ tansrnitte:
|- receiver b
|- Propagati
) Traffic lnf s

{‘ Exact ma!cb

Fr gure 4: NetwOrk Desi gﬁn_ ;
Conclusrons : ' '

5 et 3 ey 1mportant complement to classroom l

jjf networkmg thl ; 1mp11es programmmg, protocol - design, - experlments and
g measurement. e beheve that: simulation has an 1mportant role here, since’ it allows
2 students to examme problems Wlth much less ‘work -andof much | larger scope.than are
ﬁI;ﬁpossrble.,WIth rexperiments -~ on -real “hardware. - Slmulatron can- be easier than
j‘{experlmentanon because srmulators do. not need to reproduce all the' details of the real
~ world and they- Can be easrly mstmmented In addltlon, simulation of dozens or. ‘hundreds
- OF nodes are. easy on lrmlted hardware many more than is affordable 1f physical hardware
- was 1equ ired. e

5wl Ty, summary, students benef i from the OPNET simul
- Afoll owmg three: ‘ways. First, the OPNET simulation labs rei
- taught by regular lectures Seoond ‘the- open design of the |
-jThIrd students ] .gam the knowl

ectures is laboratory experuuents In

ation - labmatory in the
nforce the networking theory
abs encourages active lear ning.
edge of modelmg and 51mulatron techmques for

O AP A
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performance evaluation of ‘networking systems This activ
stidents experience in the su-btljeties,jqfthéﬂdes;}gnaof.ﬁ’a camplex
them for the networking indiistry.. -

learning approdch gives
stem, as well as pre
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; v Safety of data and informiation ‘into computer at this.con

‘ the dubjous people -l -around. the vorﬁl-d.f"ﬁl‘his.:ﬁstudy i v ey
L computerized methgd of protecting data’ and communicati systemis again't unatt
‘ modification or destriction whetlier acciderjt‘al.o1ﬂintcnti0fr1a
divided into four categories which include knot

Key Words: Data, Tpapdo'or,:Pas'sva;rd.; s
Corresponding Author: S. Ahmad -

Introdﬁctiom

fv'suc'h :S'e(':hrify b

sk force report.

Related Studies DR S
Computer security is the Protection- of ¢om

malicious modi;ﬁcatiqﬁﬁdcsvtrt_jc‘tion ot-disclo,

data’ in- eomputer and. comimunic

developed from a branch of computer sciernce there is- prim
4 knowledge. representation, security verification, :
e development of ‘com:"p‘u't'ers that can secure the resour ‘ System’
4 The paper to describe black -box trapdoor issues;’ points cut
' describe a-very clever. trapdoor mechanism based upof the: fact thatpeop

I

Ahmad, S, Zubair, . *, AbdulAzeez, H. T2, Salihu, B. A% L, aris’; o

seérious j)rob]ejn%.jbefCauéc RN
opment.of thé design-of'a ...
horized disclosure, transfer; |-
Th:e{trabdjocir password access security system s A

lud Wi quisit ofi, knowledge ﬁepr@?éenta-tion:,"dsef'.inferfacé and .-

design. The whole syster is mainly based on reasoning: methods that reflect himan logic. skills ‘on security .-
design. This work was able to reduce or completely feliminaté:jsystem {/Ulnferabfivlijpy_tvo Se%:urity threats. A new user |
friendly security system has been designed to ensure security  6f files, foldérs and’data, The search: foria mors, - "
simplified means of doing this task is desirab Sl R . s L

s @ trusted solution jtb'S‘écdr?cllyﬁiﬁété;re;Eeju:ééséﬁj G
__‘t"uehabI@svj_irierj‘rt;atifo‘n t’téchndj}c)gyﬁusers_’ it (AL
it maintain. a central repository -of passwords; enforee: jstdnd'ar‘d:[passjwv(j}d[;j‘po[iciejg aﬁdjﬁﬁéonlroljjf s

Soincides with more
ublic-key eryptography the s
reaches were -+
by (Anderson - -~

i AR e
tfrust is relative, It
¢ only Treview source

(human—wr’i_tten) code, and not compiled Machine code: A program called a compiler:is.used

to create the later from the fo'rmj(’_r;ahd:;thsfjc;ompi:!jef';:f' fu'sugtl‘ly‘-jtrjiifSt;éd to.d

0:an Honkest job
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- Another security threat éanm- fom: zomb’ie&:'co_'mpvu‘ters' that had
: ‘tak“e'nv..d\‘f,er‘:‘ byjhacﬁkér‘s{}to:'re,’spo{ld o ‘commands via.the Interriet
(popularly: called: zombie- armies, " or: ' be " b
Commeréialﬁ‘éf—mai‘l)jérﬁ léujhch'deﬁniél;-o‘f—ﬁfs"érvice attacks (computerized attacks in which a Web
site is bombarded: with data that paralyzi i), Denial-of-service attacks often were jntended to
W fees to the hackers (Kelvin Bearver, 2006).

of knowledgeable human éxperts but
and the. general populace as a valuable
1 resources from, unauthorized-access. In addition,
CD~ROMfor other end Users who need system
ows the h‘ie'r_arjc"hyy:zis:pj'resented in figure 1.

_About deignjoftrapdoor
password access

.- . [$f¢ nd security knowl ige acqui f Oks,jO@rnaIs,
- internet, haékingﬁs‘c‘)ﬁWa}'ﬁg students and fesearchers - A I ‘ '

“; jﬁKnowledgeﬁRépreSentétibﬁ S
e Several informal discussions 3 O _
system administrator to determine the best strategy for designing

- system. Tnitially a rule-based, a key: for’ the identification of password based on a series of
~logical flow. between ‘jiih:‘cﬁon:vje;ntiona:l characters key (semantic nets) and characters (items)

o were idenjt'iﬁédj:as reasonable m:jethojdfs. Bl M e T ey .

B |}
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~ The " steps involved in constructing " graphical user interface 1o direct the usér-
through a smooth access of the system resources was by using fiontechnical terminologies s¢.
that ‘any person having the' password to access ‘the trapdaor ‘could: easily’ uriderstand and.
respond to the ‘on-screen pr_oper.tyjfdes'criptionsﬁ.?',T he development of the interface was carried -
out using Java }programmihgﬁlanguage._' The appljic;ét;iVOn of Java proéraf_nming provided a class .
library for generating interface features such-as*buttons, Wwindows, pop-up menus, and dialog -
boxes. The display included a welcom, ,-a login'screen, et e trapdoor sys >
developed for MS-Windows based computer Operating systém and can be er:
Intel-based system with a VGA 4 standard color monitor and CD-ROM; -
SystemDeSign T B ey Sy e gl 4, %

- System design knowledge acquisition involves th;éﬁveilidatioﬁjand verification phases, .

I. - Validation: Validation of the trapdoor passivord ac. h )

- user access will o,ccurjpexjiqdig_a‘[;]y thro houtthé fdévquop‘ hent

“accordanice of prominent. logical skills not directly-involved +

trapdoor’ password access system. Messages from the program wil alsobe review to.
insure that the system ‘would provide credible security-meas ; {
~password and inconsistericies will be denied- from ac
alternative use of Biometric system. - el il i 8ot T

ii. - Verification: Prior to transferring the prototype program: t CD-ROM, 'the trapdoor

‘password system if certified to be cotrect by the end-user or. '

cessing the system except the |

. suser;or: by randomly going

-through possible pathways. and verifying that the cbnclus-ij(m matched the data acquired . -
from the database.»AIthoughﬁ_furthf_:r verification will be desired, problems of access .
‘the primary security skills, time constraints, ‘hardware incompatibilities and resource -
limitations prohibited extensive V¢riﬁca‘t"i;c§rfj'.;ﬁ LT R e .

displayed on the sbreen and the system williproééfc:j:({ij only 1fthe mform '
correctly. before it:load the Domain;jenvironmentand link to the dét:ta"bagg.j o,

Input Specification for TradeOI‘:EPaSSWOFd DA
Table 1 outlines the input specifications of the system.. i

i -Passwor_d;: f‘jj' I
| Time of login

: :iVar,char

. g ik

Password access of each end oser.or authorized i\ +

Ived with the design of the =

easures.. Wrong eriter of the .

ation required are entef: 1.
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Output Design R T I i g g |
2% pin The most important réquiremeht-bf‘an information from-the users: point of view ig the

77 output iﬁfjpr';oduées}f[f 16 goaljgfihe:‘fi;sj@i,is to geta good-output, then if a well design output is
T potjpfédgﬁcq:dﬁat théﬁﬁend,-jthé systé'm Will ail to meet us_érv‘ﬁrequ_i_rement,‘hen;‘ce this will no doubt ‘
affect. the overall j;ﬁ_':ffézctl‘yelfiﬁss‘:of the operation- of ~the{systemv,.therefore the design of a good '

: deration made regarding ‘on input and output of the

output Wil be based on- some cons
trapdoor system, P o

Output Specification for Tr
& Adcessvalid v
“Access denied:
:jR¢€Qtér'paSSWbrdﬁj'
.Rjestriqted‘to',jCé'rta;irijDoméi}iin ety i
Verified your access by Bibmetri;iifdperation e

apdoor Password

o e e fiont

The apphca o is: developedwn crtairil‘jfefatﬁre‘s" that facilitate the execution of its
- designed operations. The program feartures arc as follows -+~ g

el it Bt A g T e Lr ! .
st This IS the ﬁr’stffTr_fapjder passoward access system which loads my SQL(Structurar
g ilQLierry Language), the log in fearture s designed to. query the database table when any user

- d pas: i ack is made and : s correspond to any of the

dﬁtabgéé table. If the_éntrivcs are validated then the log in
0 load the menu bar. See figure 2. o

i

lash SGre_cp for Trapdoor System | : P :

- Menu Form Design i 2 A AR Ty e s T

~The menu form is element of data Which are Keyed into the designed to allow for acce
.'different'sub;progra'm.ﬁ;EVe_’ryi shb{rot{ltinés‘a"ré'Colle'ctéd by the menu link. Figure
menuy designed frame, & - . - A P R

Ss 5fthe
3 shows

: v ' 2 > : ! ‘ . o bl |m||um||[;umwnpmlmn;ummmummummmmmmmmnml‘;m
o 2 : i lMWNWWWWWWWWWWWWWWw’"‘m'mm"““"w'_m"“““m”” :
S



' Domaln Input Forrn

The domain input trapdoor form as shown i

access to specific fi
validated from the da
the selected folder.

User Access Form -
The user acces

profile with user Biom
another user. password

(R, ana Fourth Anfiial 878 5 £ Corlference" . 380 ']
y Book ofReadmgs S

les and folders in ‘the systetn b A
rabase to see xf the ‘access lS allowed to that user: and 1t loads the ﬁle or’ .

ﬁFigurej4:D.om’ain[frame e

S frame allows fo_r Valldatrn

1Z

set profile, :F te 5 shows: the user
nd trapplng unauthorlzed user wrth

ettic system fof ¢ easy rdentlﬁe ¢
and users ld ; :

209

zed users to have;: e
resource Selected by the User. 1S, «

VSers{access to th data base_ allows for s
editing of authorized users profiles and ‘the admlmstrator I
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Figure 5:User Access Frame:

CreatinéijcW User Proﬁle Input FOrm
- In‘the design

. PICTURE

ool T
[ {Jnewusen PR I

o susmiT. g HELP

ar:

Figure 6: Néw:Usexf Frame -

"+ “Work Flow Design IR N e R g
L ~ The.system work flow ag illustrated in figure 7 was designed using a'selective standard

. in which ‘the user is asked tg- enter’ f'fl1¢jj-'pa'ssword; user. identity, time login and- domain
restriction. The; design system requires the user to enter selections by selecting files, folders,
documents, and other distinctive areas of the variety. The user then uses his mouse to click a

- button whose final goa “isto generate 4 single conclusion or a list of possible conclusions that
- successfully mateh the resources selected by him. The query activates the search function and
- rapidly reaches either a specified conclussion, a set of conclusions, or admits it cannot reach a
-~ conclusion based on the information provided by the user. In the instance that a conclusion is
- reached, the list of security resources can be displayed. The user can return to previous menus

; : ain is specified by trapdoor administrator

allowing. for multiple ccess: provided the dom
s Sectionslwi;thdut exiting:or ﬁ;gjétatting the program. - .

240
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Application’

(domain - -
o restfiétiojn)f; :
Acces_Sjb}r'jj' ‘ R
Password -

- This is used to provide navig_ations_' in the j,;prc")grzi"m:;jjI;Theyé_are‘ two ‘modules in. the
program as represented in figure 8 are the mair module and theisub]modulc]} Ll et e

i SYSTEMMODULE DESION

7 MATi MODULE DeSIGN

Execution Environment

: E_xl:‘cutviun Eqvirpn;nc:nt L
.| OPENPASSWORD .. i o -
" IDENTIFICATION | .
" RESOURCES |

IDENTIFY USER ID

EXTT TERMINATE s e —
TRAPDOOR SYSTEM _ADD FILESAND ]
L : g .~ FOLDERS .

TENEW USER
.| PASSWORDAND", |
©*. BIOMETRIX .

¢ [ ereATENE

Main Module Design <% o Epae S el G
' -~ There are two main modules in the system design, these are::

s

resources” and--‘f‘Ad_d files and fo'ldjcrs’:’.fﬁ The ‘V‘E};i(t:’?j ihoduiéj 1ss1mpl
application. e DRt SR AN 5 ot IR AR W s

Sub—Mddule Deéighﬁﬁ

~There are three sub}modulésﬁjin th‘e:syst’érﬁ:dééiﬁgn; ThﬁeSéﬁé-rcﬁ:i‘ld'enfifyiﬁ;ué‘e}’.’,ﬂ used for .

.

identifying a particular authorized user access, “Add. files and - folders”, “Create new user = -

access “ used for.creating user access changing of password into. the system and “Edit SySte /[

resources” which'is used to update-the existing resouirces of the system

Conclusions L Sl A R bl e T
The simplicity and accuracy of the new system: of [T'rapdoor p S;wojrdﬁé\c’éej’ssover hgs

existing system Has ‘b'rought;‘s_'oluti;onﬁ to-man’s limitatjon and keeping track of tinauthorized g e

215

‘ | - are: ,‘Qpeln’fjéiznd;E‘fEx_it”. Thig Svoenel,
“Open” module consists of some sub-modules such as“password i-déhtiﬁCationj’ ““Edit system s
used.to terminate the -
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. users jémdlau_thorviz’ev’d:a'(:c'gssf as:the’new system made it possible to store, create, update data
. _base, security and Track hacker of éystcfrﬁn-rcsourcejs. : ‘ , ’

‘This project work therefore offers security of data and fast processing of information, thereby
saving:and researchers from the trouble-of unprotected system resources. :

- Recommendations © =~ AR G LN TR -

Man’s jlih{[itatibn(and the search for asimplified means of doing task led to the development of
the Comp@tét and »sf'_fiﬁncfe"thev new System -is more flexible, effective, durable, accurate and
cfficient; I therefore recommend that the new system (Design of a Trapdoor for Password
Access) be put in‘place to ensure systeni reésources protection, . - .t S
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