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Abstract — This research introduces an innovative 

electronic voting system that enhances transparency, 

anonymity, and reliability, aiming to revolutionize both 

traditional and existing electronic voting methodologies. 

The system increases accessibility, security, and efficiency 

in the electoral process. Advanced web development 

technologies, including NextJs, TailwindCSS, TypeScript, 

and JWT tokens, are integrated for an improved e-voting 

experience. This system employs encryption and 

cryptographic hashes to secure sensitive information, 

alongside smart contracts on ShimmerEVM—a Directed 

Acyclic Graph (DAG)-based blockchain—to ensure data 

persistence and immutability. A user-friendly front-end 

interface serves as a portal to the web application, enabling 

seamless interaction with the ShimmerEVM network. A 

critical feature of the system is the activation of a biometric 

hardware component, essential for voter registration and 

participation. ShimmerEVM facilitates the execution of 

smart contracts, offering a decentralized, transparent, and 

secure environment without relying on traditional 

blockchain technology. The focus of this system is on the 

implementation of security-centric smart contracts, which 

are pivotal in maintaining voting data integrity and 

mitigating the risks of vote count manipulation. 
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1.0 Introduction 

Elections are an essential part of modern democratic societies 

and determine who can hold political office [1]. Regardless of 

the scenario, the election outcome has consequences that can 

affect the livelihoods of the participating parties. Traditional 

voting systems that require the use of ballots have faced 

challenges such as fraud, lack of security and election 

manipulation due to various factors, including human error and 

fraudulent intent[2]. These issues have created the need for a 

more secure and efficient voting solution  

 

where voters can trust the results and the risk of fraud and 

manipulation of the results is almost negligible [3]. Current 

electronic voting systems, which use electronic methods for 

casting and counting votes, are not only cost-effective but are 

also recognized as providing a high level of security throughout 

the voting process [4]. Although, the problem lies in their 

centralization, where data, including voter information and 

sensitive voting information, is stored in a single database that 

can be hacked, creating a single point of failure and potentially 

damaging effects on democratic outcomes[5]. 

Various electronic voting mechanisms have been proposed to 

provide solutions. The best known of these is the use of 

distributed ledger technology (DLT), with a focus on 

blockchain systems. The project will consider a different type 

of DLT, namely directed acyclic graph (DAG), which, 

although less common, offers faster transaction times than 

blockchain [6]. Additionally, enabling parallel processing of 

transactions using DAGs maintains the decentralized, secure 

and immutable properties of the blockchain while enabling 

relatively higher speeds with confirmation times in seconds [7]. 

Introducing the electronic voting system will solve the 

problems already experienced by traditional voting systems 
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where ballot paper is used and solve concerns 

related to current voting systems; it will allow for easy 

onboarding of users (or voters), anonymity, and verification of 

votes by individual voters after voting events has been 

completed. The overall goal is to provide a trustable security 

mechanism that preserves the authenticity of votes, limiting 

participation from unauthorized [8]. 

 

2.0  Reviews of Electronic Voting Systems and Technologies 

Electronic voting systems provide an alternative to the more 

traditional method of ballot voting or mail voting [3]. Efficient 

electronic voting methods must provide the core features of 

anonymity, security, and transparency to be considered fit for 

most electoral purpose [9]. Distributed ledger technologies 

(DLT) have received great attention in recent years and 

promise a high level of data security in various areas. One of 

the main areas of application is electronic voting systems, 

whose main advantages in terms of immutability, security, 

consistency and confidentiality lie in the requirement for 

reliable results. Electronic voting systems help eliminate the 

need to use the popular vote counting method known for its 

fairness and political compromises [10].  

According to [10], Electronic voting systems have proven 

unsatisfactory for physical security reasons, as the voting 

system hardware can be sabotaged, rendering the entire voting 

process unusable. Blockchain technology – a distributed ledger 

– has been proposed as a solution to this problem. [11] applied 

Blockchain is a distributed transaction ledger that combines 

cryptography, distributed computing and networking to ensure 

the immutability of stored data and the anonymity of network 

participants, thus meeting some requirements necessary for the 

security of voting systems 

In [12], different methods was examined that have been used 

to deploy blockchain in electronic voting systems where 

security is required. One of them is zero-knowledge evidence. 

It allows you to verify the accuracy of your 

identity/communications/data without revealing the 

information contained therein. There is also token-based 

voting, where cryptocurrencies or tokens are issued over the 

blockchain protocol, with voting taking place at the voter's 

wallet address. This token is used for voting, and the voting 

table is done by counting  

voter tokens to determine the result. The work of [13] described 

some current blockchain-based electronic voting systems and 

their features: Follow My Vote, which allowed voters to vote 

remotely and used mathematical algorithms to allow voters to 

identify their ballot and, through identification, ensure the 

accuracy of the vote cast . Another voting application, Voatz, 

enables remote voting via a smartphone, which can be verified 

using biometric identification. Agora Group worked on a 

blockchain-based voting system that used the universal token 

for participation. This was partially used in the 2018 elections 

in Sierra Leone. 

In [10], a licensed Hyperledger blockchain network was used, 

which leverages robust smart contracts, to develop an electoral 

system with some of the characteristics of traditional electoral 

voting. To participate in voting exercises, voters must register 

and show up at a physical location. Although this provides an 

additional advantage in terms of voter verifiability, the system 

is still affected by blockchain scalability issues and the 

permissive nature of the systems prevents voters from seeing 

the details of their current votes. Allows only 

nodes/organizations to access voting data, limiting voting 

transparency.  

In [14], a consensus algorithm was proposed, called Proof of 

Completeness for use in mock elections in Pakistan, where 

voting is done on specific voting machines and the presence of 

presiding officers is required. The algorithm works in four 

phases: block creation, block sealing, data management and 

blockchain construction. The problem with this system is that 

it relies too much on centralized bodies to organize voting. A 

few weeks before the elections, the voter list must come from 

a central source. The end of voting at a polling station depends 

on the polling station control, which is obliged to confirm the 

end of voting at their polling station. In the consensus model, 
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blocks are only closed when an election official 

makes a decision. Most of the features of this system remove 

the decentralized functionality of the blockchain. There is no 

way to check verifiability and invalid votes are not verified. 

In [15] and  [16], “DVTCain” system was developed, where 

voters have the option to vote using their smartphone or go to 

a specific polling station to vote. It ensures voter anonymity by 

storing hash values of details on the blockchain during 

registration, which are ultimately used to verify the voter's 

identity during voting. Before voting, those entitled to vote 

receive a coin (symbolic vote). which they use to cast vote for 

specific candidates/option. To check that a voter has taken part 

in the election, their wallet balance is checked. 1 coin means 

vote not casted, and zero coins means vote has been casted by 

the voter. DVTChain also carries identity checks using private-

public key pairs which is a core feature of the blockchain 

identities. Overall, 

The privacy is preserved, transparency is achieved and voting 

outcome can be trusted. One downside of DVTChain is in the 

use of Ethereum blockchain which has a high probability of 

slow confirmation time for transaction in congested network 

states.  

According to [27] and [10] a blockchain-based voting system 

called “TrustVote” which uses Hyperledger Fabric as 

underlying protocol for voting was proposed. It faces the same 

problems as the proposed system from where the protocol is 

permissioned to specific nodes/organization and transparency 

may not be guaranteed with a centralized controlling entity. It 

proposes the visit of established voting body to verify the 

authenticity of transaction ID which is generated after a voter 

casts their vote. The characteristics of different DLTs are 

shown in Table 1. 

In [28], a technique was created that enable voters to cast their 

ballots via a website interface, eliminating the need to visit their 

preferred polling station. Additionally, voters can register on 

the day of the election itself. This process involves the 

verification of the voter's ID card and eligibility to vote, as 

confirmed by the relevant authorities based on the provided 

documents. However, this method does not ensure voter 

anonymity. According to [29], a  Tangle was presented, a 

directed acyclic graph (DAG) structure, as a method for 

reaching consensus in distributed ledger systems. It adopts a 

theoretical perspective, offering an in-depth exploration of 

Tangle's fundamental concepts. Popov delves into the 

mathematical basis of Tangle's consensus process and explores 

its impact on scalability. Yet, the article's primary shortcoming 

is its theoretical focus, lacking a thorough assessment of 

Tangle's practical effectiveness or potential weaknesses in real-

world scenarios. 

[30] research on addressing scalability issues found in 

networks based on Tangle. The approach integrates empirical 

analysis with simulations to assess how Tangle performs under 

different circumstances. The team pinpoints challenges and 

suggests enhancements to improve scalability. Nevertheless, 

the study's drawbacks lie in its dependence on simulated 

environments, which might not accurately mirror actual 

conditions, and the difficulty in forecasting the behavior of 

future networks. 

An adopted a methodical strategy for evaluating the security of 

the IOTA Tangle was developed. This involves employing a 

mix of penetration testing, formal verification, and 

cryptographic scrutiny to uncover possible security 

weaknesses. While the approach is robust, a key limitation of 

the study is the ever-changing landscape of security threats, 

posing a challenge to fully addressing every conceivable attack 

scenario. Furthermore, as the Tangle network develops, the 

efficacy of implemented security measures may change over 

time[31]. 
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Table I: Different DLTs and their characteristics. 

 

 

A  

 

comparative study was performed to assess the appropriateness 

of Blockchain and Tangle technologies for Internet of Things 

(IoT) applications. The research focuses on evaluating aspects 

like transaction velocity, scalability, and efficient use of 

resources. The approach entails setting up experimental IoT 

environments and tracking the performance of each 

technology. However, the study is limited by the particular 

nature of IoT settings and the potential for varying outcomes 

based on different network setups. In essence, the effectiveness 

of both networks is still constrained by the robustness of the 

networks they function within[32]. 
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/DLT 

Consensus 
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Typical Time to 

Finality 

Typical TPS Transaction 

Characteristic 
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depending on 
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congestion 

Ethereum PoS 13-20 minutes [19] <25[20][21] Transactions are 

divided into 12-

second slots 

Solana PoS with a 

unique hybrid 

consensus 

mechanism 

~12 seconds[22]  ~2000 [23] Time varies 

depending on 

network 

conditions and 

contract 

complexity 

Avalanche PoS with a fast 

finality protocol 

2 seconds[24] 40-100 [24] Prioritizes rapid 

transaction 

confirmation 

IOTA Tangle Shimmer DPoS 10-30 seconds[25] 700 [26] Boasts high speed 

and scalability 
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Description of transaction architecture for DLTs 

based on the Tangle (DAG) and the Blockchain is given in 

Figure 1. 

 
Fig 1: Difference in transaction architecture for blockchain 

and DAG distributed ledgers [33] 

3.0 Methodology 

3.1 System Implementation & Overview 

The developed system integrates hardware components, 

software components and uses smart contracts (enabled by 

decentralized ledgers) to achieve its intended purpose of 

allowing transparent and secure elections. To measure the 

effectiveness of the electronic voting system, parameters 

included response time, reliability, security, and user-

friendliness. Response time was measured in seconds by 

observing elapsed time between the start of a task and the end 

of that same task. Specific parameters like the time to finality 

(TTF) which implies the time to not only record a transaction 

on chain, but when it becomes “immutable” was also 

considered in evaluating response time. Reliability was 

evaluated through system stability and accuracy of results 

when registering a voter and identifying a voter for carrying out 

ballot casting. Security covered the resilience against 

unauthorized access and data manipulation. User-friendliness 

was assessed based on the simplicity of the interface and 

overall voter experience. 

On the backend as well, security was important as the backend 

provides an interface to database and modifying of data on 

shimmerEVM DLT storage. JSON Web Tokens (JWT) 

facilitated secure user authentication, sessions and 

authorization with cryptographic hashes to ensure data 

integrity between client and server. Cryptography played a 

pivotal role in securing sensitive data, using cryptographic 

hashes for tasks such as data integrity verification. Smart 

contracts, necessary for transparent and automated voting 

processes, were deployed on the Tangle – a Directed Acyclic 

Graph (DAG)-based Distributed Ledger Technology (DLT) 

which ShimmerEVM is built on. Leveraging the Tangle's 

structure provided cost efficiency and scalability advantages 

over traditional blockchain frameworks. 

For biometric verification, an Arduino ESP32 module and 

JM101 model fingerprint scanner were programmed using the 

Arduino IDE. The I2C 0.9-inch OLED display facilitated a 

user-friendly interface during voter registration. The system 

underwent rigorous testing, including unit testing for individual 

components and end-to-end testing for the entire system. User 

feedback and iterative development cycles were crucial for 

refining the implementation, addressing issues, and optimizing 

performance and user experience. The hardware 

implementation for biometric requirements of the system is 

given in Figure 2 

3.2 Tangle’s Directed Acyclic Graph (DAG) DLT 

Unlike blockchains, where transactions are sequentially 

chained in blocks, the Tangle adopts a web-like structure. Each 

transaction references two previous transactions, creating a 

directed acyclic graph. This eliminates the need for miners and 

block size limitations, resulting in unbounded scalability where 

transaction volume increases, the Tangle simply becomes 

denser, enabling it to handle massive workloads without 

performance degradation. The absence of miners eliminates 

transaction fees, making the Tangle ideal for micropayments 

and resource-constrained environments like IoT devices. 
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Fig 2: Circuit Diagram of the Fingerprint Component showing 

circuitry between ESP32, JM101 scanner, and 0.9” I2C 

OLED display 

While Tangle excels in transaction handling, smart contract 

functionality, the core characteristic of blockchains like 

Ethereum — which allowed smart contract execution — was 

initially absent. This gap is bridged by IOTA Smart Contracts, 

deployed on the Tangle through ShimmerEVM based on a 

layer two architecture.  

The mathematical representation of the Tangle's DAG involves 

the linking of transactions. Let Txn be the nth transaction, and 

Txn−1 and Txn−2 represent the two previous transactions that 

approve Txn. This relationship can be expressed as in equation 

(1) 

Txn — > Txn−1, Txn−2   1 

In the context of smart contracts, a mathematical or algorithmic 

representation of a simple condition might involve a 

conditional statement C that triggers the execution of a smart 

contract SC when satisfied as given in equation (2) 

If C is true, execute SC    2 

Shimmer Consensus Mechanism uses Delegated Proof of Stake 

(DPoS) consensus mechanism. It ensures secure and 

decentralized smart contract execution. Based on Delegated 

Proof of Stake (DPoS) algorithm, Shimmer selects nodes for 

contract validation based on their stake in IOTA tokens. This 

incentivizes honest participation and mitigates the risks of 

manipulation. Shimmer’s DPoS utilizes complex calculations 

to determine node selection probabilities for contract 

validation. These calculations involve weighting nodes based 

on their IOTA holdings and employing a "weighted random 

walk" algorithm to select validators. 

 

3.3 Time to Finality 

For distributed ledger technology (DLT), time-to-finality refers 

to the point at which a transaction becomes irreversible and 

permanently etched into the ledger. Time to finality is not 

synonymous with transaction speed. Understanding time to 

finality is crucial for assessing the speed and reliability of 

different blockchain and DLT systems. Here, we compare the 

time to finality for prominent blockchains with that of 

ShimmerEVM. 

Several factors influence time to finality, including:  

i. Consensus Mechanism: The algorithm used to reach 

agreement on the state of the ledger, such as Proof of 

Work (PoW) or Proof of Stake (PoS), among others. 

ii. Block Size: The amount of data contained in each 

block of the chain. 

iii. Network Congestion: The number of transactions 

competing for space on the ledger. 

3.4 System Overview 

The Figure 3and Figure 4 describes the different phases of the 

voter registration process. The voter’s fingerprint and email is 

obtained for their first registration, after which they can 

complete the remaining process by themselves to obtain their 

unique token and password (the two requirements for the 

voting exercise). The prominent feature here is that voter’s 

details are not stored on the server, nor is there a collection of 

any personal information. A means of verification can be 

obtained and checked for validity before a voter is allowed to 

register for a particular event. 
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Fig 3: voter registration first phase 

 
Fig 4: voter registration final phase 

Figure 5, describes the vote/ballot casting process where a 

voter’s biometric (fingerprint) is first captured to verify they 

can vote before given access to the voting screen. 

4.0 Experimental Results 

The electronic voting system was developed which that allows 

anonymity, a core characteristic of traditional voting systems. 

The system was run on HP EliteBook 850 G3 with Microsoft 

Windows 10 Pro version 10.0.19045 Build 19045 OS. All 

network-based tests were carried out on a 3G Network with an 

up/down speed range of 600kbits/sec to 1.5mbits/sec.  

 

 
Fig 5: Voting Flow Process for the DAG-based electronic 

system 

In order to obtain reliable results, multiple transactions were 

taken to obtain results with higher level of accuracy. Response 

time results from fingerprint scanner was obtained to verify 

performance after specific operation times has elapsed. Figure 

6 shows fingerprint scanner response time. It describes the 

speed to detect a finger when placed on the scanner after 

several uses measured in minutes. It should be noted that for 

every five minutes of a transaction, the fingerprint scanner is 

used between 5-8 times. 

Figure 6 and Figure 7 shows a graph description and snapshot 

of some of the transactions that happened on chain and the time 

to confirmation (for creating event, registering voter, allowing 

voting, etc.). 
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Fig 6: fingerprint response time after specific number of uses 

 

 
Fig 7: Block TRX confirmation time for different operations 

The failed transaction in Fig 8 is for specific cases where a 

specific smart contract condition required for calling a function 

in the contract is not satisfied. For example, a voter who has 

already been registered for an event is attempting double 

registration; or a voter attempting double voting. 

 

 

Fig 8: transactions on chain 

Figure 9 shows experimental results for a specific election from 

the web interface/UI.  

 
Fig 9: Results view for voting event 

5.0 Conclusion 

The primary objective was to develop a system that ensures 

voter anonymity, authenticity, and integrity, utilizing the IOTA 

Tangle Directed Acyclic Graph (DAG) for decentralized and 

secure implementation of smart contracts. The central issue 

addressed is the susceptibility of conventional voting systems 

to problems like coercion, duplicate voting, and the absence of 

a transparent, automated procedure. By incorporating 
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cryptographic techniques, a Tangle-based smart 

contract framework, and a hardware-based biometrics 

component, this system offers a strong solution that enhances 

the reliability and efficiency of the voting process. 

Nonetheless, certain challenges persist, such as the necessity 

for comprehensive testing to confirm the system's reliability 

and security, which are critical in electronic voting. 

Additionally, safeguarding against coercion, essential for 

preserving voting integrity, requires ongoing refinement and 

awareness of potential weak points. Despite these obstacles, 

this research marks a considerable stride in the development of 

more secure and transparent electronic voting systems. 
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