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. Abstmtt L TR P R
In thb paper, we present our appmax b on how OPNLF cam b\, Ldsly lmcvmted mto tht curncu]a of

networking to reinforce networking theory hughL in out unwérmues We: descubcd 0L11 tC"LCh]L‘lU dbjectives - -

and discussed why we choose it .over other major SlI‘I‘llII’ithI‘I software,. pqc,ccts “We then - propo ied an

OPNET simulation netwomuu: laboratory. that complementq dasmoom mctures by plcsentmg the e

repredentative projects of the OPNET simulation labs that emphdslze the undemmndmg of the dynamlu; of
netwo1 k design and contain some extension or dev eiopment ofthc toprc bc:yond the 1LLti11mr3dd1ng

Key Wotds OP\'!:F simulation, modclﬂw networ kmg, m,twc lmmmg, 1dnds on cxpm rmcnt

Correspomimg Author: 5. Zubair

Introduction

Networking educatlon is a-core area of IC r Ih'lt is Jmpemtwc 10 the altammcnt b g
T\ml!{,nnm:n Dcw[opment Goals (MDGs) il pmperiy qdmmmlmed Tn the: Lontunpomw il
world, before any munmbiu[ dwdnpmpnt can‘be achicved, it has’ to. be llmcly measured

with' i’LHPLL[ tos similar dcvclnpmoula around: the gjlohc Hencp, if'a country f} |{s to. invest ;

in establishing a solid knowledge basc in nuwurkl , Ui uthu pl'mmng 10 whste more - -

fund in importing this imperative dcvcloPmcnrdl mcourqc or it has. wnllmgly chasen to be -
left behind in the fast cleveIOpmg world, Also,” as’ networkmg qysttms have become more |
complex and expensive, hands-on expenments b'lsed -on networkmg ‘simulation have -

become essential for tewchmg the kcy computer nelworkmg tO[JlC“ to Studems and -

professionals, : & ok :
This software enhances the propcr mteruauon OF Lhe Engmeermu of nelworhmg :

into the programs of convenuondl virtual and opern- umvemnes Before now, ]:n‘gmcerm? i L

programs that need active labomiory sessions are usual by eithér not'offered or- not propcrl

adlmmstered n virtual universities, The advcnt of this- soﬁ‘wano mal(es this arca more -

aceessible to a wide range of people in'the country hende promotmg devdopmem at’ Iarnc

The simulation approach i is the most cost effective. and highly useful because. it provrdes B

virtual environment for an assertmerit. of deswable: features Such 45 modahnfr a network

bascd on c;p;,mﬁc criteria and analyzmg its performanf:c und(:1 different SCc‘,naI‘IQb wrrh no ;:_ s
cost. . : : s e - ;

DPNTT IT Guru : ' e
- OPNET IT Guru Auademm Edmon prov

1des a Virtual envlmnment for modclmg, ik

analyzing, and predicting the performcmce of IT mfrastmclmes mcludmg apphca‘uons S
servers, and networking technologies.. Based on OPNET’s dwmd—wmnmg B e
product, Academic Edition is designed to complcmcnt specific lab exéreises that teach | - -

fundamental networking concepts. OPNET soﬁwale is used by over 500 umvcr‘;}ttesj

(Larry & Bruce, 2003).

Integrating IT GURU i i o 8y o
IT Guru’s role in the class&oom cxtcndb b\,ycmd mcrbly learmng nefworkmn e

techiologies, - Learning I Guru s itsel” a wm’lhwhli{, claqsmom objectjve bt:causn, Ere

(m:u 14 an mdusttml \lrumth w Iwmc \\Hh Fen)- world Jpphmlmpa ;md ‘f:*mc:r pdlhs II
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Guru sfeducqtlonai potcutla wull typically be that of ‘L 10[1::10 mmortunﬂ tedmnl(mcs
o The quwtmn tht.}‘l 15 haw ])L‘\i l()rUSC o : “each mtwo'kmw :.chnnioa:c I hds.nmmmm
o moduiea ad scvm al dlslmunldl sds ui ummng n)pq:log:gs i : :

-;'I]u.. lfl SEIAC N Cumpliu gjﬁmruuium L2001 e ompu[maw (mnwfum ?(}]l)
ol trongy r(,(‘,nmmpnd.' integrating’ ‘hands-on c\(px,rrmcntcllmn and analysis into networking
- coursesal they lcnnoru, studt,nl,nndcnl anding of’ -cuncepts and their applications to real-
. world pmbluns It-also - has B el stated - that - laboratory components are absolutely
- ‘essential for a nctworkmfr cumculum and dccp understanding of networking requires

j]aboratory facﬂmes T,hat dllOW one to build, obsuve expc,rlmenl and measure (Comer,
2004) <

Manv diir rn,nt ’1pp1 eauhcs hawu been taken in. developmo ‘hand;, on” laboratory-
. based networkmg:coumes \Vhl[(.; 'some Idboratow caurses focus on network management
. ‘gnd: configurz tion, (F;tzhugh 2002} other labor. atory” environments focus on one layer of
_nerworkmg protacals ‘such as- 1mplumn,ntat10n of Uampon level protocols (Rlchards
2001) and. _Imk—layer network: ‘traffic anaiysxs (Jipping; Bugaj, Mihalkova, & Porter, 2003).
_ .A"few large- nerwolkmg educatlon ‘Programs (Mayo. & Kearns, 11999; Stewklstc, 2003)
" provide. dedicated hardware “in “Which students can experiment with a number of real
. _netwmks ‘and;: dcvelop network fum,tlonahty at the kemel level.” However, such
s { y - resof.tlrc.es_ to- setup '-and -manage;, and the high cost of
: provzdm' 'dedlcated TlufWOI‘I(b makas it f'ndnmaliy unworkab]e for most programs. The
Virtual thwork 5ystun (Lasado & Mckeown, 2005) i isa 1eauhmg Iool designed to allow
hundredb of 5l;ud$n‘55 w::)rkmg rbmmc-y-'to dcvefop u*;er %pace programq that function as
netwozk infx abt_ruc’mre :,omponcnts : :

- Most of these networking: ]dbmalory courscs &IB mnoduced as a second course in
computpr mtwox ks Howcver due tg limited faculty and facility resources, most colleges
~ and 1rnfver31tles are. onIy able’ to' ffer one nelworkmg course, mostly without any
% laboratoxy componcnts o fact;"-courses that - expose students- to actual - network
enwromncnts are’ stﬂ[_mostly absent n. lmderﬁmduatc and graduate curriculum (Kurose,
Leibeherr; Ostermann _:-.& Ott- Bmsscau 2002). There is an urgent need to mtunatc
i mt"‘ duatory netwon kmrT Courses wath labmalory wmponu1l5 =
j.'@uc WYy j,c) m[cg,mle hboih{(‘ny Components inlo an mtmcfuulmy nc,twmkmn
COUI‘SG' is. Wl[h émmlatlon Network su:rmlallon d“UWS students to ¢xamine problems with
"'much Icas work and of much larger: .5¢ope than are. possible with cXperiments on real
; hdl‘dWEllC ‘An inva luable tool in’ rhm case is the free OPNET IT Guru Academic Edition
1hat offerb the tools for modelmg}, quwn <31mu1’1tmn “data . mining and analvsis. 1T Guru
© can simulate a’ ‘wide variety of dlffCILI'lt networks which are Imked to cach other. The
students-can therefore exercise various options. available 1o networks and visually see the
- impact: of their. actions, }115t by .smmg at thejr WOI”kSIdtI()nS Data message flows, packet
- losses,’ contl ob‘rou{mg meéssage ﬂows link failures, bit errors, ete. can be scen by the
_'f_sr,udents at. -visiblg speed,- Fhm is.'the ‘most cost effective’ solution for umvusmcq to
e Tcmonﬁﬁ dte the: behawors of. dlfferult networks and Pprotocols. :
i such;’ these plaLtICcll sessmns can- €asily be- integrated mto the coljrﬂe unit
5 w1thouz havmfr lo SICL{C a sep’n‘atc Iabordtmy class. - ~This can be done by giving
i asmgnments based on the- handq pn iabs or taking time out of the normal time of the
- course’ for’ “practical hand&on s lnulailon dem@nsrrattons ‘using prepared lab scenarios.

Practical- roblems from- mdustnc& could also be presented as ¢ assignments to the students

i s gt proﬁcrsoluﬂom_ By s0 domg We arg. a}ready exposing the students t0 how-to tat, kle real

¢ hfe %I{I]EIUOHS and thﬁ mai\es Hcm beﬁt-r })I’DfeSSIOﬂd]s m h\, mdustx ies.
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introductory, networking course wﬂhnut Slgﬂ'ﬁudnl}y marcaamg ‘the- WOIkitjdd of. hol’hg"f.ﬁ;
8 n,f' om smmlcumh £abmn oty e:x'(,nmmts::'f;"_'{

t.“{.,

instructors dnd stml&.ntx [hc nm!n (‘nbju,

E U T and Fourth Amlua] 5.9, S ik Comf-rmce % -
: ' Book bf Readmm S :

Our teaching rvoa[ m to Li[LCElVLI\’ IIIL&,EIJJ.L, leumlory t,omponum mto th Erased

To temforce 1he nuworkmg Lheoxy auum in da%%s wath }mnds “on’ expenmtnt% s
In our lectures, wé teach networking. conoeplg and pr omcol ata rc,latwcly abstract ) .
level. We hOpc that hands-on lab-: c\ermscq cdd Lo a dcepm undubt*mdmg ot-jﬁj
networking principles and concepts; .- : i :

To allow students to build; obsar B, expmment dnd maaqure varzc:ty of'networkf; 3

including diréct hnk networks sw'ltchn,d nctworks _m_,.less npmorks, and mtej_-f: o
networks. L o .

To balance the brcadth ‘md depth E)

the. elwance of the engineering that makt: this all \\forl ;
To pr ovide addltlondl igammg ano_rt" nm es to dzscovcr knowiedgc
To provide an - open lab environme l-'so that alt the lab e:&pu-lan
completed without supervision and jn- lemwelv hort tm‘__ (a few houra)

- To meet these objectives, the. fol]owmg plopemf:; : are e'sentra[ _for the:

simulator to be used for the | abmatory cxper iments:

@

O hel properties desired bnt not absolutbly neccssaw arey . Wour T W e
Suitability of the software foruse in rc%earch U’l{., f;:muhtton soﬁ, cz;_njuduséjc_lf} g e e

w

Why OPNET IT (Jm'u

BOE:OII s OPNET’s IT Guru‘and NetSim (Nétwark S1mu1dt0r) ‘The forrer qppear% to bc,"
more mdel‘v adopred in duddem:a while the: ]attol 5cems‘toltdroet Lhc lest: iy
networking examination and prep markets ,'d ﬂo[ nece

LivsL W7 R4

Gdru also requn es.a lot ofsuppo:tmg soltwc e and mora corlhcrurations befoz@ one can gtt‘-f et T

Abrhly to simulate. a wide range of. networkmg techn logies:
software could be used to model the' entire network,: mdudmCr its | rolters; aw1tchcs 2
protocols, servers, and the individual applicatxonb they: support.” It should: supporta;. .
large range of commumca’mon qutoms from a smgte LAN to L!obai satclllle;j
networks. : i : i - e
Ease of use: the %nnulatton 50frwarc %hOuld be e'lsy o mstall 'md use. Studentq-j %
should be able to use the softw*ire to, complctc lhe Iah c1.‘>51gnments mdependt‘ntlyﬁ- i,
without any formal training. . : : st
Free-or low cost: The sof‘rwqre should bo iree or IOW c.oq
openi lab, students 5]1011Icl bc ablc to. dmx'rn]md'- b insta
personal computu.m 2 ey
leu,r SiITILIld[lOI‘I pm formancc, Fo mch Iab__- Sirnm lcqmred to
er eate network I’IlOdtl run simulation; nalyac res ults ang- »\rm, a report At isivery
;mpertant to have a high performemcc Simulauon engirie 50 lhat_snnuidtlon% of
most Tab cxpemnenrq 'f:'m be :,ompietccl in: 1cIatwal short time (less- than 30+
mmutes; i ' i A 5 '

In ordu Lo prov;dc thej: -

for the simulation-based networking réstareh - L i
Better mdustrv cmplovment opportumt" SEffor %tudent"_
large-user community and should be w;dely used-by: indu try..
have been taught: using the *;oflwcue shoul 1d: bc ﬁbIe 16
knowledge of netw ork slmuiatton W. en"ﬁlst empioyed

qtel "zapplv thur:: s

In the: market ‘Lhue afe two ma]m optlonq*for netwm kmg and. 51muhtm

* line pf.
ety mkmb i Gene:a! FIe

183

|'10w£edgc in: an mtloductmy nc:lwox kmojj i
course and drive.some topics down to alevel ofdefalls WllCI‘L smdents undcr@ﬁnd 3

‘.-.Thc 51mulauon-' g

the SUffWaTb should haw, e
30, S’Eudents who- -
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for srmuhltron AT gury is. compmhenswc and techno!o v ne utm] mn ifs
pclblllil,c& ’md '\f,ersatlhl} 1t dogs not neud much ot %ttup conﬁgm?lmn eaw 10 mqtall
user- fnendl}, :

1ablcs -orieflo.:ere'zi & mmaf IILEWOII\ consmtmﬁ of re]evemt hazdwzuo
. PEOT ] lication bDf[?WﬂI‘b “Virtual network is a purely software cnmy that can
L aFun On an’ind al _.ork‘shtlon I\OL!IC,IS wrtcms v.cb Servers — flimosl anything found

in’ ruﬂ ﬁeleJrkq canhé: duphuatcd in-an IT- Gurl virtual network, It can be scaled from

___]USE @ network of two- workstauons,m onp rcper,e
CWAN A :

ntmu 1,(.,rlb ofthousandq ruaning in a

Once - vxr‘lua nctwork: ,IS c1ea1cd 1t can b\, mampula fed: m variols wayb For
- ingtance, roulers can. b added or Subtracted pxotocols switched aiound or altered, web
'-"Servel:a ddded! o chscardcd —- 41y permutation imaginable. The . effects of various
Et@r:it;ona and: dlver SE. COIlf]Ul]TdUOﬂS can then be usdully and quanhfqb y examined and
- dnalucd ImpOI tan! Iy Il”(:mu allow'; one’ 1o study and gather usef uI statistics about a
- virtual nctwork bmlt ﬁom lt It per its not only the building of a virtual network in

";,soi;walc"but dyrmmm'}!iy mvcstlgdtmg, Ih; llmt. uwcndcrui

g Represcntath Proje ; 2 : : :
! Ong. sirulation” ]abs emphasue the- understandmg of the dyn

", des g, Students learn,: “thirough- these: expenmenta & wide range of n

z mcludmg the design OFSImple neiwoﬂ{s before it is being practically deployed, simulation
Cand - pul‘ormdnw uvaluatmn techniques, and mterprctdtmn of network analysis.

Funhmucne we- Ixy o ensure that labs contain somie extension or devel lopment of the

'_j._topfc beyond “thé lectmeireadmcx a:nd pmwdc smdenlq czddatlonal active. ]eammg
--ﬁ-opportunmes to dlsc,o ’el‘fmowfedcre" S TR Y

amics of network
etworking aspects

Diplicate

- Modily
Scenann

Heenarios

E Aria[yic' .
* Regsults -

- Writs Repont Run |
Gt TR Simulaions

W drkﬂ ow for Lab Expex Iment

; : ach 'Iab cxperlmpm LO]]S]th of the
:'_choosc ‘statistics duphcatc %Lcnano modzfy
ﬁwrltc a report as seen in Figure 1 --In additi
I3 reports gencmted from the- sunu}atron to

" analyilcal and naso'nmfrjs]uil%

I’-.Fi;gufle :

fo]lomng seven SLBPS credte netwoxL model,
scenario, run- s;muldtlom analyze results, and
on, each lab has a few questions bam,d on the

Test - rhe ﬂudents undcrqmndma as:well as

"' Wmmwm Mﬁﬁ*ﬂ R\
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OPNET prowdes fanr edilors to deveIop 2 1eplesentatzon of a ay%tcm buno.- o3
modeled. These editors, the thwmh ‘Qode, Proccss and Param,tr.r ]:dll[)e:
organized in a hl@ldl‘b]’llual ‘fashion, as Seeft in“Figure 2, Each level o
describes different aspects of the complete fri
one level of the hwmrchy are used (or inkg
leads to a lmdhly flexible, qm‘m!nuon envit
and used in many different scc,n'mos

We. design detailed lab. mdnuals 561 mt aIl hb € pexlmems can be: comp[etedjj o

without supervision. - Jhe io]lowmg are some represcptatwe lab "dqszcrnmenls dcawned:_’ﬁj_ '
“lO’lT]d PNTT : S ETeE ek g _

areﬁi i,
the'. h‘JCl'lI(Jh\z:: !
ods] l:-emg e[mul'_‘j cd. Models dcvelopcd at.

33 by models at exthigher fevel, This
unil__ vhm_ gcnm nodels ccm,be-__dcw e]opuii L

Labm atmy 1: F Ethernet NLtWo:t I( pe i : S fel il S

. Thislab was designed to demomtrat' _th' opuratmn of the. Ethcmot network The-j .
.‘_‘;HTH;IE[[]OH in this lab- helps-the student cxcumne 11 e performclnce of the Fthew net’ m,twmk ': Al
under alff(,rent scenarjos; Ihe student will sei up:an Pthemet wrth 40 node% connectcd ViR ey
a coaxial link'in a bus [opo]nﬁy The coaxial link"is’ opera_l' g ata “data. rate of° 10 *\/Ibos £
They will learn how the. lhroughput of the. netwolk ist dffec,t'd b i,he network Ioad as weii e
as the size of the. packets as shown by the ﬁgu e 3be}| W, ' :
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Laboi: ator} 2 'Bwnchcd LA\‘

_ atc lhe 1mp]tmcntauor1 of %wmhcd local area
'¢ siudult C\'jmmc thr., pmfmmanco of

Jotal *m.; .nc Wo 5. wﬂnc‘clbd by swm,hca and.hubs, They
(ched L/\\J' usmﬂ b il]fcu,nt switching dewcu hubs and swilches. They

: H.study how e 1lir oughput andt ¢ollision []FpiL]deﬂ na swnchui network are affected
g b the corﬂg d.t]DIl of Lhe netwo;k nd the: t\«pes o; swuuhnw dwnces that are used.

1 abnmtory 3 Neh* ‘or k Debigu

. The. Ob_]'CCUVE of -this Iab 1§ to demonstmtc the basics of deswnmg, a network,
dklnv into consxdcranon thu users; ‘services,- and locations of the hosts. In this lab the
..studem.will deb;gl a-campus network that has six blocks: Agric, Eﬂv:ronmentd! Senate,
i "chamcaL' Enfrmeermff and ICr I“"T'[n, qtudoms will utilize a LAN mode] that 4lfows them
e 51.mul _"c'multip}e eliénts’ and- SCI‘VCI‘b in one simulation object. They will’ be able 10
e firie a: pr ofile’ that spccrﬁus the pauem of "tpp]u,dtlons employed. by the users of each
e ﬂbl@ck i the --Campus By the ;¢nd '-Qf this- lab, the students will be able to-study how
dlffercnt desrgn dec:smna can affcct 1e pel Fonnance of: thc nelwm k i

- hame
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e A lmportant uemulemcm | claqcroom ln_@turps is *aboralmy experiments.
% IletWOIkmU' this.. often * lI]“lpliE‘S programming, - - protocal - design, - ‘experiments  and
_-.'n'lmsmemcnt “ We believe: that- simulation . has an 1mportant role. here, since. it allows
. students tor ekdmmc pmb[r::mq w1t11 much-léss work -and of much Idrger scopd:than are
fﬁ:'pos- ible: - with : experimeniis : on e - hardware, - Simulation can- be easier

'j-_experlmentdtion becduse Slmulat(jrs do. not need to rcpioduce all the: details of the real
'f:world and tf Lley"can be easil

¥ ¥. 1nstmmcnted In additiop; simulation of dozens or. ‘hundreds
-:_'-Qf.'jnodes_i-famiea'sy- on }Jmlt_g,d Imrd' are, many more than is aﬂol dab!e 1f phvmcal .haJ dware
- was Tequired. e v

oI Summa_ 1 % studentq bu,nfuf“ -ﬁom Lhc OPhEI

! fd[lowmg threeiways.. First, the OP

--f-raught by resular Ic:;tures Second “the-
Fhird studems .gam the kno‘,‘vlcsdg{u

In

than

sumuIafron hbo*amry in the
i smluiat[on labs reinforce the netw orkmg theory
pen dhsrgn ofthe tabs enmmapea active learning,

of modeimw and mmulaﬁon 1cc}m1qu\,s for
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Safety Uf data and. Jnfm umtlon into. computc: at th]s wmput ‘apehas-constity riows pmb[em bt,C'IUbC oF -,"f:" i,
the dubious people :all -around’ the ‘waorld. 1 his . study nerned: with Lhr, de clopment. of the designofa =
computerized method of pi otecting data angd communicatidp ;sy/'s'teme agair(st uawthonn-d dISCIObUlE transfep, .-
modlhcallon or dcsrruclaon whether dCCldLIll"lf or. mtmtmmja- The impdnor password acceSs sccuuty sybtem was .
divided into four cafegories which inclyde knowledge acqusition; knowledge vepréser , userinier| 4
design, lhe, whole system e mainly based on réasoning: methods that, rcﬂcct hum ) 0.
design, Th[b work wis: able to reduce or r;ompir'tc[y edminaté system vu]mmbrhty to Sepur ity thredts. A nigw lisef o
friendly security systein hag been debwm,d to ensure seeln _-0 ..Flcs fOfdG'b and_ data Thc qearch f‘o: a mmc S
simplified means ofdmng this task is desirable at a[] time, - gl T :

Key Words: Data, Trapdoor, Password,- _
Corre LSpG]]dlIl” Autlwr' S. Ahmad

Introduut:on

and administer shared adrmmslratlve passwordb It'
maintain a cennaf repository of passwords; enfor :

icias dl’ld controf; S i
Icre reuord of who

‘what' and 'when' a password access is made in the Systedin; v g - e ]
The threat of trapdoor. surfaced ‘when mu!tluser and networked opuratmfr systcms:jj e

became wide]y adopted (Petersen and Tufn 1967)- noted a clz_tss\ot acilvc infi Itratlon attacks e

that use Tra.pdoor (backdoor) entry. points into th systum 10" bypass’ secar;ty facl s and . - AT

permit ditect access to data. The use of the word frapdoor: he:e-cléar!y coincides wnth ‘more . e S

recent definitions of a Trapdoor, However, since. the advent of public k ey__rygtogzag 1y the o)

lerm trapdoor has acquxred a different meaning, More generally, such | 5enur11y breaches were

discussed at length.in sccunty 1nf0rma110n system comoratlon task force xeport by (Andmson .;_:'.: "
and Edwards, 19?0) ; y Eolye il od ! :

Related btudu,s

(,omputu sc,cunty is lhe prott,ctton ot -Computer Primatio
mdllcmusmodrf'oauondcstructlon ot disclosure the: s¢ nceh_"_‘_ ady

: _teatmg

: : .- trandfer,
modification or. destrumon whether . acczdental or iny nt-ronal Passwnrd access systems Have

clcw,loped from a b‘ranoh of Lomputcr science there is' pnmarlly concerned with. secumy based -

knowledge. representation, seeurity venf‘canon pieventmg unduthurized usgr anid. :-the
developmem of computers that can Scjcu_re the resoury ' :

The paper to describe black -box trapdoor. issue: po :
describe a. very clever. trapdoor mechamsm based upo lhe Faot that- people only r{:\erw
(human- -written) code,; and not cothpiled: machine ¢ de: A prooram ‘called a CO_pI 21 AS.

to create the later from the f‘ormﬂ .and the compil ris’ usualfy lrusrcd (
After a a user has oamcd access to-a rcmote 5ystem aurhorzzm‘:m? IS d. way e 'rcstrxcto
that the usef can perform by the 1 use ofsvslam password design’ by th '
restrict u%r to some mformcltlon Qflhe system (Keﬁ _-Tho ipson 20
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e _::-::_: human Ioglc skills o '_seeurtty df_:si;'gﬁi, hé

~ system administrator fo determj
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i o Boufc of Readmws 5 A

Anothcr aecm Ity thr eat came fro 'n:zombles computerb that }

ad been 5umptrt10u*ﬂv ‘

tal\cn aver by’ hackels ‘to-respopd “to.co nmands viathe Internet. (;roups of such machines

“(popularky called:z n_bie‘-ja'rmies,-_ )r"botmts) were being used (o send spam - (unwanted
commeréial-e- mdil),or ldunc} nial tvice dt[;leS (computel ized attacks in which a Web
site ,is--b.omj_l-ja.rded:iWi_-_sh-" fa th 7 11) Dcnm! of service attdcks often were intended to
force Web'- t es to the ]wckers (Kelvm Bearvcu , 2006).

i -Demgn ol Trapdonr nr_ Paesword Acccss Systcm g GRS - '
LT ~ This system -is dcmgmd {0 perf"'“'
-gﬁ baﬂ bf: easxly understood £

1-at the [eve] of knov\ ledg,uab!e numan expcn ts but

_'%carohers and the general populacc as a valuable i
1 resources from: unauthon?cd :aceess. In addition,
CD-ROM for other end users who_ need system |
ws the h!cxarchy as- prcqent(.d in Fvurc, L.

About dergn -of trapdoor
paaswm d access‘

| Tdentify

ttition Model of the System,

‘Trapdoor Passwmd access syste name based on reasonmg methods that ieﬂcci
e password- access system.was.developed based

ng.process and- ‘seclrity’ [\nowied% acquncd ﬂ‘om books oumals,
studcntfc and'rcsearchexs S g

3 ' Kﬂowledﬂe Reprcsentd tion

Several informal dlscu55|ons wwe conducl 2d With lhe prrmary

; Jne the best strategy for demgmng the knowledpe base tr apdoor
.- system, Imtlall}« a rule- babcd ‘a key for the- 'rdentx['ccltlon of pa

ssword based on a series of
. logical flow between 1 UHCOI‘!\?CI]UOHEIJ chardctelz, Lcy (semantm neta) and Lh_aractcus (items)
gy j[wcre ldentlﬂcd as reasonablc melhods s iy i e 5 '

and secondary Jecm ity
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User {nterfacée'_Dcsign' s i

. The " steps volved :{n-.cu_u'lstr"u-c-tiﬁ'_ z
throiigh a smooth access of the system resources,
that ‘any person having. the: password to access

developed for MS-Windows- b@scd computer
Intel-based system with a V_GA-ij standard co|

System Design B s
. System design knowle 26 acquisit

I. " Validation: Validation of the trapdoor pas
- user access will oceur periodically throu
by the researcher. Securingof the syste
~.accordance of prominent’ logical.

- trapdoor:password access system,

- insure that the system ‘would provide credible security:
-password and inconsistencies will be d nied-fronj ac
~alternative use of Biometric system. O TR

il.  Verification: Prior to transferring

Password system if certified to be correct by the end-user

The input; design. spepiﬁes sitruétnfe whjl_

input design ensirres the reliability of th

displayed on the screen and the system wil

correctly. before it'load the Domain environ

Input Specificatiijn for Trépdo'ur::PassvS’a

Table 1 cutlines the input specifications of the sy_s'tcm.ﬁ;jj:

t spec

Table 1.0: Inpu

| Field Name
ﬁﬂser_igwj_. e A
{ Password . | 1T
|- Time of login -

Domain .- -

User Name
fDate_ 4y

Wi Varchar

urth Annua| :

S SSE Confopends
cok{c:»[i'R:f:adp-}gs_j T

graphical user interface to direct the sep-

_Wg[-s b:y:Us-mg'”-OMIBE:;]"'F'&CM;tcriiliho[ogje_g 50
the frapdoor -cotld casily understand and
s Ei ﬂcnt of the interfice was Ca_ri‘iied 8
J;{i‘i')érai;nmi_ngj:pr@vi.'ded aclass

-2 login-screen, etc.. The trapdoof system was
Operating sﬁyst_rém:"-ar_t_dj_can be operated on an”
Or'_inon;itorfand-'CijRQM.. L L adll

ion involves thjé'_\fzizlidatiohfjan-d verification phases..

out-the dévelopment

fithe security systein'”

skills 7 it directly involved with the désien of the ¥
Messages from the program will also’ be review to.

Cl lirity-measures. Wrong enter of the -
cessing the ‘sysicni except the

the p totype :}Ji;ogrélir:l tOCD-ROM,the tfapdoér e

r verification will I;jcj.déssir_éfd,ﬁfjbrjoblémsl of‘access to .

» time constraj Ié-;;liérdw;i_re ihcblﬁpaﬁbilit‘ibs and resource -

hithe read data ‘are internally ‘stored. The

C

th the Trapdoor Password access system.”

ment and 1ink to the database. = © |+

rd

'ificati'o“ for-designed s sStem. . &
e 0 Vield Size . -

bapp i

ord access of each .end user or authorized

ecourses-is dlso Collectively feview by an |

Me-end wseror by rindomly going - -
f}firlgf-tha:itﬁli;e_Cjonclli's'ioi1 matched the dataacquired

e sysﬁén’ifiriﬁj_ pr_b_du;;:i_;iig -the: d.éSii‘E',:'ll‘(._iSflu;L’E_S; Iralsp. il
determiries how efficient the users interact wi J : L
The’ main*input of the system is the ujse’:_;;_ﬁrjeSpon}sc;:0lj;sj'e'j;-:ﬁuffi.tyE_Equcst;ibr;j ;ﬁfojr}accjessj; i
: :  proceed only if the informiation reqiiired ‘are < i R
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o et e most Important requirement.of an information from: the users: point of view is the
output iﬁf;pr_dduces':LIiE-fth_éf goal of the user Is'to geta good:output, then if 4 well design output is

: & |
ail to meet user requirement, henge this will no doubt '

. Dotproduced af th'ct Ay the system will cet us |
ks affectthe overall j@ffét;tiyepe_ss:lof the operation Qf-the-_-syﬁstcm-,.thereforc the design of a good ]
eration made regardin

- output will ‘be ba-g_ejtjf‘on'js_ome-;confsjd g-on input and output of the

—

© - trapdoor systém,

iy ojut_pg_i_t;Spé¢i1i¢atipﬁ;ifhr:’[Erap:a_oo

Lo 'cl-.;ﬁ_-Ac'c?ss'.vaIi;@i_:ﬁ{jj o
b /-&Lq’(_:e_s'é'jde-ni_;edf:ﬁl- s _ : |
o :_fR'QcLitjer'pasf'_sfw;ﬁrdjf- A SR B3 s & O T - i |

- g Restricted to'certain Domajn 0 ey TE o0y ¥ : :
e Verified your access by,

Biomeétric'o peration

o ‘. Lle éipblijéa';tﬁion_..
oo

_ ;15 developed: with Certain featuites that acilitate the o
esigned p'pc_;ra_ti_ons;-.i The prograin ;fea-r?_tu_res ' g m ;

xecullon of its i
e as. follows - 5o

_ 58 EsyStelh Which loads n:l_y SQL(Structurar
esigned to query the -databasc-tab!e when any user

“Menu Form Design + - g o e S e
- The menu form js element:of data wh ich-are Key
1 '-:_iifferent"subf program. Every sub rou :
menu designed frame, - - - .

for access of the
Figure 3 shows

Keyed into the designed to allow
routines are- collscted by the menu link.

w1




Domain Input Form P el
_ The domain input trapdoor form as shown in’ fi
access to speeific files an - folders 'in ‘the systein

validated from the

the selected folder.

'df_ita b

User Aceess Form f Focy Dy pups TR SRt e
The user access frame allows. for validating users.access to the

editing of authorized users profiles arid ¢
profile with user B iometric system fof
another ug or password and users 1d,

LR Minny, Fourth A'urfl_liiéi.'SﬁiS.S.:_E,: .CI(_}'n_fé.:‘t‘{ncIC":
s . Book of Readipgs + -~ - . - -

Any: resouroe se
wed to that user-a

ase 10 see if the access 18

allg

ﬁPig_ur;E: Domain frame -

he administraig
8y identific

r diset profile. Fig
and tiapping us
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gure 4 llows dithorized users to hae.
ected by the user is.| -

nd.it loads thi file or

ata base; allows:
e 5 shows the user
authorized tiser with
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Ffiguge S:User Access Frame

Creatil'lg'N’eiir Us Protlle Inputborm o8 e : :

- Inthe: dcmgn ofa U‘cldeOl passw ord aocess bECLll‘lly svstem the : regls ration of new
authorxzcd USErs is very.important. It also ‘enhances aclmmtstlator momtor the dCtl\l[lvb that
g oceur m thc svstem d tabase "lhe'-mierfdc s as shown_m f'rrure 6 & : -

l“lgure 6 New Use: Fr*ime

s --"Work Flow Dealgn R v :

'lhc system Work ﬂow as 1Ilustrated f ﬁgure 7 was dcs;gned usmg a'selective: slcmddrd
‘in which the user is- askcd 10 enter th"_ assword user. ldentff,y, time . !ogm and- domain
restriction: The! des1gn systein requires {he- user to enter ‘selections by Gelcutmg files, folders,
. documents, and other dlstmctlve areas offthe varicty. The user then uses his mouse to click =
- button whose: final goa s to- gene:ate a single conclusion or a'list of possible conclusions that
" ﬁsuccessfully match the 1 resoulces seiected by him. The query activates the search function and
"j rapidly rcdcheq either. a; spcmf ed- conc]usmn a set of CO]’ICfUSlOﬂb or adlmta it cannot reach a
o jconclusmn based on the mformdtlon prowdud by the user. In the | instance that a conclusion is
reached, the hst of security resources can be- displayed. The user can return to previous menus
- allowing. for multlplc access prOwclcd “the. domam is specrfed by Iradem‘ administrator

'f seotlom mthout exmng rtestdmng the ; rofrram ' ' '
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o F_U-.,'i".._[\fﬁljlh‘ Fourth Annml S. q S:E. Contt—ence :
e : Rookoch;Ldmga sl i

User ::

/\pphcalion
L (domain - — W
Making | restriction) - Database s
Access by T T e e
Password .-

2 Figﬁ:re T S,}?_s;gm Vvorkﬂow o

Modul'e Design -

- This is used to prowdb navmatlonq m the program There are mo moduies m thc

pmo—mm as repzmuned 111 i‘cure 8 are the mam modLle and the sub module

Lxe-_ur[nn ani Fomn u_nl iy
[ | 6ﬁi\umqwoxn
| IDENTIVICATION
o RESOURCES

e
| |—1¥| TLRMINAI’L ]—|
| THAPDOOR SYSTEM J

R v ers,\M._)
‘. TOLDERS

|__

PASSWOHDAND., ||
. RIOMET! ;

Mam Modulc Dungn : - : .
! - There are two main modulcs in tne qystcz_n

C‘bl gn the ‘;e are:

Open and “[“xrt” ’Ih o

_ Open module consists of some sy b~modulcs suchas password rdcntiﬁcatlon” “Edit system ' 5,
i resources” and “Add fi les and folders The ‘E‘at” moduic 1<; 51mply used to termmato the . et

dpphcatron

Sub- MOdlllL DeSIgn ' ' LN O S TR
“There are three sub- modu[cs in the system dcsrgn Thcso are’
idennfymg a particular authori?ed user access, “Add files and ‘fold
access “ used for’ crcatmg user access changmg Q _-..pasaword into. the $y$
resources” which'is used to update Ihc existing resO’urces of the system

Cundusmns T
The smlphczly and : accura i tem,
existing system has brought solutl_ongtoj man’slifni

de“tli.‘f useu u*:;ed for a7
s Credte new Hser <.
tent: cﬂd Edlt systun e




urth /\m Ln] 9 % E. LOI’][‘{JILD(_L. :

2 [ UT Mrrma
G _ook of Recdmas
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