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Question 1
(a) Describe the following security concepts. (10 marks)
(1) threat agent (i1) exposure  (ii1) vulnerability (iv) countermeasure

(v) subject/object
(b) Explain the five (5) components of security. (5 marks)

Question 2

(a) What is Security Plan (RFC 2196) and why is it important to organizations? (4 marks)
(b) Briefly discuss the following: (6 marks)

(1) Information leakage (i1) Amhemicalion failure (i11) Blended threat

(¢) Mention five (5) approaches that can be employed to minimize virus attack. (5 marks)

Question 3
(a) (1) Explain information security policy. (3 marks)

(i) Some errors are caused by protocol failure when exploited by attackers. Describe the three
(3) approaches that attackers utilize to accomplish such failure. (6 marks)

-

(b) Explain the under listed keywords as they relate to basic structure of a typical virus. (6
marks)

(1) search (11) anti-detection (i11) payload

Question 4

(a) Describe the three (3) criteria for evaluating the effectiveness of biometric access control
devices. (3 marks) '

(b) Explain media access control layer firewall. (3 ﬁlarks)

(¢) Describe the following cryptographic terms: (3 marks)

(1) Work factor (i1) Keyspace (i11) cryptovariable

(d) Discuss the following security tools: (6 marks)

(1) Firewalk  (ii) XProbe

-
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Best of Luck.
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