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ABSTRACT

LAz provide facilities/solutions for resource sharing, seonrity, file services, msassge

services, prind servicss, direstory services, application services, database servives, web
g e-mant] services, and internet acoess for any organization {arge or s},
The Proeot is fitled “Proposed LAN Solutions for any Orpanization” and therefore, #t

serves as 8 proposal for any orgamzation that wants {o baploment a Jocal ares network.

Thix project takes 2 case sudy of FUIT Minng, The s of this project iz 1o design &
network archiferture thad would Heb core Indldings 8 FUT Minna These buildings
inclade. The Senate Building, Student Affairs, Schood of Science, Schonl of Engincering,

Schoo! of Agricultore and Environmental Complex

Sinee these sre the core network blocks, i thersfire mrans that g Metwork Operations
Center (MUY or Communications rom must b ix:st:iﬁi}e& within each of these structures,
This room serves s the home base of afl the i postant servers and selwork sguipment on
the network. The hardware requitements and spevifications for carrving cut this project
as well as the cosie gre alao well documented.

Finally, sdequate information Is provided on how best to sevurs and mmintain the
implemented netwerk, This project i alse an avenue for the sbudents of the whool fo

leurn how networks work by increasing their knowledpe and building thew shills,




CHAPTER ONE

INTRODUCTION AND LITERATURE REVIEW

1.1 INTRODBUCTION

The importance of globalization in foday’s workd canut be nveremphasized, ax the entive
Sasman endeaver i forused on i What Is the great nstrument 1o arhieving globalization?
03 course, Information Technology {177), which s the remiit of the conflusnge of
pommmunications and computing.

Ty of the greatest technologios of our age ave Telepommunications and Computer
Engineering Telocommunications 18 concrened with moving infbrmstion from one poind
to anathey point oy fron one poind 1o magy POt

§orhink 7 be oo exaggeration to say that ielerompnication industry is targely taken for
grasted by the vast majority of people. I you ware 1o sk the average porson what the
grestest tevhnological fon of 1969 was, they wonhd probably veply "The fist man fanding
on the monn’ A much mwore magnificent achiovemen was the abitity of millions of
prople il o million lometers wway iy watch what was taking plave on the moon i
thetr homes, In the hast fow years the coveolution of computer i rother described as
spomianeous a3 powerful  compuiens have hecome pven more  powerfl and
misicompuiers and microprosessons bave spread fo industries, education, rescarch and
the home,

However, # s imereatingly swrprising that these two rchuolopies with thelr widely

Hiffering nrigins, histories and sraditions shemid be brought together to allow computers

physically sepwyated fom cach other to conunumvate amd share reRouroces, Compoter




setworks are part of 8 general tond towards distributed compating that can be ssen in
mnlt-computor systema, in distrilniod databases. and in the use of intetligent torminals.

From recent studies, # has been discovered that majority of information exchangs i
within organizations and in paticular private to the  organizstion.  Therefors,

infernetworking and intranstworking came o play to enwure effeetiveness, efficienny,

imcrgase n performance and relishility within organizations.

The method of communication between different locatioms ts a vital part of modern jife
As we perform our dally operations in e, 8 is very impusdble o avoid coming into
contact with an spplication that ks not Bdly dependant upon communication.

in communication via nofworking, information is caplured in slectronic form and needs
o by comwnupicatsd fo computers of wardous type and models, aslag probmbly different
ppersting sygiems.

The itervonsection of sysiems which facilitates this commumivation s culled
neiworking An exanple of 2 network from the smallest and the simpleat 1 the largest
and the most complex are two computers connected together by 2 cable and the hnternet.
Before networks came info existencs, people who wanted to share information were
using verbal communication, memms, and copying the information intn Hoppy diskeliss
andd taking i ivs another computer and then copying the data onlo that computer which I8
{ime ::észﬁzsmi:szg Therefore, Local Arsa Nepworks {LAN) implementation was aimed
increasing nifics efficiensy twongh Local Aven Conunusication. 1o & gonorsl survey
made by a research group in Movember 7, 1995 the Wall Street Joumal reporied that

nearty a guarter of about 170 large and medivm sesle organizations have set up intranets

G

1o vollection of LAN) while another 20% have alveady done 50 {14}




A petwork iz oan interconnected sydtem of computing devices that provise shared,
sconomizal aoress to compuler servd The task of managing the seooess lo shared
servioes is given to a specialized type of soflware knawn s o netwerk operating system
{MIRY
A metwork oonsists of vomputers linked by means of a commundoation system. oz
vomputer medwirk, each computer s capable of communicsting with every other
sompuder, though sach computer s not divently comneited o svery other computer
through commumioation channel
o the compuiers are oonnociemd with sach other for communicmiion, & huge
information chain s formed. This chaln sosures that the informstion is available to the
usgrs ot thewr appropisie tme  Another advastepe of Networks i that it hielps an
arganization to make better use of the hardware and soflware rosowrves The soflware

resourees can be shared amongst the users, H the computers sre conngried by Netweork,

We nred 1o mxchange infiomation and data, Network provides the means to exchange
dats amongyt these computers, Metwork communicstion allows the aser to work ina
flenible environment

The %ﬁf:}rmaﬁm age is sptly named, for we mdy on information to reduce cods

produce the goods a5 well as 1o improve the overall quality

Using computers in 8 professions] aotting withowt any kind of netweork s unthinkable
sthese davs. From the disbup connection of g conselant’s laplop 1o the company
information disiributed on an Intranet vin the wide arcs netwerk {WAN), uriworks are

pestintial to any organization’s success. Mefwork techuicigns have to know the essential




s and onts of how networks work gince they cen be resprasible for matstaining and

tremblushnoting thelr ows or g clent’s network,

A metwork toomade up of two basic componeis the enbities that want 1o share
sefermation or resomrves and the medium that enables the entities fo comuricate, The
entities arz ustally workstations and the wmedium is either a cable segment or 2 wircless
smedium such as an infrared signal.

Crrenver {1987} defined 2 Loval Arsa Metwork 25 2 nonpublic commonication System
that permits the various devices conneeted to the network fo comusicste with each
other aver o digtance from severad feet 1o several miles (Migerian Journsl of giﬁgimemg

Managerment, Yolame 3, Mo 3y

LAMy are computer networks used to interconngot computers in localzed aresy ke
office factory or an seademic instiintion. Bach of such networks bay the following

«  Worksistions

#  Berver

s Petwork inferfive nmig

»  Comnunication channel
The past decade has been o witness to the radived svolation of dats nebeorks from thetr
hmble origing o thelr current forms, The original Loval Area Metworks {LANS) were
m‘szhirzg.ﬁmm than posial cebling, snung Bom termingl servers 1o deskiop terminals
whiose users were treated to monoshromatic text duplayed on tow-resolution cathode vay
whes (ORTs) Today, LANs have nwiemorphossd  two highe-bandwidth, high

performance, loval aren networks that support CPL-intensive client spplications such g3
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Hee, imoractive voize and videoconferencing, as wrdl ag e-matl and some of the mnre

sraditional frome of date processing

1.2 LITERATURE REVIEW

Nes matter hosw onples compuier networks are, they are it evolved from the basic neost
o3 comnmnmeste

The very first step in modern commmmzatinn was made in 1539 by Samust PR who sent
a mesange “What hath Giod Wrought” over g 37 miite telegraph Bue kaid o the United
Simes of America {froe Baliimors to Washington) (1)

In 1845, Charles Whestatone and Witham Cooke worked on the telegraph and iChegame

ihe medinm of waffic niormation exchange bt ween tratn stations by the %M; horaibroad

In 1876, 3 new tochaology which was hased on the tramsasssion of several telephone
signals cver oms telegraph fime and it was named iefephons. This waz done by Alexander
{rahas Bell,

The telephone and the telegraph henos e inte me i the USA and the Uk and the
pestentials of buth techmolopies 1o bridge farge distanves were achieved.

The demand for compulsr communications cams inter exisenre in the mid- 19508 and
these early systmms made use of the already existing wide $e communication medium, and
the pxisting tefephone network,

DHgital signals u‘ o in compulers were converted o ansdog sgnals for suitability by g

deviee catted the modem {modulator & demoshalaton,

L




The compater networks bave beon in process best describad ax evolutinn, Dr eorge
Gty rocended the first computer polwank success s far back an 1940 when, in Bis
expreiment be aent a collestion oo clectrone syllable over telegraph lines fom g
C-i,}i’?‘ig.;ii,}?.f.:ﬁ?:' af Dartmonth College in Now Hampshire, That event marked the histh of data
commmunivations and lod to ihe emwrpence of warious public asd privele compuler
communication networks over the vears

In mid 19608 an eaperiment was condusted by SAarill and Roberts {1966} in which they

B

%,

conpected the T2 compuier at Lincoln Laboratories and Q-32 computer & the gystens
Drevelopmens Corporation i such g way, that 4 user of one aysiem could aecess the other
ARPAMET {Advamce Respwch Projects Ageoney repworks) owned by the U5
epariment of Defense was the fyst andd perhapy the foromod packet switching nelwork
A system house i Massachusatis fpenwn an BRN (ol Bers aok, and Nowman} wag
sovarded the contract to huild the setwurk and was develope ed mainly to provide resowes
sharing of mititary sites situted in the Uk, 1K and Mexicn, The network bepame
cperational 2t the end of 1969 with four podas.

With ARPAMET, packet switching was introduced Thiz form of communication was
based on the principle of spiii;i.'mg; up data fnto small units called pac Getn, which could be
cended ad carrisd separately Ywough s nerwork to be reassembled st the B oend
resuiting in more efficient atilization of ptwork capacily.

TYRMET fx g contrally divecied packet data comimnieations petwork that bas been i
operation sincs 1971 Thos aclwo wh developed by Tymshare, staried with 30 nodeg
consisting of vardous 620 microcompulers and cowrol sppervizer {with back up

superdisrsy using an BDE D40 computer systams {eiife the central supsrvisor provides

7

&




the metwirk management and routing) By 1978 TYMNET has grown to HE nodes,

¥

interoonnenied by lessod synchromme volor grade and digita nes ranging botween 2400

by and 9604 bps
A Uanadian poblic packet switchod Datacom Network, DATAPAL, began is operation

in 1976 amd fiest provided commercial service i June 1977 The node configuration of

DATAPAU a5 a1 1977 commsts of ap 5L 10 Data Network Processor manufaciured by

Northern teleonm Lad BEach 5L+ 10 i g meltiprocessor comsiating of 9 variable mixture of

functiona! provessor. Datapas include o network control center (MU0 Tocated in Ottawa,

s connected by 9.6 kbps Boes to Ontaws and Toronto lines
The fist comwpercial packet switching nopwork in Umted States, TELENET, begas

aporstion in Aagust 1975 amd hag sinoe prows to §1 niting sodes called the THLERET

v

Y4y
11

centead oificen (TN by 1978 The Hawailan systom i called ALDHA

ARCNET 15 the forerunney of tokon pasddng networks in the United States called the
Adtached Resource Computer Metworks and doveloped by Diata poind co-operation,

b nrder 1o overcome the problom of Bnleroperability and intercommentivity of the various
iechnologies the International Smandards Cganization (150} developed sn internstional
sandard T data communicatinn A seven-laver referesce wmodsl for open system
interormnestion was developed by this organization Lo define & unbversal architsctare fiw
interconnenting heterogeneous computer sydems

I 1983 ARPANET was divided into two, the ARPANET carvied ot civil tasks and
reoparches while MILNET carried out mlitary tavks Both mtworks wors sl

interconnecied enabling users o srchanps information thus beinging about the

2

formation of the TNTERMET. Later, odher netvawks bke BITMEY, OANET, wers

-3




gonmected  ARPAMEY and BMILMET In 1988, the U & Mations) Science Foundation
{MEFY reformml the Bsorset by conmeoting noteorks with high performance {supr
somputer worldedde Toulay, the infernet has vver 100 nvllion people, with thousands of
compaiens leang connected everyday

Presently, in Migeria, must Umiversities ave implomenting Local Area Networks {LAMNs)
This 15 in bine with the National Usiversitios Commission (NTID) project called Migenis
Unjversities Mebwork (MUPMET), which is intended to oventually connest all the
untversitivs together in 2 Wide Ares Nawork {WAR)Y

Provims Metworks earvied pa by this Lindversity inchade,

I Oomputer communisation with eonphasin on LAK By Blechi O Kenneth 914641
Deparirment of Maths/Statistios/ U omputer Seiencr February 19297,

H The Design of Compater LAN in the School of Scioace and Scizone Edunation:
Ry Ohineme Fihee Bort Ofade 211973 Dhopariment of Physios/Comprter
February 11838

11 Desige and Simulation of Dompuier Metwork for the Bohool of Eaginesring and
§:'%Z:‘sgimf.€:.s”éng Fechnniogy By Ohwromade T Adebarmbe 211869 Fobruary 1998

Therefors what s IMTBAMETY ¥t s & netwerk internst (Privaie) to an organization that
sises bnternel iechnzﬁagy, sush ay Hypertest Transfor Protocol {HTTPY servers and web
henevaer services o impwove termal communications, informaetion publishing or the

spphication development process. U vonsists of compiders that are posnested by means of

EAME




e survey by a business research group i the wall slrcet joarnal (Movember 7, 19953,
nearty a quartes of 179 modivm and larpe sived organizations have seb up Intrancis
{LARE)Y, while another 2006 have abrondy S 5o, On Jamaary 22nd 1998 LAM Times
Magazines pointed o o rousl research study v ostating that 200000 LANE wa lo be
inatatted in 1900, and iniple that mumbey i 1997
The world i becoming incressingly ovber savvy. The internet, a mador computer based
conumsization sebwork, came onbine in the 19905 and has snce stamped #x authority ty
virtpatty every fiebl of buman endeaver. The Internet which in simplistic torms means the
mternstional network of computers s based on protovel and i used Ry the receipd and
srgnensiasion of fnformation in nowmal and mnorypied formats B has beoome 2 technology
that defines relatioushipy in ouy world
From the magic of vomail {electronie mail} 1o the global teformation reservon on the
World Wide Web {WWW), the e-compwror/business boom (1o, B22 and B2U busingsy),
the UseNegt newsproup, Hsteners and other uses, the tternet has becoms indispensable,

fat Savth, an American Interpet specialist capiures 8 thos, “those why use these tools will

be shead, those who do not will be left behind and may a0t suvive’. According to 8

o
-

sarvey completed by the Tuternet software cnnsortiom, there were more than 56 million
fnternet hosts workbwide as s July 1999 Also Ideruet wse s grovdng worldewuds with
figures of uners hemping from 361 milhon in 1999 to projected 623 million users by the
crd of 2003, making the interact the medium with the fastest adoption rale In istory, W

conneet 50 million people, In st six years of a 2% years projent of Interset revohstios,

%




AWPTER TWO

NETWORK DESIGN FOR FILT BIINNA

1 BISTORIAL BAUKLGROUND {.332" FALY RMINNA

The Federal University of Technology, Minna is fedesally owned. 1t was established on
P February, 1981 The objective for s cxtablishiment is 1o give effect to the Mation’s
drive for the mwch-peeded selforehiance in Sclence, Dngineering and  especiaily

At take-off the University aceuired on a permanent basis, the facilities of the former

Clowrmment Teachesrs” Cnllege Bosso which now serves as the Bosen Campus of the

Umiversity 1 has undergone o complete toedift and wears o senie putiook befiiiing a

modern University setling,
Locking 2t the ourrend increase in purchase of computer systems in various departments

of F LT Minna, there could nod have been g better time for maximizing its perfnymance

By having all of them connected un a netwark

2.2 PLANNING THE NETWORK

The aim of this project s to dusign a petwork srchitecture that would Hink onre buthdings
i T LT Minne These beildings ischide: The Senate Building, Student Affairs, Schood
of Suience, Brhool of §17.ng;'z;:até{%ng, Sehood of Agriculture sad Environmendal £ omyplen
From the umiversity’s profife, which 1 have carefully srudied, 1 have noted the following

sructures, faculties, departments anid users sespeetfully.

ig




SENATE ) ‘ &0

STUDENT AFFAIRS 10
LIBRARY 10

SCHOOL OF SCIENCE 10

| COMPUTER LAB 24
SCHOOL OF ENVIRONMENTAL 25
SUHOOL OF ENGINEERING 12
SCHOOL OF AGRICULTURE 9

160

¢ fut swocssarile mean mumber of nifices, but it opresents & mgwork poind or
i for that buthding,

The Pﬁ‘mm figurzs clearly atate the need for a well-planned network 1o satisfy curvent and
firture nends.
f1y order to achivve this goal, the Illowing steps wers tabon o break down the nepwork to
desipn it from the feast significant user up to the mabny servers which will be providing sl
the negessary services and resnorces to afl employeen. Fluase nole that il prices quoted
i this docnment inchide Iabor and VAT where applicable.
SIAGEL
o Lavewt of buildings and surounding avees and indicale connpctions bhebween
butldings.
»  Tiesign awd instaBiation of the matn backbone of the entire network,
& Diesign and instaflation of the setwark structure o aooommodate il users on Bvery
floor in all the huildings and select media type and connectors,
s Desipn of the muin compuier fom Server 1om where critical sereers will veside,

and proposal of security sooess or these roons.

it




v Dietailed repont of the cost fsvedved to complele the above sl provision of & time

frame i owhich lo aunplete this stage

BTAGE 2

s Decibe on the Uperating Systeny for each depariment.

e Gdentifying each department’s individual and common softwars/apphoation neads, 83
well as selootion of network softwars solutions which reside on the servers,

® S%ai:::{::iérzg Antrviras sofbware for worksdations and Servers,

® ?fgészidi'ng how many servers fo be installed dy total and selection of the Metwork
{'3?{-“:?'::2‘?;:3';% Gysten: and Hoense for every server in sach department prfsnd floor,

s Selection of software swlotioms wlich will run on the Network Servers 1o cuhanee
secarity, productivity, communizations and heldp support

»  Digtailed repost of the cost invelved to complote the ahove and provision of g time
frame in which lo oomplele this stage.

s Hardware confipuration of workstations and seloction of POS

s Muliimedia computer peripheraly and network printers.

v Hardware configuration and sefup fior each Me etwerk server.

. fedundancy. Selection of backop devives s it media, stamd-by servers and UPS,

s Soleting of luds, awdiches and zﬁ’i?&ﬁf&i% baod hude By each flonr and butlding,

s Dhewiled report of the cost invobved to esmyplete the shove and provision of a fimg

frame i which 1w complets this slage.

iz




STAGES
s Swmmmry of the complete instalintion

s Dxick reference 6 cost and completion bme of all 4 slages.

33 LAYDUT OF CORE NETWOREK BUILBINGS

A comprehensive favout of buildings and mroumling sreay, indicating connections

seen butldings is shown in figure 21 below. Fxisting road network of the Unjversity

promises ts shown in fgure 22,

i3
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A METWORK TOPIRLOMY

A network s omade up of twe basic compenents the entilios thet want to share
iformetion or resnnroes and the medium that enables the entilios to comnunicale. The
entities ave weually workstations and the medivm is sither g cable segment or 2 wireless

methum such as an infrared signal

o

When disc %tm; LAMs, thers are two basic tophos o comsider the LAN's topology
{hardware comnection method) and s protocol {oommonication contn! method

§?zm o wre different topologies that make up computer nelworks Mg:»:ﬁe;f*y iy the physicsl
iagez’z? of computers, cables and other components on 3 setwirk, Many setworks arg 8
ermnbinatinn of the vartous topodogiey

2.4.% Thy Siar Topology

fn o star topology, the logical lymu of the network resembles the branches of 5 tree. All
i s nodes are connected in branches that eventually tead back to o cemtral uni, Modes
commmunioats with f:,-aat%s_ other through the contral amt.

fr star topedogy, afl computers are connactad through v central b or switch,

2.4.1.3 Advantagey

Dhe advantage of 2 star topology is the comralivation of cabling. W th a hub, if one ink
fiiiz"% the remaining workdiations are nof affectnd fike i%*s:se ars with other opologies.
Coptralizing rotwork componpnts can maks an adminigirator’s e much easier in the
torg run. Centratized mamaggnont and monitosing of petwork traffic can b vital to

network success With thix type of configuration, 8 45 also wasy 10 add or change

copfigmatinns with ail the connections coming 10 4 4 ceastvat poind,




2.4.1.2 Badvantages

O the fip slide o this ds the faet that i the hub il the eative network, o 3 good
portion of the astwork, comes dowrs. Thin s, of course, an oaster Hx than trying to find a
§m>.:z_§<. in a cable in g bus topodogy

2.4.2 Rovitrhest Tapolepy

A wwitch s n omulti-port data Hak faver device A switch “learns” MAD addrosses and

8 ¢A
v

stores them it an mtvresl lookup teble. Temporary, switched paths ave crested batween
the frame's originator and 25 intended recipient, and the frames are forwarded along that

semnporary path,

The typieal LAM with a ewltched topology fentares multiple connections to a switching
bab, Fach pews, and the devicn it connects tn, bas s ovwn dodicated bamdwidth Although
originally switches forward fames based upon the MAD sddress, terhdogiond advances

are rapidly changing this Switches are available today that can switch cells. Swisches can

er 3 progncels, IR addresses, or oven physical poris on the

awivhing hub

o’
s
=,
RN
(‘.-

ches can bmprove the porformance of a LAM in two important ways, Firsg, they
increase the sgeregate bandeddih available throughos that network. For exgmple,
switched Fihernet bub with § ports contains $ separate collision domaing of 1ihdbps
gach, for an agpregate of 80hbps of handwalih

The seenmd way that switthes Boprove LAN performancs i by veduning the mynher of

devices that mre forond to shwre sach wgment of bundwidth, Bach wwitch-delineated

coflision dumain i inhabited By onle two devices the networked device and the port o8

{8




thye swiiching bub to which it connects. These are the only two desdess that can campets
for the 1hhpa of hambeidth on tholr sepmue

2.5 Metwork profont

fn g ?‘if.:.‘:i“,"e?{.‘si'k, somg method musl be used fo determine which node bag use of the
network’s communipations paths, and for bow long In order for one compuler to
comynaticate with another computer, thers nwst be a dislog i place in the furm of &
network prodocol The seteork’s protocol, handles these funciions,

2.5 1. Befintlion

A oprotocst 35 a st of rules and conventiony By sending informatinn aver 3 network,
Windows 2000 rebies on TOPIP for fopon, file and privt services, veplication of
tfvrmation belween domnain sordrollere, and other common functiong

TEZVUPAY (Vransmissbon Control Profocol/uiernet Prafocal}

TOPAP i an industry-standard mible of protoveds desigeed for docal and wide ares
setworking TUPAR was developed in 19679, in a2 Defonse Advanced Research Projects
Agency {DIARPAY research profect on network migreonnection. Formuly o military
metwork, this global area setwork has exploded and {5 sow refisred to as the btemet.
Windows 2000 ’i"{,”fi’s"?v? enables users b connest 1o the Internet az well 95 1o any machine
mmning TOWP and providing TUPAP services. The fnflowing Hst supwnarizes the

advartages of the TUPAP motocol

¥ s an industry-standard suite of protuceds
< It in resstable and works over most setwork topologies. This moang that
vy van fatk o other networks through routers,

¥ 3t s the protovot that forms the foumdation ol the Iemet

13




 Hustalled by defialt in Winlows 2000
+ U beased fo comect dissiimtlyr sysiems

¥

et mterface {Winsocks

¥ Llaps Miorosnft Windows S

AP addresses can be entered mamslly or provided antomatically by #

DR server

¢ B provides Dyaamic Host Confipation Protoco! {DHOP) support which
is uzed for Dynamic 1P addressing

< B oprovides Bhmple Mepwork Masagement Protwool (SNMPY support,
which s used o roobleshoot probiems on the network,

¥ DINE fn peed 1o resolve computer hostnames fo P addresses

YdE provides Windows Interner Maming Service (WINSY support which
resobves Windows NetBHIN names on the network. WiME s ased (o
yesobve 2 WETTBION name 1o an 1P gddress

¥ Rubmet mask - A value that s need to distingnish the networh 12 portion
of the 1P adibross from the host 1D

* Dxefaedt gateway - A TCP/ 1P address for the host {iypically 2 rouder}

which you would sendd packets fiw routing elsewhere on the nebwork

To configure s TOPAP address on a computes, you peed specific TOPAP parametess
These parsroeters consist of g stapie TUPAP wildress, » sabnet mask, and o default
gateway (router), Hovou are comecting 1o another network

253 1P Adhdroyaes

Ar 1P address can be thoughi of us 2 “house' address that vou might see on the side of g

butiding Just g5 every house has g street addiss, oity, and Zip sode, avery computer that

25




uses the TOP/AF protocol has an 11 address. This helps idemsify the zomputer on the

deverk s that the compters oo "7 o one anotber Packh 1P address can be
configured for g separate subngt of nebwonk so thy different compees can conumpioale

with ope snomther. A compuner uses g 1P adidress (o idurdty Baedf on the netwirk An P

-y

address s a 32-bit address that is broken up nto fowr parts, or octets TOPAP s unigue
addressing mechanism provides for over 42 billion addresses Bach bost is referred 1o by
it pnigue 320 address. Beoamese an 1P addrees i actually 2 32-b4t address, 2 subnel
pa separate the network fram the host 13 The networl 1D sdentifies the network
the computer resides v The host 113 wlentifies the specific computer,

2831 ?»zue:s'-ﬂ{}z:is}ﬁ Adsdress

Fhe 324t 1P address ix brokon joto fww ovters that can be ropresentad in destmal or
bingry fwmmt

FIOI0TO0 00001 11T 1000000 DT EI0T (Binary reprenentation of addresa)

2ET 5132 117 (Dntted-decimal representation of the address)

2.%.4 Pynamiv Host Canfiguration Protocel {DHUT}

1P addressing on a large TOP/AP-based oeieask can bz sightmare,

sxpecially iF users move machines from one subnet 1o ancther, The DHCP can help with
configuration problems in these, as well ax in other sitiations.

2.5.4.1 Blanual or Awiomatic Addrees Assignment

Thove ave two msthods of aesiyning an 1P addiess 1 g olient compaler. An ndividaal or
confignre the ollest masusiy, or & server computer can cosfigure the client

astomaticatly




2.5.4.2 Ervors in BManusl Falry

Nt ondy tr memiatly epteing sl of this information tme consuning, 1 i also velnerable
by homan eoror, H the same 1P address b confipured By fwo of more computor sysiems,
then ;@ei-w{fs;'%: problems will ocour and they van be diondt fo trace.

25,4317 Addresy

The DO server lasues an 1P adidress to cach DHOP cliont sysiem on the network,

Lo




HAPTER THREE

ADRDTIONAL NETWOREK FEATURES

53 METWOREK OPERATING SYSTEM

Afler completing & ressonably amonnt of ressarch and sathering wost of the information,
you will have "x good ploture of your "enviromment” ¥ i within the concept of this
suviromnent thal vine can begin to envidon the weed for high-performance networking
aud the folevant netwoak opgrating systems 10 nun the applications.
A organizations have varying nesds, amd the sight solution is oflen & vombination of
z:?g?ér;afif:g systopss The first step i 10 deternnne the miness noods ol vowy orgarszstion,
I modbey enviromments, which §will defing é% prewter than on §emd wud uners and does
than nne thousand urers, Windows 2000 makes seose as the deskiop operating system
Froom the server side, the picture pets havier. The qentity and guslity of Systoms
persommed often diciates software decisions i these oprganizations. Microsolls premter
gebeank opersing sy sterm, Windows 2000 Server, is being Hnked more closely {0 many
misziomoribioal applioations being rollsd out o lesding organizations. By providing
integrated suppeort for Novell amd other intsrnetworking protocols, this network operating
system's graphivally based esse of une §s winping over coglomers
Pirst, it bmportent i cvaluate Windows 2000 and 2000 Server seperately, Windows
2 Workatation s » very powerfil, spoure, stable workstation operating systom. With
ite combination of an sasy-fo-use praphical nser bverface and 8 wide variety of available
seftware programs (the Hbrary of sofbware for Microsnil Windows i the largest on

'\

earthy, a Windiws 200 Worketation can serve as g reflable desktop solution, for tasks




ranging feom basie office muumation {word-processing, spreadehects, and the fike} 1o
sfware devidopment o higheond computational tssks wml ag 3 modeling and
statistival provessing Hs combination of stability, performance, and Hexible platform
chowe (partivelardy on the high bang-forbuck Toted platform) makes i an appenting
alftermative in more wapensive UNIX desktop workstations fand can even excesd their
pesformance when runsing on powsrfil bandware such as the Alphad, as well 25 a more
advanced wml move reliable altmruative to other Windows and Masintosh computers. As
more high-speed network implementations become available on 2000 Server, the ability
o augynent of replace UMIX sydems with Windows 2000 server hopomes 2 more visble
oo,
302 Why Windrows 2000 Server?
Althougl Windows 2000 Server's cooperation with other Melwork Operating Systems
{NE¥ss) meams thet you dost nocessstily have fo meke it the sole MOS for your
organization, you might wonder why you would even make # one of them, NetWars has
been the market feader in network software for quite some tune. {s Windows 2000 Server
giving MetWare a run for Hs money? The answer is ves, and the following sections
gaplore a few of Windows 2000 Server's ko strengths

v EBasy To Liss

< Designed fir High-Powered Systems

¥ Brensily
¥ nteroporabitiy
o Centralized Contrnl

 Long File Name Support

24




< Logeing Capabilities
¢ LIPS Bervice
¥ Sofbware Metoring

¥ Buili-tn Remote Acceas Servives (RAS) Capability

32 URBATINSTALLATHON
The term Very Bmall Aporture Terminal (VSAT) rofers 1o a woall fixed canth station

YEAT: provide the vital communication Hak rmequired to sel up 2 satellite hased
aommunication setwork. YEATS can support any connmnunioation requirement whether

voiee, data, or viden conferencing,

Yot

Loy e sy

e

£pang

The VEAT coanprisss of two nw
A 2.1 The ountdeny uni:
The outdoor unit s poomally grousmd or even wall mounied. The sntouse system

comprizes of @ reflector, feedhorn and 2 mount The sire of ¢ VSAT antonna vartes froo

3

P B meters to 38 me

wirn is mounted op the anjenna Bame at #s focal pobm

by support anms.




The Anteana ig mountsd where ¥ can “see’ the sslelite and where 3 ig anfe from
snmithorized avcese The outdoor BF uni (ORI iz nwunied oo the arm in fond of the
anteang reflector,

bl oo The FEED HORN divects the transmitted power towards

the antenna dish or colleets the recedved power from it |
constats of an array of microwave passive ComponEnts.
Ampnng sze e owsed o desuribe the ability of
antenng to amphify the signel strenpth
The RFT is moonted on the antenna frane and
itereonnecind to the feed bwn,
At £ termed ae andfdony electronios, BYFT s nurn, comsist of dfferent suboystoms §§z{”~e
inchude Low Nome Ampliflers (LMAY and dows converters oy amplification and down
conpvrrsion of the rervived sipoal rospestively
LN As are dosigued 1o minimive the mdse added o the signal during this first stage of the
comverter a1 the nofse performance of this stage detorniines the overall nolse performance
of the convertsy unit. The nolse temperatuore i the parametsr used to desorbe the
perfrrmance of o LNA UpConveriers and High Powered Amplifiers {HPA} are also part
of the RFT ;a,vmi are used for upromverting and amplifylug the signal befire transmitting 1o
the feedhorn The Dp/Down converters convert Feguoncies betwesn istermediate
frequency {Uisually IF fevel 70 Mk and adio freguoncy. For fxtended O band, the
downcomeerier receives the sigaal at 4,300 to 4 300 Gz and the upeonverter converts i

10 6725 1 7025 Gz The HPA mtings oy WEATS range bevwesen 1 tn 40 walts,

bied

2%
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£.2.2 Inter Facility Link:
The outdosr unit is conneciod thrmgh 2 bw loss coaxial cabde (o the indoor unit. The
typical Bl of an 1FL cable woabout 300 foet Qappro. 92 meters),
3.2.3 The indoor ant {I1DUR

e indoor unit which iz typically the size of & deshiop compuier s normally located sear
‘“«'»f!ii-’ compaster equipment i your office The IDL o «rzs;«é v mesbulators which

superimpase the wser braffie signal om & carrier signal. This i then sen to the BFT for up-

amphificatiom and trpsmisdon. B oalo comists of domodulators which
receive the sigoal from the BFT in the IF mange and demodulates the rame o segrogate
the user traffic signed frow the zastler. The TDLS alen dutormines the sovess achemes
wrder which the VSAT wiaidd oporate. The 11 also fntorfroos with various ond ase

equipment ranging fom stamd slose vomputers, LAMs, routors, nwsttipheers, trdephone
inctruments, EPABY a5 por requiremens. 3t porforns the necsssary protocol conversion
on the input date Trom the cestomer and equipment prioe to modulation and transmission

inthe RFT

Ap HAT s specifid by the scoes 5 techwigue,
protovols handled and number of inferface ports agpported.

The ndonr data processing ot {DPUY will typieally have oo o more usey data poris for
cnnnection cither dieset 1o PO of Lo 4 locat aves notwork rovter. The number of porls b
typicallty 1 1o 14, depending on boasd nption. Tadividusl user port bit rate roay b st
betoen 1200 bitfs and 128 Kilohit/s fr older serigl type ports o up to 100 Megabit/s for

Erhernsd type poris

o
3




3,24 Why VEAT?

Meteawking of aminess activities, mocsaes and divistons s essential o gain a

sompetitiy

in awy industry VEATCare an ideal option for medwnrking beoause they
enable Enterprise Wide Metworking with high reliability and 2 wide reach which extends
EVEN b el SHes

YaA TS ;'_'srz;:;-sf;eia;s an edge pver terrestrial fines, They wre as stated below:

REACH Year must b wedl sware of the HmBations faced by tervestrial Hines in reaching
remote st other difficult lnoatinns, VSATs, on the other hand, offer vou unrestricted and
undtmited roarh

REDIARHITY Upthor of up to % % poreent is achiovable on g VEAT network. Thin i
&zw"f jeantly higher than the typical loasod Hine uptime of approsimately 80 4o 85 poronnt
TIME YSAT deplovmont takes no more than 4.6 weeks g comparsd 'aié 4 1 & mnnths
for leaged Haes
NETWORK MANAGEMEMT Mowark monitoring and control of the entire VSAT
network is much aimpler than o network of leased fines, bwolving wulliple cartiers st
mibtiple ocations. A such spfler numiber of ehaments neads 1o be monilored incasy of g
VEAT neteork and also the sumber of vendors and carsders invedved in betwesn any two
waer terminaly in g VSAT nebwork is typicatly ome. This rosults in oz single point of

act for resolving all vour VEAT networking biswes. & VEAT NMS eastly nfegraten

end-tp-ond mmomitoring and configuration control B ¢l network subsysioms,
MAINTENANCE: A single potut contant fir operation, maintenance, raphd fault izclation

co very simple for a ohient, wsing YEAT services YSATs

arsd trenddleshooting makes tha




alan snioy 3 fow measn time o repair (MTTRY of » few hours, which extonds up (o a few
daven in the cane of leased Hines Dusentially, losser cloments brnply lower MTTR
FEEXIBILITY. VSAT setwawrks offer envrmous oxpansion capghilities, This fuatire

factors in changes in the business envivonment and maffic lomdy thar can be easily

wdated on a2 technology migration path Addiionsl YRATe can be rapdly
instabtesd to support the neteorh expansion to any site, no matier bowever remole.

CORT A comparizon of costs bevwesn a VEAT nebwirk amd 2 leased line notwork
reveals that o YEAT network offers sipmifivant savings over g bwo o three years
‘iéz';‘:é‘f%‘fai?‘gz:. This dose not tahe o acoount the cost of downtime, inchusion of which
wonld reault in the VEAT nebwork being much more ost-effective. Pay-by-mile convept
in cane of lemed B sonds the costs spiraling upwards. Moroso i the oostions to be
linked are disperaed sl over the country. Compare this o VEATS wiwzé: the disiance hag
aothing 0 do with the cost. Additionally, in oase of VEATs, the service charges depead
on the handwidth which i sdoosted to vour nebwork in Hne with your requirementy;

whereas with a lessed lne, vou get a dedicated ciroult in rwaltiples of 64Kbps whether

veus peesd that amonnt of bandwidth or not

325 How do VEAT systems work?
A VSAT system consiats of 2 satellite mansponder, centred hub or 2 master earth station,

aid rrmote VSATs The VEAT terming! has the capsbitity 1o rocelve ps well a3 transmit

o

signals via the sstellile fo other VEAT: in the sotwork Depending on the accew
technetosy used the dgnals are oither sent vis satellite to o central hudb, which is alsn #

monitnring center, or the signals are sent divertly o VEATs with the bl being esed By

momioring and conliot




The network of VEATs ot differont locations adopts different mpplogics depending on

the end applications traflie o reguirenmnts. These topalogios could be Star of Mesh

ey

Star - where a bl central varth mtation called the hub convmunioates with o large sumbey

of ¥SAT seatierad over » wide ares

Mesh - snplies that a group of VEATs communizate deatly with other VEATs without
pomng throueh the central b

Ghven the topology, sieliite commuoniontions aystems employ several technioues w allow
o satetiite fo sy mgnals fo and fom more thay one eanth station a1 2 time withow
stgrl inferfersnce. Typically, satpilites camry severs! toansponders thay opersts st
different frequenciee, ench corvesponding fo an corth sation {or 8 set of stations toned 1o
that frequency There arg mothods of seoras sohomes o share and consenuently optimive

the satellife capacity  Apard from the socess scheme and the setwork topology, the

operating {feaquency band is alao used 1o classafy VEAT networks,

3.2.5 Preparing for Satellite Connectivity

The WU rups s projedt called the Migerian Uhdversities Metweork (NUNg) that iy
designed 1o encovrage snivergitiss 1o fnvest in dighal communication and training. The
most successfisl part of this projest is thelr email gateway with IUAP. Hven so, ondy

ghout 2 doren universities use the WUNet email systers. The NUNet ematl systum works

well on nosasion, bl hes experioncsd downtimes thet streteh indo weeks, A handfd of

wtversitios who sre using the MUNet email systom maintsin dual systoms with other
Internet service providers. Fxoept for one or two instifetinns thet use an 15 for limited

eenat! connectivity, the remaining urbversities oparate without emul

K

3
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This plan demenstrates bow satellite Intornet vonneotivity can be used throughout Pligeria
amf prepares Migorian fechudoians for o Geture that kooks fncreasingly to be sateiiie ﬁ’z%‘{;
The overal] nulion is to provide reliable vosnoctivity in a few universities sround the
gountey, 1 build redundant Huks between these conters, ami to provide 3 mechanism for
thosg af other yniversities (o access the Intermet via thene “enters of Exrellence” Thig
plan iz eovisaged as the fred slep towards fall conneetivity Tor all Migerian universiiey

1 is designed to provide the widest socess for ol institutions while a enre group devetons
the reguisite shills b foster furthey {?‘.ngsmzsimz,

Comsistens with Nigmela's sspirstions end the MU Action Man, = fully-connecied

Mgarian University Metwork wilh

U Fnd the intelloctust sodation of Migerian students, teachers, and researchers

3 Fpand ernet access 1o higher eduestion at minimal vapiial cosly
3 tmprove standards education and nurrenny of knowledge

4. Ogdinize uli Bostion of Nigeria's academin rosourees regordless of ihelr physical
bscatinm

Fnoourage tocal and worldwide academie am} resparch colisborations

S

This projest will glso serve as a demonstration 1o sther anademdc and public institutions
aeinss sub-Saharan Africa of how these satelline techwologies oan be best dep foyed to
serve their conununication needs

33 E-MA FACILITY

%3.5.1 Definition:

Flootrnnic mail femaily i a muick and easy way 1o send & messags to fust ong peraon o o

hundreds of people simuliancously In mosl casey, the message arvives at the prson’s

: Y




mail server within minptes, roady to be read Since the firel cpmygester networks were

reated, wnai! has been- and continugs (o beeone of the wost imporiant uses for c{mé;ﬁzﬁmz'

sedwirks

3.5.2 Email Basien:

for it '::!'Z‘iif?f%i bagic form. an email message consists of some plain text and an addross. The

adddress ot ifivs the reciplon in g form that is recognizable by the meterak that forwards

the matl o the recipient

Thy frst smat! messages were oreated with stmple test editors (such ax the UNEY od o v

crmpnandsy and could %: read on dunsb charsoter tenminale {n other words, no fancy

graphics oy colors) Although mail messages can still be just as siople, today’s prograns
for comprsing and remting matt offer 2 lo nuwre featres

383 Features of Fomntl mesoages

Huond form.

The tatest email programs enable vou 1o cresfe emmil messages i wither plain text or

TR fovmals By - alk wwing HTML, vour cany add bmages, vodor, font changes, and pext

formatiing, You can gven includs groentirs seebpage o an omsib roessage.

Attachmentz Any type of computer file con be attached to av omall message When an

attachment arrives with the message, the recipient can choose o save the altachment or
ope it i 3 program thet is desipned o play or display the Gl

Addidrens book:

Mogt email programs come with a way of sforing the names and smail addresses of the

people yorz send mail b3 Y van also gather names together o an ematl group s you

can send @ message 10 2 group of people al once. Some ahiress books also enable you (o




store nther information shout each peresn, such as thelr address, sode title, phowe/fax
munbers it webpage loestion

&ff dovenbocads

When the computing world was mosthy mainframes, mai vag gsusably stored on the sams
pomprter where yvou did your work However, with e people working on s, {0
revyive emat! the user nfts sands oulgomy messages and downloads Incoming messages
by conneoting o s mall server Many mail readers use the Post Office Protocel {POP Y or

Internet Message Avcess Protocol (IMAPAY to get messages from the mall server

Adtipde enmad sscvoneis:

Some peopls have several email srcounts {poasibly ane wirk and one personal acommt),

Bome mst programs enable yaa fo query soveral mail sereses for your emai!

Measaping messapes

Some peeple pet e much omail thet managiog messapes they receive 38 1 big lssue. Most
matl programs offer @ way 1 save messages 1o your hand disk or sort them to spocial mail

fodders you oreate Within folders, there are also wavs 1o sort messages by sutnect,

p/date received and sender

Mrrnyging seowsgeomgs,

Broause newsgroups really just consist of g hunch of emsil muessages grouped togsther,

many mail message programs offir @ way of reading and working with sewsgroups ag

well as ematl Some spocial featres {such gs allowing thieads that follow the FESPONLey

t s partioalar message) are inchided 1o be osed for working with newsgroups.




3.3.4 Mivrowdt Owtloph
Microsuft Outloonk iv an comai program and much nwee With Outlook, vou can
conmnicate thronghout vour office with c-mail, hut yust wan alao schedule meotings and

ok

vt your coworkers, create task Hasts for yoursell and others, store docaments in puhilio

5 that everyime can acoess, and commmnioate tver the Tnterngt Chatlook provides

socessibitity and flesibility for vou and v sowsnrkers,

3(3.4., £ The What and Why of Ouilosk
Chatfook can help vou organize vour work on 4 day-to-day basts. Using Outlook, vou can
do the foltowing:
' {yente task ii?ii:v
+ Ramage vour calendar
¢ Log phone ealls and sthor importast events i vour fnal
< Make notes to remingd yourself of imporiant tasks

Additionally, Crtlook can help vou comnunicats with others and shars yosur workload.
When vou and your coworkers use the combined fatures of Qutloonk and Microsnf
Offiee, you can.

< Schedule mestings and invite cownrkers

¢ Communoste with nthers usiog eemal

¢ bmport and expost files

¥ Bhare date snd docwnensts Brough public Biliors

Y Commanicate with nthers over the Infernet
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41 HARDWARE SPFLIFHUATIONS

4.1.3 CUabling

Cabling is the LAM ' tramamission medivm, LAMs can be connoted together using a
varizty of sable types Pach oable tvpe has s owe advantages and dissdvantages,
Tranmission rades thet can be supported o sach of these physics! media are measured in
mitlions of bits per second {Mbps}h

4L VTP Ont 8F

Lhashielded Twisted Pair cable i mnst cortainty by Tar the most populer cable around the
wionkd UIFP cable i used not only for networking but slen for the iraditional tlephone
GUTP-Cat 1) There are 6 different types of LTP categories and, depending on what you
want i arhieve, you would nesd the sppropriste type of cable, LITP-ATS 5 the most
pogalar LITE sable; # came to replace the grod old condial cable which was not able to
keep up w%i?z the woustant growing weed for faster and more relinble networks. The
characteriatics of LI ave very good and make it easy to work with, install, expand and
tronsdeshont

The VTP Usteporien

CATE is typieally leluphone wire This type of whe is not copable of supporting
compeder mebwork traffic and is not twisied. B is also used by phone sompanies who
provide TS0, where the wiring betwesn the custumer's site and the phone company's

petwork uses CAT 1 cable OAT2, CATS, CAT4, CATS and CATH are network wirg




spevifications. Thiz type of wire can sapport computer astwork and telephons traffic,
CATZ i3 nsed mostly By token ring astwrks, supporting speeds up o 4 Mg For
higher network speeds {100Mbps plus) you must use CATS wire, bt foor Hidbpe QAT
with guffice, CATE CATS and CATS cable are actustly 4 paivs of twisted copper wires
and CATS hag more twists por inch than CATY therefore can rn a higher speeds and
greater §%és¥gi§:s The "rwist” offect of each pair in the cables will sange sny inerferencs
presseded/picked up v one cable 1o be cancelled o by the cable's partwer which twints
sronsd the initial cable. UATI and CATY sre both used for Token Ring, the only
difference s CATY can be as long as 100 maters while CATY can only be 200 meters,
CATG wire was originally designed 1o support pigabit Fthernet {although there gre
stasdards that wall allow gigabll tansmission over CATS wire, thet's CAT Sy B g
sinilar to CATS wire, but containg 2 physical zeparator betweon the 4 pairs (o Rirther
yedion ﬁiﬁﬁﬁ"@enaggmié igrferoncs,

4.5.1.2 Fiber-Optie Cable

Fiber-optic communivations v based on the principle that light in a glass mediom can
carty more information over Innger distances than electrical signals can carry in 2 copper
o cogxial medivm, The perity of todey’s pluss fiber, combined with improved system
electronics, enables fiber bo fransmit digitized bglt signals well bevond 100 b without
ammplification. With fow tangodssion Iosses, low interforence, and high bandwidih
putential, apticg! Bher is g abmost ideal transmission medivm

The mdvantages of ueing fher splics

Because of the Low foss, high bandwidih properties of fiber cables, they can be used over

greater distances thay copper cables I daty netweorks this can be as much 23 2km




withowt the use of repeaters, Thelr Huht weight and sl size also make them idesl fr
apphoations. where Tossing copper cables would be lmpractical asd, by using
sultiplesers, one fber conld veplace hundreds of copper cables. This is pretty hmpreasive
for g tiny glass flament, but the real benefit in the data industry is s s dnwpunddy 1o Blectro
Magnetic Inerference (FA1), and the fact that glass s not an electrical condusior,
Beosuse Bber 8 nos-conductive § can be osed where elecirical isolation is needed, fw
matance, between buildings where copper cables would regoire cross bonding to
elimingte differsnces in earth potentisls. Fibers slse pose no threat in dangerons

¥

enviromments such as chemical plants where o sperk could Srigeer an explosion. Last bt

preiee

s

ot least is the seourity aspect, ¥ bs very, very $iffioult 1o tap indo o Bher cable 1o read the

data signals.

it nns




Hending Pavameters

intioal fiher 5 and pabde are caxy & install hovpuse i is Hehtweight, small by size, and
flexible MNevertheless, precantions are nesded to avoid tight beads, which may cause loss
of tight or presmature fiber Gatlure,

4.1.2 Bevvers

Servers .zn poverfal compaiers or provesses that munage disk debves, prinder sers”
network treffie, and other sebeaork resources. There are many different »
ncluding Apphication servers, Donmmuientions servers, Dhrectory sev

File sprvers, Internet soreers, Matl sepvers, Prisg servers

o7

ereey

Apphivation Rervery

Application servirs honse spphications such as
programs. In an apphoation server-hased nebwor
fnstead, clionts make ingeiries and send ups
server environment i where the server housy

and s accompanying apphication. In conty
appdication This sealed down version alloy
information {0} the server

The privcips! advantage of application 1 g

o
S ‘é}f‘;&"}‘

. . - S
apphogtion servers obvinle the nec g2
: %gﬁ

<5,
el

workstations This saves space and me®
Crmsmunications Servers:
Commpnications servers controe] i

and other communication  frang




function a5 oplrances or guloways nto private networks, using g owide range of

%
¥

networking drvices (i oample, modoms, ronters, or dedicatsd hines),

Communications servers provisde users with quick | secure nebwork conngctions, Thore ane
ATy Such communioations servers, and thelr Bretions sty and cost vary considerably
Hrpefory .ﬁ»k‘f ryiees Repyprs:

Pvrectory services servers contmin indeses of users, nndes, and network servers, Their
chiet function is o enable easy adoinidration of targe netwawks, Often, dispotory servieg
SEFVEIE §3§"=’:}§'§€.§{‘: an mdex of absohuely everything on the network,

Fax Servers:

Fax servers mamge nebwork fax traffic through one o more Bin‘modem cards. Users
renuest faxes thay have boon sond or roveived with sufbwars on theiy client or workstation
iy v, the server reponts {and can debeer those faxes to the aeer

File Rervery:

File servers centralize data stowags The server stores files and the chisnl requests them

Ceanmonly nsed for development in solbware design, file sereers are axcellent for uze in
coliaborative work suviromments.

Interast Servers:

Internel servers manaps infornet or imranet traffic. They allow vou to creste and publish
weh pages, sel products over the World W e Web, and gather contacts amd fepdback
These servers van some i all shapes and sizes vsing o muliitnde of different software.
Hewever, interoe servers are now belng used in gven more vreative ways. For example,
you can now fon 3 miorocosmic version of the internet 1 your o ganization’s offices.

These new networks (ealled brranets) run vonnon internet protovels. Many Hrms are

3%




gow using intranets 1o offtr World Wide Web dibe capabilities o their  local
dupumentation and databases

Mail Servers: |

Wall servers manage email and messaging for clients. Software o1 the chent worksation
o send MEGSARES theomagh the server {0 hoth the local network and the internet,

Print Servers:

Prigt servers manage networked printsr peripherats, and allow anyons {0 print fom thely
werkstation. Teduy, people use print servers less than they used to Many soflware
companies have integrated privter manapement into thelr software, eliminating the nesd
of g dedivated server. Furthormors, certain primtors oow even have print management

frrveanse, s prind sevvers are varely oeed except in large vebeorks,

4.1.2.3 Awn overview of the HY Prolinns B3804

HP Prof fent ML 3V

4%




{13 Iel® Keon™ processor gt {23 Intel® X * prOoeRsnrs
14 O3z {up 1o 2 sapported), 34 GHz, 800 M2 FSE, IMB
AOU A FEB, IMB Lavel 2 fevel T rache, Fxtended
cache, Extonded Memory 64 Memory 84 Technology
Techunlogy (FAME4T} {ERGAT)Y

$rociemyr

Beandard

Memury/BMay .

Storage Smart Array 6402 with dusl
IR0 58 channel U320 8081 and 128

R 60HR HGRAGGH?

Biux Internal Drives Gin standard deive cage B - includes optional 2.y

Bedundant Fang Chptinnat o NYes
Redundant Power {3ptiomal Yy

Towsr Bludels Yeu {fower 3 rack comversion Yex {tower o rack oorrversion
kits gvaiiable) kitg availabley

Back Madels Yog, S Yeu, 5]

4.1.3 Metwork O3perations Center

This is the main computer rooen (00 each boililing whers oritioad servers will resisle. This
rewsens i 1o howse the VP and distiibutinn eguipment. B should be housed with raiged
flonr, suspended poiling, 500 X 600 modular Held fithngs complete with reflecior snd
flnorescent hutha, fire protection and sl conditionsr, The o conditions of your NG
showehd Be cool dry, and temperature controffed. Computers end other electticsl
squipraent do o Bke humidity, heat, of sotrems cold, so you should be very carefisd 1
regulate the tomperature of yiny MIC This will certainly profony the e and reliabiliy
of the eystems hosted in the roum Peosuse coomputer equipmess iz very semsiiive W
moisture, you weed 1o ase g form of five suppression besides water. Potting out 2 fre 1o

yongr MOS with o eprinkler system would mim all of v computer epdpment. There are

4%




many different wypes of foams o Halon wed to pot out fres guickly and weftly while

mvinimizing the potestis! damagsr 10 your compuder eouipnwrs. Care shonld be taken in
choosing

a Commomeations roosy Nedworh Operations Center. B dhoubd be in o
redativedy

y centrahized bea

stion Bt most of it it should be very secured from mtrusinn A
camers inside the

s}

L8

v wenhd give additional seourity as well

' SoampoRt
o H A S et
, e : B ne
{ Pt shen voexyy g

g e e reenvbeledl g B g I e R ISR "-,\
; o Psveessst }
H i i
2 , ;
sy SO
{8 port e praet
; ¥ }
P ot Qunptyiune A K
| .
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R4 PORY FIRER
{0 OPTED FATOH
L BaNEL

| {ravont sy |

[ powmn supere

urs :

13 DATA CABINEY |

PURNER STRIP

24 PLORT PATIH
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b FierDptic Cabde 2 Comentor Ospns we provant ingury 4 v
& witlerarmaiod Rhes-optis calde distribetion bow. This neit ie 3 contred siation. shmibar 1o 5 b thay
reosives Sher-optic sebling from nomssons sonrees. The diveribution boo i3 bocaed in s vash as
SREVEY ORI,

The Cisoo Capadyst 5000 Phernet swiiching b, which soppets H10 Mbps cwiiching tochnsios
crestes Pvirmsd ceoniis” betwosn povts o the swiich
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i ywistedepsiy Dabling

3. Patch Pansls
300 Sywirching Hobs
A pypioad Edwens wiring closet with pvisted g ewiiches, bebs, and paich pemchs. COables oonumcling
e compeitrs and dovices on the nebwork mre B4 e the wining rack into thely respontive portz on the
the wall iacks ot e sotwork deip shrougiums the

sxtubdistrnent,

vatch pansle. which aro numbered ooty fo




4.3 TOYPAL COSTING

By BESCRIPTION 7Y LINEY PRECE EXY PFRICE
N i B8 AMD ;?g 3(: P g){jf{g “““““““““ /’ ............. . '2: ) b o "MA-A
b oPT 3{:: A% ? ATCH P ANEL 4 AL ALY

03 000
BOOL00

; BRAND RE ? % i;ﬁg{m*g‘- PATCH L £8. 0003 ? L6400
& 3

30, O

IBO000
38, 000
6% 000

| LOORE FIBER OPTIC | |
{} W 3 FHH RS Fel 3 M)
& ARMORED CABLE bl . ALt

i RINGHE FACE PLATE LT | B
2 mammm - booT LotT LOT
LOT
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CHAPTER FIVE

NETWORK SECURITY AMND MAINTEMANCE

53 METWOREK SECURITY

The need for seourily in foaday’s nedworks bas become a requirement B oany size of
organization. Many different products, processes and policies can be aeed to meintain the
information and s walidity, Seawity i mere of o mind st or way of thinking ¥ s
important to understand that many things can be Jone lo maintain 3 seeure envirnnment,
bt heing 10096 seoure 18 not possible. The hest any orgawization can do is to understond

the secority threats that may exist snd how to hest control sl react 1o them

When desiuning g network, # 15 casential fo tabe inlo const

&7

foration the 3'«8%23%}%@ options
ansd the seonrity bmpacts of each When spouring fnformation, maks s:#re to ungdersisnd
the defaull pormissions crested and how o modify those in the most seoure manser
Uinderstand the wilities avatlable and creste processes and procsdurss around thess for
gerrs 1o follow Pe mire to enfires these standards, v elor the ool in place provide no
vatug, inderstand what can be dowe o protect the individual data and bow it is stored.
Lastty, protect the network itself from nutside intrusion

In every aetwork, the most important bssue s security. Usually this is simple to se hteve i
wnall fo medium siral businesses and quite complisated when dealing with Jarge
organizations In this periicular case, howsvee, §am pleased o say that seruring the
setwork won't be difficult, due 1o the fact that servers will be losated only in main

computiy Toomsfaerver rooms, which will be locked w all unauthorized personnsl




Seeuwity cameras in this room are worth constdering since this will provide grester
profection from anvone trylng o gam scores to the roont without permission,

As n“sf;f‘;iiz:mﬁ{i, atl cabdes ronning from the contral computer room will be Dher optic,
which will make 8 impossible o tap into stnee the Bber as 2 medium is herd 10 break and
reconnect and the cgbley installed in the tench will be prooscted from the underground
conduit. Fiberoptic cable offers a high degree of security for data compunizations. B
offore high security beosuse B dows pot sadinte BM dgnat information that oan be
| detzeted outaide the conductor, 8 doss not iap eavily, and # shows g decided signal fosg
wheat # §s tapped inte To addition, the disgrams for the underground cabdes will not be
avatiable to nmauthorized porsonnel.

Al hubs, awitches and other dovices critien! to the notwork ol be glored in the contpater

reems/eerver room of each struchure,

Conneoting to the imernet is guickly beomming 2 necesstty foy orgavizations mday. Make

sure that aceess from across this buge global network is monitorsd and focked down,
5.1.1 Kelecting a Becurity Model (User-Level and Share-Lavel)

When vou heghn thinking abont the security of vour organizaticn, you must first look at
the seourity models you bave in place or will ese in the fdure. A seourity model is 2
pennsic term that desoribes mathodologios used to seaure a system. These van be anything
From Pile versus share seourity or the underlying submystem used by ap pperating system,
Fack mosdel sdds 1o the overall security srohitscture. Defining the model that you will nse

s

and deciding how it will be worporated is imporiang in any orpanization.
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BELY User-Lovel Keeurity

O mwthod of srear

¢ that o aviibabde o nse is e and directory lovel povmisgons.
Fhesy, pernviasioms are based spon user o8 group accounts, Bifertiy sly combimng these
b types of permdssions enables vou to delineste what acoses v partionlsr user will have
when m;six;"f? v Windows 2000 You most understand the pormissions avaiable sl
hovw to apply them

File and divectory permissions are avatfable on MTEFR formmted partitions only. Other filg

wystems available with Windows 2000, sech 2n FAT, do ot provide g mechanism o
support permissions. In FAT file systems, only file sitibutes are aveilable and any user

¥

can modify these
i smbbition 1o the predefined pormissions, von cow onstom apecify cootaln aocnss 1o o fHe

of divestory Lding dndivides] permissions enable vou o customize the fes and

directories to pwet viny securily requirements Pradefined permissions use a combingtion

of imlividua! promissione fo provide slandard tomplares The tabls below lisis the

predefined ponmissions avasiable

iy Ao
{?"«:}ﬁc} gf&z)?m

Prirectory permission Enables uarrs to Japlay contentz of
X R,,?{'} Mot Bpecifiod} divrctory along with permissions and attribages. This can
m, fude hsting sub iem fories H this premisuon is applied to
_______________________ 8 subdirertosies d

Byad {%("* 3 {?i ¢§ T3is srectiny and HI* P sion Pnables a user fo n»;*m and
el fﬁim m;i :igzm:e.mzew and 1o v exeontable filvs This

s granted by List, N
1. Erab im s pxer 0 open and add files
fdders bat they cannot view the

{Pied Ky ecifie 3}

ssion. Fnables 2 user to {s;’:m and add fites
also inchules displaying divectory contents
atton and executing files

Addd & RBead
RWXHIRXY

4%




Ch *azzz;» % Ihre -w ;wms sion, Enahles uners i f}pm o ‘i:?*fgz';{?
RWEDY W N deleie e

rectenies amld files This also nchades displaving
; confes, mvigating subdirectories, and executing and

;fvzsﬂwz" ‘{zesa i
Férec ?m; and

e 4 s a e s

le pormission Oranty full f;gi’zi@ tor o e or

Al {AD direciory. This gives a user 2l the permissions that are
avaiia i« i ?w sing oy mvz}?m’; zzg: f%w ;’szumzs“ Hems a', W*i%

i  pan i‘@ yed *‘:3 u;*sm;zs;/» fai
- permissions. By using this socess, you are creating
tufividhual peemisgions rather - z;sm@; the predefined
_é"i%"’?i‘s*d()f“%

tory permission Thiz cant be used 1o customizo the
directory perasinsions, By uding this access, yon are creating
: 9:-;f§3v§s'§m§ ;Wm% dans rather than using the predefined

Sperial 1 Loy ADCess

Fable 5.1 File and ﬁezm’?s;m ?’wméwmm Ay 5383&%?{"“

A ’Lsis#s .3 udividuel Permisdons and 8?;{3{ '*a?s’z‘mewaﬁimﬂ

£.1.0.% Share-Lovel Seoprify

Boi bmportant not to hecome confused befween shave pormisgions which we jud
disenssed and shre-devel seourity as they are bwo totally difforent dems, Shars-lovel
securiy is available on client opersting systoms such oy Windows 28 and Windows 2000
Auress to g resource i determined by a password assipned o the resouree and 2 not
based on a user account or group mombership Any user that knows the share password
van witize the resource. Share-Jevel securily is vasy to tmplement and maintain on small
pesr-to-pesr nedworks, hoevever, psers st remembir the paseword for each resmarve

shit is sharsd (unless password caching iy in used Acoess ix very hard to controd since

52
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anyone who kuows the password o pain access. This is one reason that tseg-leved

Bress i ek meae oo tha share-dovel acoras
5 0.2 Passward Practices awt Frovedures

The most basic seanity mechanism is the password We use passwords svery day to
avcess mtomated tefler machines, in place calling card ralb 5, and Wy acoess voice mail

systems. Broause # is wh o basic cnnes ot many implementations ose thiz methed 1o

P

provide g form of semzz@iy for avcessing systems or reanurors. This widesprosd use s
semcers, booause passvwards are noted a3 one of the puoret forms of protection available,
Aveosding 1o the Compater P ney Rusponse Team (CFRY), more senurity breaches
vesult frowm posaty used passeands thae from all other methods coinhined

A pawsword js oz series of characiers that cay he veed 1o ek down anyibing from an
apgrating system fooan individual file or diectory. The purpose of this teshnigue is 1o
ensure that the user trving lo scoess this resource is authorized to do so. I the user does
not hnow the ; seward, be i not allowed Lo acoess the resource. Howsver, i a Buper-user
acconl i compronsised, then the other passwords stored in the same databuse can be at
rish In addition, someone cas use one system as 2 starting point o veach other systems

ot the same network

5021 Passwond Podiciey

Setting up password sethentication s a good saet, however, 1 will be ozeless against 8
browledgeable intruder withons solid policies sl provesses defined. Each envivonment
will be ditferent and should be studied carefilly 1o detormine what poltcies woubd work

best in that crpanization, Windows 2000 snables vou to specily required security seitings,




sueh a3 the number of characters required for password, the nonther of iries befbre an
aceossd s tocked ouf, and the maednnm password e Soms serurify pusdelines for

b

gating msawords are Hasted belo

< D0 not use voar login name g5 your password, This includes raven i
changing the vase of the vame, or any other varishle

¥ T onot use s fawiliar name such gs yvour obitd’y name, your spouse’s
/EE, OF yOUT Bot’s mame

¥ Tho nof use your first, middbe, or last name This inchedes any nlvknames
an wekl

< Do uot wse a password of aff single digits o1 the same Yetter. For cxanple’
FEEEEEHE o AAAAAAR

< Dooned use sasity obtaingbde fsformation asbout yourself, sech as hinh

date, bouse nunmbier, or social seaurity manher

s Do onot use p word that can be fouend in g dictionary i any language

¥ Ve more than six charssiers in your pasgword,

v Llae g password with mivedecase characters, Use uppercase snd lowsroase
sundomiy.

v include nonealphanumene characters, such as £8568%

< i one wrile vour passwird apywhsre and do ool give it 1o someone elve
foyr any rous0n.

b ogddition fo these poidelines, vou can unplement other policies 1o ssoure your

installation. Require that users change thelr passwords at defined ntervals. In addition,




sdministiatons need 10 foratand that uther Systems ean be used o compromine anoiher

instatiativg Most usern will e the sy passward for svsdtipls avennnts

?‘»?;;:‘:(ﬁf o ;igf‘zm;:;im'as et stricter passwind policies fir Administrator scpounts than e
sxrmal s acooumts. dus to the security level The higher sererity is due 1o the amount
of aveess Administrator soconnss retin. You alse may want to et up B acoouais for an
- sdesinisteator the main aceeans would huve hmited permizsions for sormal day-to-day
activity, and the second would have full administrator aoress. Most installations %?m
mctuide 2 xingle main sooount with fall wess privibeges. On s Windows 2000 Server, the
secount is fabeled Administrator, Yous should sen wune this svcoun to make B a Hitle more
iffloolt to hack o sie every hacker buows that Administintor is the defanlt name for
the most powsrf! acoount Windows 20 Do nr use this arount once an

adnvinisirative equivalent has heen oot ups, undess sluohitely neceganry.

B

503 Daty Encryption and Protecting Network Data

As more companies g oniine with the tnternet, the need to protest data becomes more
provalent. The industry has stived to provide & muore seoure data transfer mochanisny
The idea s to profect the dats durtng 2 tanster and puaranies thal # makes o te Ha
reciptent onresd and unmodified From this ne ol engryplion ssrvices have BIOW in
popualarity. Multiple suorvption implementations have been publivhod and s v

avatlable 1o the public,




5031 Baty E-i“;gzwyg;#%mﬁ

Many differen types of daty encovption e avaifable. Pach methodole Wy provides
3{‘5?5&32’3@2:@ and has » varving level of seturity. Fnervption can ?m defined as the procees
of aisﬂg plain text dutn s searverting ot g meaningloss formar that iy unradahie,
better known ax o iphurtest. Oimce the datg has boon transferred, 2 mechaniun exints {o
decrypt the data back 1o itg origingd formar

A koy of sorts is pued during the cucryplion and decryplion proess to lamtls the datg,
Thiz by is the algorithm that the daty can he compared against. Only the pevenns wh
have obtained this kev can enpr yptoor devrypt the daty The longer the kev, the more

;

complen the enrryption slgorithg

Lmumen Evrrvption Programs

Dhue to the popularity of opc Fyptivn, several vendors and srganizations have written and
published oryptomraphic Programs 1o provide seourity. Fach works a Hitle difforsnt from
the others and can b apptied in different wavs. The meer poputar program in ciroglation
s PGP I addition, Micrasef boprovales an application. progranuning  interface for

encryption services, calted CryptoAP]
< Pretty Good Privacy

A common suplementstion for ERCIYpHON services is Fraity Good Privany, or POP. POP
s gvatlably for Windows, DS, 100y and Macivtosh systems. 1 includes 2 full-featured
tood set for encryption, digital signatures, and file compression, POP inchudes mubtiple

enuryptinn methedohogies mchuding symumstrie kevs, axymmetric hovs, and a random




Bumber gensraior POP i« avaiahly fin BNe o use and works well with most serury

inplemontatinns
< ryptoA Py

Microsoft toresaw the ned | e provide encrvption services within spptications. PGP and
other bmplementations cannes work at the AP ovel to provide thuss servives {0 customm
applications Therefiwe, b4 serosoft cremmd an AP that enablin vong 1o add or vgm}gmgzh;c
servicss 1o your prograns. This AP containg a set of mndules known as ¢ cryplographic
servise providers, or CSRs. The AP i used s very similar method ag POE, however,

the encryptinn and devryption processes happesn within the spplicating,

84 Usen of Firewal

Az the dissdvaniasges of noneseeure mebworks have beonime mors apparent in loday's
business winrld, additiongl forms o protection have been dovised. Becaase se2ms in be
B requiremont foday 1o comes? to public networks much us the Infernet, some form of
protection from hackers magt be provided st the network fovel A Brewall protecis g
seenre puternal network from outside influeas o fram @ public insecire network B can
also be used 1o provide profection to & seours portion of g private network, such as
Hhaman Resorees phyvsical network

Although many vendirs label products as firewalls, # i more of 8 setwork soourity

P

strategy than it is a single product. A frowal! is 4 cotlection of convepts wsed in profect
one petwork from another The mowst common smplementation today s the use of a

Hrewsall hetwoen an cigamization’s inforoal network and the Internet Firewalls can be

L8
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very compiex, beoguse they provide more features than just packet Hlteting. They can
also provide nwliple lavers of profection, mchuding actually seanning the infhrmation
storesf fu the packels fiw nwbicious dats s they pass through They use advanced

techniguey

fo monitor concsections, to fop potential intrusions, and 1o act upon these
moudents,
5140 Fivewall Avehiterture
Az mentioned varfior, o firewsll is a combination of techuiques and trohnologies that are
used o controd the fow of dals beteesn nenworka. A frews! enables o} traffic to paws
through vach network, however, ¥ compares the taffle 10 o aet of ndes that dotermine
how the traffic will be mavaged. 11 the traffic nmiches the rules for acompable data, the
sraflin is pasand on o the notwank Wibe sule specifics that the dat be donied, the affic
cannot continee and will be bounced back Altbough some Implomentations may do this
ditferently, the spme basic fonctionahity is wied.
A dual-Bomed firewefl cousists of & dngle computsr with tweo physical nepwirk
interfares. This compuier acts s a gatewsy betwesn two nebwirks. The server’s muting
capability 3¢ disabled s that the firewalt can handle affic mansgement. Fither an
spplication-devel progy or clroait leved frowall software s om0 provide deda transfer
capahility. You must be careful nol w enable routing within the network opersting system

or vond witl bvpass your firowall sofbwarg
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i internnt

A sevvened-bost firewelf configuration b considered by many 1o be more secure than the

dual-bomed frewall 1o this configumtion, vou place a soreening router between the

wl the public nepwond, This smables vou to provide packet Bltering befors

gateway host g
seaching the host computer The host computsr could then run e proxy fo provide

mlditional seourity to this configuration As packets traved inde the mternal network, they

only koo of the compuder bost tha exists
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Pusbtie - i internw
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Soreening
roaser ,
g - >
Soreened host
fivennl

petwork

A seveemed subnet firewadl configuration akes semalty (o the pext level by fhrther

isolating the internal network from the public nebwork Awn additicmal soreentug, router i3

phaced betwesn the internsl nelwork and the Frewall proory server. The internal router




handles focal traffie while the esterns! ronter handles inhound and outbhound traffic 1o the
public wetwork. This provides twe sdditions? levsls of secnrity. Firsd, by adding a Hnk

mitertially, vour can profect the Srewall bost from an attack by an internal sourve. Second,

i makes an sxterna! attack much more Gifioult bocawse the msmber of bnks is inoreaved.
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24D Vivewsll Types

There ave thiee types of firowalls that can be vsed Packet Level Browall, Appiication
Level firowall, and Clionit Lovel frowsll Eah woes different seoutily approsches, thoy
providing sidvantages over the others. Oue sdditional feature that wan discussed rarier is
snoryption services. Most firewalls provide some sont of eryptographic services for dars
framsfors

Withy a complele understanding of the features and type of seourity that are nesded fiom g

firewsll, vou can ther determine the mplementstion thet best s your organization,

Facket fevel firewslls A pachet lovel firowall 15 noually 2 frm of screening router that
examings peckets based upon fters that are st up at the network god anspost layers.
Yonz can Block incoming or culgoing transfors based vpon o TOPAR address or other
mifes. For example, you may choose not o enable any norsing 1P connections g o
erable any outpoing 1P connections. You con sot up rules that will enable certaln types of
requests o pass while others are denied, The tnformation thet ngdes can be based on,

incdudes source sddress, dustingtion address, session protoost type, and the source and
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destimation port. Becmme this works o only three Iavers, Bt is a2 very hasic form of
protection and 2 ouly 2 type of implamentation To properly provide serwity to anothes

netwek, all seven layees must be protected by a full-foatured conventional firewall,

Application level firewall: Tho application lovel Grewsl understands the data o the
apphication tevel Application baver firewslls nperate ot the application, wesentation and
seston fayers, Data s the application Joved can sotug gy b onderstood and moniiorsd
verify that mo harmiid information is dnchided An example of an appliostion fevel
firewall s an Internet proxy o matl server. Many uses wre svailable through some form
of proxy, however, thees fimetions are useally very Jntensive 1o provide secnrity gt that
fevrd. b addition, often olients must be configred 1o pase through the proxy o use i
Progy zervers wre alse used 1 omask %sc origingl onghs of a packel For example, an
Imternet prooy will pass the request on, bowever, the sourcs Hated in ?i‘ic packet is the
proxy server wibkdress The oversH server doesr’t st filler the packets, # actaslly takes in

the originel and refransmits 2 rew packet through a Jifferent network interface,

Cirenit fevel firewalh: A ciroudt lovel firewsll is shniler 1o an application proxy sxoep
that the seourity mechanisnn are applied 2t the Sme the connection is establishod. From
then wn, the packets flow botween the hoste without any further checking from the

firewall Ciroudt lovel firewalls operate of the tramport layer

s

#.§.4.3 Firewsll Feptures
As firewsnlls have evolved, additional feature snls have grown out of o been added 1o
these dmplomentations. They are wsed to provide fasier acvess amd beller seousity

mechaniams. As enoryption technigues bave improved, they are heing incorporatad more
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st firewsal Hupmementationg N Hamnement techsigues ang technolopies such as

Virtual Private Netwnrks (VING are pow bt included ag well

2 ?%‘M‘%H B PLANNING AND PREVENTIVE MAIN ‘2"&?3?‘5&3‘%;?&?3

LI DISASTER PLANN HEL

Ihsaster planning s oflen pne of those things tha gets talked aboagt, plamned, and then
nEver acconmplished Try Guestioning 2 groap of setwork administrators shout disanter
Plansing  Ask them, " many of you have disgster plans in place? angd yvou't gon
some bands up. Ask "How many of vou have wiitien dicacter plans in place?® and many
of these bands will g down Ak “How many of yvou have aonally tested those phang
and revized the parts that didu't weosrk?? and nsost hynds will o down Healw g gownd bag
that at legst one of the people whese hand is sl np iR fving,

Mo ong Hkes to think abous the posaibility of the aetwerk or the file server going down in
fames, but 0% better 1o dwell on this deproasing possibitity beforehand than 1o sxplain

sfterward 1o the b why yous werewt prepased for dats boss

5211 The Nature of Disaster

Dissster” is such a dramasic word that it might sound overdone. How fikedy is it that
disaster poagtsd towch your company? I vou think of disanter only in terms of satiral
disasters or massive hordware fwibures, then disantor smight 0ot seem very olose ot hand
H, however, vou comsider dissster i terms of anything that could stnp the company from
fanctioning for an uirdutermined éaz@:gﬁz of fime, then the aotion of disaster is oanier o

sroept

%




Broadly speaking, three categories of disaster oond affect your orgamzation;
¥ Matiral disasters {ovints)
v Vechnicat disasters (hreskdowns)

¥ Human-related disasiers thebavior

These sategories are not mutually exclusive. A disaster th spparently fits indo ore
wtegory conhd be slotied into snuther salegeory bevanse of #s cause For example, the

stant on g power cudsge chanpes based on whether the canse is sabotags 3t the power

company, an electral storm, o a falled switeh ot your building For the purpose of

recovering fromy o problemy, bowever, i really doesi't matier what cansed i

Fvents
Downed power fines, broken swater maing, fire . Natigal disusters dow't have 1o be g
dramatic 25 earthigushes swallowing vour company headguarters. 1 your office shares a
butbding or office park with othere, 2 fire starting in 2 neighboring company can thresten

vour operation. Even a broken water mais can render youwr office aonusable and possitdy

destroy data

Matural dinssters dont slways dive ’ v touch your offize, hot their effects ouy be felt

there, An aren power oudape can render your office vmnsalde] o nuisance sven i every
server s eguipped wath o UPY and able to do an automated orderly shutdown. Tean i
v don't experiense amy data loss, how can yvour offive work i 3 bolt of Hghtning blows

the PR o vt
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Breakdown
T ?2?’;}&*;{'! ,s’ féi 31%5{‘ g are aften iy W eaRieg) (é:\,;ggg e i zfiﬁiug’?&is‘f &i?i% PeRRIY g{ ??‘?t’?
S%s’ﬁ;}?f:f%i phan usaslly b redundancy - backups, hotestast s servers, and alternative officg
sites are fine examplos of how redundancy can belp v overcome snme hreabdowns
Hreahdowns arent Emited 1o netwaork eqpipraent. in s heat wave, you oan’t ron compalers
without wir conditioning Rreahdowns don't have & mean tha the eauipment’s aciually
broken, sither, 1 e virs renders your netwerk server unusshle heoguss your're afaid of
sproading the contsmination, the server is eifectively broken, even i ) hoots up fine
Bebaviny
Humen-relsted disasters are probably the hardest to prepare for. ¥ you know vour
grographicsl repon, you can prepare for westher. 1 you boow vour epuipment, you can

prepare for hardware fatlures

Technological %3:‘;3{3%4{&:‘3&»’1}# can, divectly o indirsoily, be caused or sxacerbated by
bumans. 1f the backup operator hasnt besy duing iz or ber job, then a technologios!
problem bevornes a disaster when the server’s hard disk fails and vou need 1o reload the
backups, Another bebavinr-caused technical disaster could be onlicensed software. i the
sSeflware Poblishers Assoiation catches your company with unlicensed soflware on
company machines, thoy can emporanily iconvenience yoaw operation snd levy wory
steep aes. W' odd w think, though # s Hlegal, that having too many coples of Microsoit
Word 6 for Windows could destroy your company, but i a disgrontied smployee calls the

BPA on vou {the SPA gets most of #s information from tips Hke that), then 2% a definite

piosgibility
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5.2.1.2 Creating the Disaster Planping Team

Thas far, wo've been tatking about a disaster plan 23 thiwgh i wore the crestion of nue
persvm. That's rd socurste & sl Por g plan 1o be seally effective, B reqguires several
sovrees of mpnt

¢ The people whn nesd o use the nenwirk

» The people who kanw bow 1o i the network

« The people who eontrol the resomces gvatiable

< The person wh's in charge so that he or she can contribute an overal] perspeotive

and gpprove funding

How many people crowd the table - and whe they are - depends on the size of your
epterprive. (e person in your organication might T more than one of these jobs, e m’:
matier how responsibibitios are atlated iy your esterprise vou really can't oreste o usefiyd
plan without input from sl these sources Lot's look at the role of each of these phuys in
.

The Personuel Manaper

The personnel marsger, in thes instance, means the preson o charge of the sialll The
sfisaster plan needs bin porapective benanse be is the persun who knows the most about
what people are doing with the network. He shoold know what appdications the staff agex
marst offen, what time pviryone comes in (and thesefore the tme thet 8 would be nioe in
have everything fined byl and iy general whal evervone in the office uses the notwork
for. This should help vou {:'{%a}vr’%iizé i pisme i short and you have to Bgore out what o sy

firsr, The personnel manager can help propare the stalt for divanter, fon. Training s key

£3




surviving 4 ;m‘f’fimz andd the personned mansger 15 the most lkely candidate for making
& that this waining is accomplished The personoc] margper should make the following

vemtribuions b ensuring that the staits are prepared.

< Ulear, complete written job desoriptions
¥ Regulardy svheduled disaster-preparation training Gocluding vros-trmning so that

ore than one person kaows bow t do sach tazh)

The Mepwork Administrater

The setwork admintstrator is the fechaical volos of the disaster planning stad¥ OF gif the
people creating the plen, he's the one most likely 1o koow what recovery hardware and
seftware wre avarlable, bow much o all costr, sl bow o research other possibilities
Although the network sdministrator isn't kely o know everythiog sbout o} company
azseds, be can belp the business manager {whose role is deseribed Jater) with detalls ke
preferred vendors and the computer nesds for an aliorstive shie
Keeping tabr on the components of each machine on the setwork iy another part of the
network admmistratoss job, and this Mmd of information can prove valuable o the
plansing process 1 for exanple, the main server has an 1DE controller, there’s oo pant
iy baving 8 SUBT tape backop systom for  anless you also purchase 2 hogt sdaptor. 1 this
seems bike an obvious point, think agam Ar one company § kaow of the business
sranager purchazed two now hard drives and controlters withean fiest chovking with the
network administrator 1o see what slots were open to the servers thoge haed drives werg
for When the dav came 1o replace the hard drives, one of the servers bad no Vi-Bus slot

v sattable i&*‘*dﬂm? ;?*» new coniralfer soniees.




The netwk adsnistiaior mo alan wirk an fhe voe of ressnn. Ax the person who
X8 T i R T T ] 4 : ¥
Prexumably bag the mst CORting nnd setworking knowdedge, he has W exphain in the

athers ou the toam Wiy IS not practical 10 veplicate all direciorios OO another server vig
# mwlenry or what the PETORE Capacily faits B fape devices are This kind of 1o oy
advive is vital to bl the suness of the plan and the notwerk mbministratory Sanity
Mazcﬁ of the fespotsibility for developing ang inplor menting the plan will g sly reet on

Wiz shoniders

The Bushuesy Manager

The business rransger nught have (o a4 as another Kisd of voioe of reanon. Ax the person
with the hest ides of the company fnances, the businesy marager hag to take the priving
shwmation thit the netwink g Fuininteator provides and Fafunoe # apningt how much the
corapany van spend on o disasier plan. Although § swould he nice o believe thy there's
mo fmit t how much y{)z._zs' COIpRRY i prepared o spend on this worthy cause that
simply B30t procticsl There's 8 prnd in the wompany running short on operating
expenies in ardes tn oser-prepare for disaster -~ ite the b of the business mangger to
ke sure that thiz doesnt by ppen. The personne! manager wanss to ¢ magke sre the sialf is
able t work and the network administrator wants 1o keep the network gotng, st the
bussiness manager i responsble for making sure that the o Cosapany doesn’l go broke
fulfilling there poals
Part of aot oy broke in the fave of dinaster e in making sute tha appropriate
msranee covers the possibifity. The bBusiness manager should bring all relevam

insurance informeution to the meeting nc huding ooverage dats {or the following:




.

v Casenlty claios {Bom both emplovees and costomen)
¥ Properly dammge clatma

< Business interreplion clanms

Fhas business manager can provide other information that's neethl 1o the disasior plan A
the persom in charge of purchasing, the bosiness manager should Bave some kind of
inventory of the Ci.}f‘:‘,zg??ﬁ_.?ji_‘{‘fi Bardwars aserts - oven i the network administrator knows
what's in each machine, he may nod bave 2 compeghonsive st Why does this matler tn g
dispster vevovery plan? Two reasons, actuaily. First, s hardware mventory makes i easior
to know how old all the hardware is and prepare scoordingly. Becond, 8 bardware
ipveadory i omeful for knowing what aatve pot around to g the nebwork or individual
POy To kewp the Hal sovessible in case of setwork disaster, don't kesp it in a database on
the seresr -~ an wrasable whitehomrd or chalkboard works better -~ and 8 copy of the

comgplete ot should be stored oif-site and updated periodically

S22 PREPARING FOR VIRIIRES
Since they started getting 2 Jot of press about ton years ago, computer viruses have been a
maor comeesn for businzsses In 1991, 1 saw one office shut down s computer

1

operstions entirely for a day, becausy i was Michshungelo's “attgck date,” wd they
weret taking any chawces (None of their machines had tosted positive for the virug,

neidentally, and all were stand-slones except for oue on a Bne o thel main office )

By




drive T mt infected vot 1o a DI and poll off the files that | e cod, reading the

t3 3
R

T
my msching. S63 no infection, | it B thar fides on the foppy. Mot a problens
Ther, | onesd o rebont for sne reason. Wih the disk in deive A and the door siosed. |
presy {f"i'.s'i».‘- A el o rectant the eompatter. When the conputer halts during the rebont, ]
sotice the Familiar Neavaystam disk message on my sireen. | ohastise myself amd remve
the digh to finish bowting,
Mow, P infected. Tve made vy compiter aocess all the files on the floppy, looking B
systean files fo bood from, so even thuugh noue of the e were bootable the virus ok
hold,
Ethink that this dormam stage of vivuses {s what makes them an seary b many people.
Yenr trust & comyriter with yiny data, and the tden that i 4 bt suddenty o oo you and
format your hard disk 2 an in approptiate tme s more than 2 little wesettling Let's tal
ghont how 1o avoid thig unsettling behavior

5223 Preventing YViros Attarks
The comparison betwesn biological viruses and sybernetic nnes has been made so many
times that 1 refuse o make it again, bot it's pretty scourste, I you're Bving in g geroefree
EOVITOIINESE, you wor't g sick if you'te conymiting in g perm-free STUVITOmINent; your
compuiers wont get sick Let's take 2 look af some of the mgasurer that resbwrid
SR pTISeR Afg asing 1o prevent vires stlacks,
reasmtinn Servees. Today, whew mwwe than u T people wark at home g feast part of
the thme, i3 impraciical o Brbid prapte to bring Boppicy to work, bos you £an insist on g
gquargnting period. reste a company policy requiring people 1o drop disks off for

e

shecking when they first bring them in and before sticking them into s floppy drive.

H8




Fhen #'s up to you to viras-scan the fuppies as quickly as posatble. Do i early in the day

i yoi can o that puopte dont tart ducking the Hoppy bin hesanse of delays jo petting 19
R %i}ai{; data B vow've god an oxtra stand-alone maching tha VIRE BTy UEE a5 10 vinuge
checkor, do so I not, st run the vhue checks on any maching that vou know is clean I
the seanmer detects o vins, olesn it

Hvens follow this provedure for overy Hoppy thay comes in the donr of viner officn, oy
showsldd be 'ﬁsk‘ e prevent most viras atlacks

Eduemte Users. Tdvoating your users shout virs atlacks goes s fomg way towsrd
preventing virus attacks upon your setwork. Tell them what vireses are, whe v they can
some from, what they van do, and bow the measwes vou're instituting will prevent
infrctions  but only with help fom thewm Instiuting 2 mandatory disk-seanning

program, for example, wou't help st Al i€ no oee bot vou understands why vou'rs doing .

Bonning Fflective Yivus Scans

You an perform g real wall-to-wall ssarch for viruses on g machine if vou do i right,
First, belore scanning a maching’s bard disk, format s Buppy 1o be g system disk and the

copy your favorie vires scanner onfo the floppy, Next, cold boot (e the machiog off

’

o~y

and then back ow} from the Hoppy to restant the machine. Then run the virus scanner,
Why cold boot the maching first? Some vinuzes can {ake a reboot onless vou've sotuslly
turned the machine off

Serewd, make sure that vou opdate your virus scanner repularly. Most makers of anti
vis 50 i%%:zz.f: run BESs of updated viras signatures. Download these on g vegudar basis,

Bemember, there's no generic “thends a2 virus bers” dignsl, most scanners work by

&%




fooking for aignatires bolonging to specitic viruses Bven i i3 2 onmmon virus, vour

sesnnge Can't fud B owithors knowing bt ok for 3t

e

SLINETWORK PREVENTIVE MAINTENANGE

A network is g colfection of slectrically-preered pleses of sauipment, eonneoted vig
catles, and running programs. In onder i the nelwork fo waork progresly, every pioce of
the network r;ﬁz.zsi wik property. Network proventive mairienance {HFRMY s converned
with anything that can be done 1o provent any component of g network from failing,

A retwork is not just computers, therefore, NIPM is not st concorned with Mowing dust
ot of PUR Bach congsamant of the aetwirk {eabling, sorvers workstations, peripherals,

and 5o on} has s own special usage and maindesancs concerns that must he denlt with in

ordes to provide maximum vetwork relishilisy,

While praper proventive maintenance of any sort provides the opportunity 1o detert and
correet problems before they beeome Bailres, # cannot prevent all fuilures. Just as no cor
drives forever, oo netwosk rong forever, AN a pood NPM program can do for your
network is detect and prevent move problems than iF NPM were not doss Mo DIPM
program van possibly detect and provent afl filres, and eventually sny network will

bave {0 be replsced

- The NPM program Bself doss not determine the reliability of the system--the guality of

the gystom i the most siguificant fctor. A low-quality system raquires more preventive

maintensnce than a high-quality system, and since proventive malntenance cannot detect

Ped




and prevent all faitores o Jow-guality system waslly has mors fathures than 2 high-

sl

stent wo malier whal provestive sainienanor program is in place Thorefors, the

resplts of any MPAM program depend on the qus ality of the network Hself This means
more than st handware components-g nebwork s 2 colleetion of hardware aweh sntbware,
alt connected somebow The guality of the software, connpeet s, and bow averything in

~

asceribled bas to be taken into sccount when asees ssing the overall quality of » network.
The best NPM program in the world i for naupht i your cable plant is ponched down
with a pockethnife, your PCs are second-band clomes, yous wse only discount soflware or
shareware, every time you install any sofiware you do i differently, and vour network
documentation consists of 2 folder holding user's guides for some of yourr eomputers. The

guatity of the network s delermined not ondy by the guatity of the Hems you buy, fa aleo

by the guality of the effit made 1o Install and keep tack of thees Hems

There are three things that need to be done befors vou'll have s succensfisl NPM program:

¥ Dho it vight the first s
¢ Duphicate i the sume way every ting

¥ Dhyagment evervihing

5 they pertain io the various

fn the following spotioms, we diseoss these comcepts

compemenls of 2 network, and examine NPM concerms Bior sach component.




AL POWER
Prory plece of equipment on ving LAN regquines oloctrieal poiver. Tven the hubs and
MALUs that do not slag i AU ootles set thetr power from something else that dosa
plug ot an AC outlet There might st be niuch you oo dis shout the power the utility
company provides you, bat that incroases the inmretance of what sou can do

Fhs 8t Righs
Uit vou know you have pood, clean power, you abways have o factor power problems
into gny troubleshooting situation. How can vou make sure you have good, clean power?
Base thee information on actual testy of YOUF powes, ndi someone’s casual assessment

Fathares cauvsed by power problems can cog vons dozens of bours of tronbleshonting, a»

well as thousands of naira
Puplicate §
Mube sure all vour wirtng cloults are equivalent. Dowt mix snd match cirouits of
different load vapacities, v pd twice as many outlets op nne feg 28 on another,
Fsassment 8
Make sure vou have an up-to-date floor plan that includes the electrical wiring diagran,
it should indicate where the clroult breaker panel and ontlets sre, and should clear] by ghow
which estiets are on which cirouils,
Edys sonedd Drow vy

Dot Just assume that you have good power. Until i's been feated, azsume vou dow't
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oy
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your convert By your LAN server and associated cupnipment by having # special

deticated and isolsted ground cirouit instalisd o st for thems




UPS SYSTEM
Yo UPS avstean ds supposed 1o prodedd vour oritieal epsipmant and provide suough
Battdry-povared ramtime to allow B 1o be shat down properly during 2 power failure, Ag
z:_z::ch,, it typieatly spemds 9999 percent of Hs time doing very Bithe, but then suddenty
meeds 1o be dobng i job exactly right to prevemt s very serlous problem. Propes
preventive matntrnance B yoasr LIPS aysiens s easential if you want 1o be alile 1o vely on
#

Fie §r Right
blabe sute your LIPS system 15 hige enough o handle the load of sl the equipment you
have plugged into 1 Adso, while we usually think of UIP5s a8 providing powsr duving o
povwer fathure, they shonld also provide conplete protechion from zags, spikes, surpes,
Eadt

Duplicate §

Hovouw bave move than one UPE kerp them the same. Thiz means the instablation and

matnienance procedores are the same reducing the chance for srrore 1t also msans that

e

von have Hikpercsst swappable units 1 the LIPR on vour most important pigce of

euipment fails, you can replase ¥ instantly with the UPK from snother, less-critical prens
of %ﬁz.;;:ip;rgsss:'zi without spersting a fsll dav reconbigueing it

Pocasment
berp vopior of the orginal is:f;*f-‘{}i::m,_ angd register the units for warrapty parposes.
Ciocument the expected hattory §ife and mnke 3 nobe o Yo to-do Hat that informs you

well iy advance of this date. Document il test and montoring resuls, snd analyeze them

periosdically for any trends o sberrations,

¥
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The trouble is Hhat this kind of regction in oxactly the one that vires suthors are Ioking
for Lathnire the femaity and toalont of some vimg s aisthors, b Dihink thar wriling viris
programs g totally asinine way to spond this tenacity and talent. The bost way 1 can
think of 1o encousage them to find ancther mutlet for their akiths ix to spoil their fan To
that f:z';{i,_ fot's talk about some ways i which v can avoid vires atiacks, nr recover fom
themn without mach diffieudty

B21 1 Undevstanding Virages

Computer viroses are not supernstural. They possess no stellipence and cant possibly do
yous any Barm unless you fot them,

How would you let them? By letfing an infocted Hoppy {the most common meang of
’E@zf{*{:ﬁis%ﬁ} o your commiter A virge can only ot {0 yoaw systens in o of twe WRYE

during bool-up or if you run the virus's program file Esgentially, vour compiner saust
aceess the virus progeam in some way in order for it 1o take offeet. Whether this happensy
by buoting From the Hoppy ~ even sy sborted boot waially infocts your syslem ~ or by
running the vires program is irelevant {By the way, an infected foppy doesnt have o
be a boot disk to infect vour maching by leaving # i deive A while rehooting, Any
infected dish mipht do the trigk).

£.2.2.2 How does » machine cateh g vism?

Ned gveryone understands how infection works, so it's worth explaining. Suppose, for
examphe, that go out 1o a cliend <ite fo iy a network. While P there, | borrow a floppy
disk 1o copy some code that T want fo review st home. This Hoppy has 8 bonot secior virs

ke B on i, bt | don't know that 1 bring the floppy bome, and stick # iy my foppy




$ow ard Don'ts
P *i;z{ ugs procedures amd budpet money 1o seplace the batteries well in mivance of their
expected fiture ddate. Test the unit repulaely and document the resalts, Dont phug any
~subditional equipment into an exdsting LTS swithent shecking the load capacity of the
LIPS Disposr of used batteries safely and property. Higher spinperatures doeorease 3
hattery's life, s et phisce the UPSn an vaventilated and srowderd cabinet.

{abde Plany
Besides electrioily, the uthar component of the LAN that every pioce of pauinment shares
2 the cabde plant Mo mattor how varied or farge vour network, everything depends upon
the connenting cebling to be working ot 100-percent efficiensy at afl times. Cabling
problems are among the swst aggravating and fostrating problems to deal with, bt a
listle proventive maimenance goos 2 long way in provonting cabling-related problens
Binpe the c:ai_)}iw 3 Beratly just Hes thore, onoe you el # gl 8 tends (o stay right. |
If you only have enough budget money Lo test gither the AL power or the cebling, pet the
cabling lested first, There s less that can go wrong with AU power, and almost nothing
you can do shoot AD power probloms. On the other hand, there are many things that can
go wrong with vour cable plant, and there frtunstely are many things you can do o fix
these problems. Owt vour gable plant tesied an soom s you can, and propare o be
surprised.

By B8 Right
hake suse i%s;;i' your cabling has the capacity By, and i designed 1o work properly with,
the hind of network you arve running Anything tess than Dategory 3 (0at 3% wiving is

unaceeptable for tmdav’s nebweorks, Oatepory 5 {0a 5 wiving is typleslly inglalisd today.




Adso all the wiring nesds to be the same - 4 commun problem te mixing different grades
of whring in g sedwork oyl the erbgdasd sdenrnk was O 3, bt some stations have
been pulled using Uat 5, and the patel cords are o mivture of Cat 3 and Cat 5 O mayhe
some sibver-satin phone cabling was throws in, just 10 make things intevesting! {The

sifversatin cables uend for phone wires are never scceptable ss network wiring

According o Frank Leeds of Seitel, Leeds, and Assoniates, 2 certified vabling expeft,

sixing different grades of cablivg crestes impedance mismatches that can caus

The wiring isell s not the only thing that needs to be categorvevertified Al the
connectors, punch-desen Blocks, patch panels, hubs, and dation jacks nesd to have the
same rating as the wiring 1 you sorimp on one Bk in the chain, you've orippded your

entire cabling sydem.

all thy best componenls won't do you any good i the wirlng is ned
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nstatted properly. Crossing wires, untwisting the wires too for from the connectors, of

a0t securing connections proporly can kil any cabling syt A quick survey of v

wiring closeis and 2 couple of statinn acks should give vou a good idea of what vour

whole cabling plant is fike. The fz st Hing oo de, owever, i o get vour calde plant tested
by a certilied cable nstalintion company, Pach and svery run of wire nesds 1o be tested 1o
engry that B mests the specifications of that catepory fevel Bince this ten typically

invludey everyihing from stslion jacks to patch panels, i chiminates the need 1o tost each

component individusly and slsn indicates the pversll quality of the installation. ¥ the

3
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surshers aren't up to specification, youll have to stan digging in to find out if yor have
substansdard wall plates, poor 1astaliniion, o pumsibly pven the wiong cabling.
é?:gpﬁ;:‘;gs{f 4

Wire wll the jacks the same way, Avoid having differen station jack configurstions as
much a5 poasible This ik fkely 1o cnnfime you, and guarantesd to confuse YOUE HAOTE,
While # is a5 easy fix to make, utpdagiing a telephone from a data jack can be avoided
Make sure that you have specifications and part sumbers for all the somponents of vour
cable plant, so that when (not i) you bave to sdd more pulls fo your plant, they can
exgrtly mateh vour existing pulls

s

Brovwsent §f

Y

Documenting the vable plant §s 2 olassio case of "pay me now o pay me later® § s 5o

e
i

tempting 1o fnally get overyiling working, and then jus walk sway from i Onee B s
wiorking, # should't break, so why bother dooumenting 17 Here's why — becauss there is
noy way thal your compuler systom and phove system will not change in the aext fow
years. bvery munute spent Jocwmenting 2 cable plant upon installation would have {0 be
multiphied by ten 1o do the same job down the mad Besides, what bettor thue to

straighies out any problems than right after the confractor bas supposedly done the inh,

b

%

right? OUrmseguently, Suure changes ave unislly implemented based on assumptions tha

bear mo relatinmahip o reality.

Dogumentation should include not only g marked foor plan, bt each pull should be
platnty, cloarly, and unambiguonsly marked on each station gack and #e torminating end

i the wirtng closet

.
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s and Doty
fqo msuene that any cable plant - neer or et - thoet bas not been fesied and
documentod s out of compliance with specifications 31 vou have an undested pland, gt o

tested and dovumented innmedislely

¥ oyon are insialling 2 new plant, make surs that the installation contravt mohades » lest

L

or ench pull, Al the reanlts should be provided to you Ones the contractor &s dons, plog

in & server and varry 2 lapiop arousd in each port to vertly that 8 can connect o the

server before gooepting the job

Iust beomize the comtractyr can pull o wire from one corner of your bullding 1o another
doesn't mean it will wank Fiherset typically ts Hmited to 100 meters {zhout 300 feet}

from hub to workstsiion, Make sure vou know amd day within the Hmils of vour

garticular witing and networkmy specifications
Hubs /34U

Krep hubs and MALs sdry and clean, also, make sore that you know what st the blinking
Hghts snd ewitches do. I you ave having 2 system fatlure that you think is caused by
sometiing in the wiring, it helps to know i the Bght on your bl or MAL i supposed 1o

b flashing green o solid red to indloste normal opesation. Dot forget to clearly snsrk

alf units, as wedl ag the cables interconnecting the units, with deseriptive wentifiery,

g
wd




I vol can't get any more of the old unils, #'s time to replace everything Life is ton short

o gpend 8 frving tootenck dows fncompanibiinios berwern different makes and nundede of

hubs and MAUs

Workstntions
Fvery s §ihink Tve found 2 great prevestive maistenance for workstations, 1 discover
P breaking sbont ac muany unis doing the proventive maintengnce ss the number of

units § any possitdy saving from pramature faiture

[ ihoughi that cleaning fluppy disk drives made » lot of sensr unil | read an anticle by a
drive manufachwer that wated most of the cleaning sololions being used worg more

festructive than jug fetting powk build up | thonght that Blowing dost put of the insides

~

of Ps with cans of air was a prest {atbelt mesey) idea, unill an engineer pointed out that
there was a good chance of astually forving dust and dirt into the cracks and crovices of
the slectricel connectors inside the computer. Heck, some monitors require special
cleaning solutions even to clean the dirt off the glass? Um almost afraid 1o orack a cover

anymore for fear of the damage mudving the gond

Frer § Ripht
Ty the highest guality computers vou san, beeause cheap ones take more suppost sl
canse more problems than nwwe expensive ones-nod overy te, but far ton oflen o bet

apainst i
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Frsplicate B
Whatevee you're buying iy o bay onby oie nube st model and shways set them up the
same. Or, 3 vou have 0 by more than one type, ry to minimize the differences us nuh

as possible. Always set them up the same way . ve found 2 very effective way 10 do this

is to creste g vvsszisw;z model, then copy the mmage of the entive hard disk up 10 the

o
‘-\a\

mrtwork, Whenever |need 1o install 8 new computer, T dmply wipe nut #3 focal hasd disk
and copy down the master mage from the setwork aller booting up Bom 2 floppy.
Alteraard, 1 need 1o mmke only the personslily changes (TOPAP addresses, LU
aspignments, user of computer pame, and so on) Whenever T want 1 make 2 changs to
my workstations, T e the master image from the network as 2 model, and fipure out the

best way trvomabe the changes to it O eourse, this only works ag fong as usors aren't

customizing thelr individual confipurations 1o much,

Ervasnent §
By my opinion, the toughest thing 1o do on a network is fo Jocoment and track the

ropfigorations of the workstations There are so many things o track that the offort is

pvenwhelming,

These are some of the things that vou might have lo take into aosount when plapuing to
fix or apgrade 2 group of workslations. boot-up configuration {sontents and specifics of
PG RYS and AUTOBXEC BATY DOE vorgion {and REY level), Windows version
gl whether é? are Iocal or not, ROM BION version, MIC BIOE level, whether the NIC
Hag a4 BRC or UTP port or both, NIC tvpe, available card sloty, available drive bays,

video card type, number of serial or paraliel ports, other equipment mstalled {sound




sards, SO aduprers, and 50 ond, moame type (PRS2 port, bus éaw‘l or serial potll, free
dick BpRCE, seviad pumbse oy naree, user location, and station ack 153 Mo matter oow
sophistivated and complete the brventorying software 35, 1 seem to always have to go o
and dosument something by band. The more you san collest aomatically and
shectronteally, though, the better oft vour'l be. Don't expect sny package 1o do 8 &l for
you. | recommend using the bt workstation mventorving package vou can afford, but
sncderatand that vou'll probalbly have o document something the nexd time vou consider

-

mnking wholesale changes o vour workstations.

oz gnd Bon'ty
Pow't crack g case widoss vou really have fo Ty to keep workstgtions st of barm's way
arvd never fny thenr flat on the Hony Gihe diviiest ansd dustiesd compaters are those plaved
fiat on the floory | prefer putting sl workstations on the flnor in g vertical éstrssi‘iiam with

t the kevboard and monitor on the deskiop,

§.4% Conunpction
wiake sure that the station iack is seowrely fastenad 1o the wall or partition. Loose "biscult
jacka® nn the floor are unaccepiable; they got kicked around and eventusily will cause
probloms The sttion cable smit be the same category bevel as the main wiring Never,
wnder sny chsunstancs, use sibezrsatiy phone cord B 2 station cable, Doubla-check
that the s_:imif:;n zable is plugged firmly into the NI I the station cable showy any signy
of wear {lonse connestors oF cuts in the shistding), replave it irmvediately, Using a fraved

o d-effr ctive station cable is ap invitatine for worksigrion ke

an
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Havibware

v

Lise the hest cquipment von oo falk the financial & partment into buving, and purchase
a8 fow different models as possible. Pusclhase evervibing from ong aanofaciurer 3 von
can {That way, you ondy have (o aate s relatiorship with one tech sopport departiment?)
Randardize mipch g 5 yom can, but restize thal youll never be abde to standardize
everything
{dmornfing Xystems

Keop evervone running the same version angd revision sumber of the operaBing system,
ey 1 Pwant renoving nowss verstons from recently purchased computers, Better
fave the devil vou koo than the one you don’t Mew versons might solve some bugs

vonrve Bad io wank around on the obiey version—tag they are almost gusrantesd to oreste

new problems for ehich yveun will have to figere out solstions Try o koep evervone using

the same versinn, upprade only afler complete and dhorough testing of the new version,

Being the firgt one on your bloek 1o foad the newest version of any program simply

v

means you get 1o he st o omsh and barn,
Applivations
Evervihing that is frue for opesating systems s trop for application programs. To make

M

e simpler, more maintainably, and suwh more reliahble, ¥ advooste loading all
applieations o the wetwork only. W's much sasier fo support and spprade one
confignration pn the netwerk, sather than s separste confipuration on easch workstation

arrosy the network, What might be fost in sustomibeability and peribrmance s coriginly

made wp by reductions in suppoet, mabvensnoe onsts, and downtime, Centyalized

11




apphicstions should invalidate anvone’s arpument that the nerwork is down oo ofien 1o
deparnd on
| Kervers

P lewey of cracking the case on a workstatinn, and therefore m reactically torrified do
crpck the sase on g fike server. While dropping 2 sorew or bending g counsctor o1 4
wotkstutton might toonveniencs a user for a duy or so witle | get the PO repaired, the
syme simple ervor on the fle server will inconvenionce me ustil | get it back up and
mnning This s & renson o never make any changes o the file server an hour before

sryone starts work. You'll end up starting vour explanation of the prolonged server
problen by saving, "All we had 1 do was 7 or "B was supposed 1o be s fve-mingte job
that 7 Ty working eardy oo Saturday morniops instead. Thag gives vour gl day Saturday
ard Bunday b recover from a failore  one ooours. Cther than that, the same admonitions

and sdvice piven oy seorkstation alen apply for servers

Frinters
Printers are arguably the most complec amd matutenance-hungey components of 2 LAN,
hust the fact that these devices can pick up ondy one plecs of paper ol » time, Bed #
through a serips of vollers and puldes witho teaving # 1o shreds, and print something
fstelligible on # 15 amaring Laser printers not only do that, Tt shso bounce ¢ beam of

it off 2 redating wirror, ondo s drom that clronbates through o slowd of carhon

.
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~
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oy
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particles and crestes toad and graphics on 2 plece of paper By defimition, » oy printer
actustly prints using smoke and wirresst Yot §find that most, f not off printers are

sprored and under-maintaingd. The only thme they ueuslly get any atlention is whan they

finatly fail




Bio §¢ Right

oy the hest guality printers vou ses alford. Koep i sinsd thit cheaper printors or off
hrand printors oan ooly chiim to cmalale the printor you know you ought o buy
“npiate” means thig an ofRbrand printer trizs lo wink slmost as well a8 the name-brand

printer

Pruplicate B

fyst bee

5 posaible, and swhenpver you do install more than ang of
the sams types of printer, configure them fdenticatly.

roossment

Mover, under any CHOUNSIANGS, boan i the user's manust for 2 printer Keepiima safe
3 you Bave 1y 1 is almost bnposst! Bl to guoss, remember, of Digare put hosw to amnfigue
a printer. 1F your printer has lust its sottings v someons has changed then, yini'th noed the
sl in order to know how to reconfigure it Kae wing how to reconfigure the printer iz
paly half the batthe ~ i yon havent documented the working configwration, youlll have to

start from soratch agaim

s pasy 1o wasts half g day or more gat wing all the seftings exactly right. Fven then,
invariabiy, somenne will complain that thetr spreadshests “just dond print the same
aryrmore.” To a pitfer-proof safe you shin 1d heep o user's manual and configurgtion Hating

for zach printer

Fing gnd o'ty
e halanced s your printer shaviag? Are sif your printers being worked equally? Do

o gven bave any idea heww many papes each printer i prioting per daviweck/month?

83




Remember that overy printer bas a rocommended duty cycle {usuall y described as the

.

g minthor of pages por monthy and H yowr printees excend this, you've more apt
1y have probiems. 1 you have one printer diing more work them otbers, it ks sense 10

sobate them in and out of the "hot spot” so vou dim't have s premature fattere. Bul o find

'4

potetiad problems fike that, you have to know how sch you are printing every month

RKeep # clean! Linfike PO, printers really theive and appreciate being cleaned ool 08 8
regbar basis Clean off the porona wires and gt any gxoess paper gunk out of the feed

assembly; abways follow the manuiaeiurer’s recommendations
.mé FRNVIRDNMEMNTAL FACTOIRS THAY AFFELT OOMPUTER NETWOREKS

Most netovorks bave # cemrslly focated srea that can safely bouse gl of Hs nepeork
apphiances amd survers, Within this roum s 8 sltitude of special features that can help to
protoet the computers and sther suvironne wtally “sensitive” equipment from faling dug
t5y extireme femperainres

Computers, Tike most other electricad hardware, are affecied by lfemperaturs, moistare,
vibrations, and electrical imerference. 1 the computers are gxpomed 1o these clements,
they van act wregularty and somsdioes fait Luckily, there are standards thd protent
compater components from these siustions

{ables:

Undermath ;%;a protpction of post network cubles e 5 frapile fayer of wire {or glass, in
e case of fiber opic) that carvies the data freun ome computsr fo another, Like most

other computer components, this wire 1 aol resistant to moigiuee, heat, or other olegtrical

&4




terference. To profect this cable from harm, o covering is placed over the wire 1o

prodect # from broaking or avcidesdally becoming wet

ables that bring dats 1o networks come in different forms, from sopper i Bber optic,
The type of cable detormines the length thel ¥ cen be When s cable oxcoods the

revoapmended distanve, the signs! beging to fade The table below lsts the types of

e

cables, their characterintios, and the distance they can carry a signal

. : e {, ; B/
Hiltane ¥ Fewible, uses BR4S connector 10 mg t
foer

tosa flexible th s
_ o o ) o 185 metery/B07
HMazel 101 Book ¢ 02:!;‘8?{‘%5: ether ’*»‘imi b ivamexmiid a5t '

foeg
i:i’ e f}*h%

Troes nod do well s tight iﬁi?:é’!ﬁ{éi’?fﬁ a‘.ti‘ zc:.?;rmfzim_
bed bl

Fiber optic Carries data pxtreme distances. Fasity broken, 2 kilometers

fragile

The Network {pcrations Center
The Netwerk Operstions Ceater (MO0} {6 the bome base for all of the imponand servers
iy your nodwork The NOU enabliss you to contrally manaps and keep a vlose eye on all of

your networked data

An MO above ail else, needs o be secorre and able 1o bouse sl of the date and servers.

«

Normaily in a locked mom, the MOC is o seoured room that i3 equipped with different

types of fire suppression {Halon, Foam), o




temperabure control, A price canwot be put on the salue of your data, @ this romm should

pever be commpronseed any way

Room enditions

The room conditions of your NOU should be cool, dry, and temperature onterstiest
Conrsters and other electrical pquipment do ot Hike lun sdity, beat, of extrome cold, so
you shouhd be very careful o regulate the tomporstare of your NOHI When a compuber
everbrents, there is no guaranion that the daia on your servers can e say e,

Plevmise coppuler equipment 18 very seasitive 1o moisture, von need to use a form of Hire
suppression hesides water Pulting mat o fre in your NOS with 8 sprinkler system would
ruiny ot of your computer pgoiprsent Vhoes aro many diftorent types of foans or Halon

wsed to put ot fires guishly and safely, while miniemizing the potergind damage to your

sompager erpupment

Mintmizing Flvctrivel fnterference
Plectromagnetic inferference (EMI) can wreak great hawoo on any fype of computer
eouipment. You might be aware of certain tvpes of speskers that am magnetically
shipided to provent slectrioal e forence. However, magnets aml computers o't mix,
a0 this cnncept unfartunately dossn't mesh well Your alternative to this is 1o kesp oll of

yegr computer guipment away lom oy clectricnl ddesice that may internupt the

computing power af your data

&8




CHAPTER 515

CONOCLUSION AND RECOMMENDATION (83

.1 COMNOLUSHON

Thiz project is of high technologicalfterhwical status andd goonontcal value fo any
Chyanization once implemented fully. Looking at the cwrent increase in purchase of
comprier systenss in varions depatiments of T LT Winng, there could oot have been 2

hetter time for sesimizing 23 performance by having sl of thes oo nevdied on @

petwir k.

.3 CONSTRAINTS
t enconntered shipht diffiaulty before T oould obtain the Master Plan for Bosso Campas

This aused work on the profect 1o be delayed for gquite some ine,

5.3 RECOMMENDATION (&)

1 strongly recommend that this project CPROPOSED LAN SOLUTIONS POR ANY
CORGAMIZATION: A DASE STUDY OF F LT MINNAT should be fully implemented
by the University Administration in ihe nearest fatare a0 that both Acsdemic siafl and
students a5 well as the univorsity commurity at lwge can heneftt from the numetous

gaing of this Local Ares Network,




The Master Plan of the FULT Bainns Howso {ampus, and other essertial documents

casily for atudents wnrking on popets ihat involve work on the

sheashed b provide ,
catrpus s as ol to delay their project ik

§ swentld slen fike to moommend thal onoe this project bas been implesmeted, o simlar

S

one shonld Howise be ioplemented gt the FULY Minng Permanent Bite.
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