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CHAPTER ONE

1.0 INTRODUCTION

o doubt, the goal of every nation is 1o develop {0 @ Prosperous sooiety

RES

where all the necessity for high standard of Bving 18 accessible 1o every

However, for such prosperous nation to realize 15 dregm, U8 seounity s

he of paramount interest o s government. hence, the use of electroniw

cavesdroppers by securtly agents,

An Blectronic eavesdropper 15 an electronio device wsed W ieroept

comversational or communicaiions without the knowledge or consent of at

teast one of the participants,

The elecironic eavesdropper fs divided into five sections of opes ation; the

poswer supply module that delivers the deliver direct current voltage 1o the

entire systerns, On this module also is an guti-gurge systems meant 1o

disengage the entire sysiom whenaver Surge oCours,
The second stage 18 o wansducer on which audio signals 18 received and
converted to voltage signal required 10 activate e switching module via

gmplifier module via the amplifie mdule.

However, the switching module comprises # relay, ransisior angd paraliel
~orebination of Hin oand Re sant 1o oiedt the ¢ v hase Droim
cormbination of Bin and Rg meant to protect the fransisior Dase o

teads 1o the sudden rise w bass

thermal Tunaway, & phenomonon

voltage or current that subseguently destroys the transision,




Mevertheless, the autput of the switching module, wsually a vollage signal
is thus fed to a wansducer (speaker) that finally converts the voltage signal

into an audho sound, as spoken by {Crime) Conspiratorn

1.2 PROJECT AIMS AND OBIECTIVE

The g of s project “Design and construchion of an elechonic

eavesdropper” are:

v

i, To develop a simple low cost sgeunty device gimed at easing the

-

franeind difficulties faced by secunity agents w importing {oreign

i, To stimulate the mierest of studeris to take up research topic in
the securily industry, thereby helping our nation to develop 1
SECUrily Seetor.

i To demonstoate the relevance of electnenl and  computer

techriology 1o security,

1.3 PROJECT LAYOUY

{hapter one of this project introduces the malor modules that make up this
ororect work, 10 alse desenibes the working principle of the electronie
cavesdropper as well ag 115 objectives,

Chapter two reviews some of the related work done by other people 8o as
gnsiire successiul breakithrough i the vesearch work)

Chapter three presents the detatled design/oalcgdation of the elecuonic

3




eavesdropper incorporaling power supply with anti-surge protection. The

by discussing various modules that meke up the project

The nest chapter discusses the resulr obtained from simuiation, how the

various modules were construcied, the testing of the hardware and the

/'

Chapter five discusses the conclusion, recommendation and reference of

hooks consubted during the course of work.




CHAPTER TWO
34 LITERATURE REVIEW
Historically, the most form of electronic eavesdropper is that used for wire-
tapping, which monitor telephone and telegraphic messages. The use of tiy
deviee is logically probibited n virmally all jursdictions for commuorcial
and private purpose.
Wire tapping devices date back 1o the beginning of telegruphic
commmication, In some countries. lke, United Rwes of America oy

exarmple, the use of such devices was legally forbidden as early as 1861

o

Dhung the late 16

s,

ard 177 century, electronic eavesdropper emerged 48 g
distinet seientific discipline. Concerned with the electronically desonption

wa

of the electronic eavesdropper, 1t was based on direct observation and

the rise of mechamisiic rationshsm,

The breskawsy from the ancient theories can be frrand 10 the work of ihe

A

American seientist Allen Frey of Randomeline securty Ine. Ho owas

nterested more on how such syvstem could be used in detecting crinunal

5

hideout by placing a wansducer at a distance of fow kilometers using 4

5

microwave of low intensity. Allen’s work did not really come out because

of the adverse effect of the microwave has on humans, In the confest
ontroversy over reproductive hazards to video display fermingl operators,

fose Drelgado, a Bulgarian scientist, write of the alternabon in bram

funetion of amimals exposed ot his microwaves during the course of 1




hvpothetical stage. This he advocated was not a device ft for crime
dotection,

Sumtlarty, Ross Aden, i support of Jose Delgado, rejected the profananon
of Aller’s invertion and calls the CIA 10 take responsibiiity of orime as o
matter of pargmount wmportance, thus developing another device for orime
detectton that will not have adverse effects on the human generation,

Furthermore, 2 Russian secunty officer, Ram Kessler of the Defense

Advance Besearch projects Agency, first prompted the Uk CIA with the

prospect of an savesdro . He said the device was not meant o

radiaiton just as the contentious microwave, However, owing 1o the
inabtiitty of the system o detect any strange aik/nose at a distance say fow
kilpmeters, he proposed that sclentists can be encouraged o improve on

257

ueh system, thus witheut having any sdverse effect on human,

Jan Swamerdam, e 1976, however came up with his security dea by the
use of an clectronie device with low microwave ensity $0 as o mprove
on bam Roslow’s proposal, this be called "Moscow signal” regisiered at the
Ameriean Bmbassy i Moscow. Initially there was confusion over whether
the wignal was an attempl o activate the bugging device or some other
purpose, Thers was suspicion that the low intensity microwave could sull
radiate and emit radiation even at g very low wiensity,

However, Dr. Milton Zahra, in undertook 1o analyze soviet Bierature on

microwave for the Orirmoal intelligence Agency (ClA), wrote for ¢ non-

L




thermal irradiation. Thev believe that the glectromagnetic field mduced by

fow infensity eleciromic epvesdropper using & microwave could have

adverse eitect on humans, However, gocording to Dy Zabra, this adverse
etiect could only becomses noticeable with vepeated or continuous exposLre

of a human bemng o such a device, which of course, when planted in an
exposed environment would not achieve s desired aim,

Ea

Generally there gre two kinds of electronic eavesdroppers, Une takes

advantage of equipment already present on the targets premuses such as a

ielephone, radio, photograph, television set, public address loudspeskers,

computers and or power supply,

Naned
:
Ve
~
T

- other does not use the above media byt consist basically of a radio

&

s

receiver capable of receiving radio signals over a wide band of wavelength,

in the former case, the targets equipment 19 said 1o have been compromised.

The compromise of the targets sqguipment iakes advantage of the fact that

any toudspeaker 15 capable of funcboning first as well ag 5 microphone,
also the convenient source of direct current power are gvatiable within the
soiprnent or that the squipment 8 connectad 1o power or signal lines that

an frans

t the miercepind conversations o some plage where recoading

can be done,




CHAPTER THREE
38 DESIGN ANALYSES
INTRODUCOTION
The advent of the modern day electronic eavesdropper has provided safety,
spcurity, time compression, cost reduction and technological advancemen
3 the secunty mdusiry.

sives a complete desoription of the various modules that make

.M
o
)
&
Ty
e
(o

a
=
b4

a

up the design and construction of the elecironic eavesdropper. The

sround of each module 5 dealt with, The block diagram o

theoretical bacl

the slectronic eavesdropper s shown in fig below:

Power Transducer

module wiodnle

LY S PR S

Sndio Auhio
‘é ey S .
m-::uiaﬁ.r:

Sound

Fig. Shows The Block Disgram of The Electronic Eavesdropper

The four sub-systems that make up the electronic eavesdropper cirouiting

ares power supply module, transducer module, amplifier modude, and the
andio module as Hlustrated W the block diagram above. It shows the

nrocess leading to veport of audio signal an the transducer (microphone)

iyt

~&




vy module is the powerhouse of the entire system of the

”gvae‘: ».;3 x"ﬂ ; "er’; ¥
ssually after rectification) s fed

clectronis eavesdn PR, {15 putput u:i’:ra%{i
subsequently converted into sound

PR R

electronic eavesdropper and
an audio signal usually produced by human
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jdent on the fransducer where {51 then changed

Mok
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e it undergoes a series of amplificano
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POWER SUPPLY MODULE
s o osupply 4

28 43,

3.1
or operation through the

Majority of elecironic system us
conversion of an a.¢ supply. This s achicoved by the llowing laid down

procedure.
odule (s Hlustrated i the figure

7YY

354

The block diagram of the power supply

o

i obelow,

LTI AVSIL
% PER TR WAV l_‘_’

ook S L S S
A
Fis 31 how Block Diagram of The Power Supply Muodule of The

Electronic Eavesdropper

transforney

rectifier (hridge roctifior)

N
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313 TRAMSFORMER
A 240 Vrans step-down transformer 13 used to reduce 240 Voo From
EPA 5 ‘””‘i“"’ 1o 12 Ve, which s rechified, o oive 2 rectified oo output
NEPA sy ody 10 fa VOO, WIHON I8 TeCDIING, 10 gIVO o TOL d G0 Dl

voltage, 172 do by the bridge rectifier,

RECTIFICATION

The term rectitication is defined as the process of changing palsating ac

r

voltage into a do veltage by oliminating the negative halfcyele of the

7

shternating voltage, This project adopts the use of a full-wave bodge
rectifier because of its ability to produce the approximate varying and

reference voltage.

The maximum instantaneous voliage between terminals is: -

e % ‘,.,.

Yimax = YVrong #

Loed

The figure below dheoate bridge rectifier module of the electronic

eavesdroppers power supply.

2A0 e

i L

A

hS

Fig 3.2 Bridge Regtifier Cireuit

9




CALCULATION

The direct current voltage, ¥V do is given by;

mitest be noted that the PIV {(peak inverse voltage) be grester than Vimax,

Alses note that Yronus — 12,

;

Taoninn $hgr £ eI e FO Wi VT e .
From the expression; Vmax/ NI = Vs s e e (i1}

YVrnax = Vs F Y s o (it}
; 3‘,{' # “.1’ :” arn i {»,,“}{)8 )‘V, MMMMMMMMMMMMMMM et o 8550 2 0 R { 2 “-4/2

Allowing a safety margin of 1.5, hence, PIV = 1.5 % 16986V =155V

P

This value of the PFIV (25.5V), prompied the need for selecting o 2Amp

I

bridge rectifier with a masimm peak inverse voltage of 100V,

313 FIUTERING CIROCUTT

The main function of a filter s to minimize the ripple content at the output

of the bridge rectifier. The input and output wavefonm of the filter cireuit i3

shevevin below!

TN Ty T | Filter cirouit | ——

Inpur Wavelonn Cuput Wavelonm
(Filiered 1000




The elecirolyiic capacitor depends on is operation; the property of the

device {capacitor} to charge up {Le. store enerpyy during the conducting

e

halfeovele and discharge during the non-conducting half-cyele,
Below s the nput and output wavelorms of the shunt capacitor and the

approximated ripple voltage.

LAY - “ s
4 k3 2 N i N
/ Y / 3 J K
foo / 5 i
4 4 ; % I i
/ % ¢ % ! 4
I b1 7 11 7 4
7 3 i K i i
J % y
; 1 ! H %
i 5 H 3 /) ke
v :
/ 57 Y4 i
s S f L i

Fig 3.3 {ay; Input {0 the Shunt Capacitor

Fig 3.3 (b Gutput of the Shunt Capacitor

Yo b

Wik N

Fig 3.3 {e); Approximated Ripple Voltage.




The ripple voltage can be approximated by o triangular wave form that has o
peak-to-peak ripple voltage, Vy (p) and a period of Tr as in fig 3.5 {0
above

Considering the charges lost during the capaciior discharge as da in time
T=lde* iy

T el (T ol pem— e e s )

Dividing through by {7, {the capacitance of the capaciiog)

ﬁ.«

Alsor Idoe = VA o/RL and T 1T v s (Vi)

Where Frog the s v, ¥is the load resistance.

Substifuting (vii) into {vi) we have;

But, Yians = Vi{ppyay

Therefore substituting equaiion () into equation (1) we have

Thus Vs / Vil = V{IVIRLEFET crmesmerese o {xiii)

Suhstitute Fr= 21 tto squation (xiv} we have

Y= LONIRLIFCY = T4VARLFC)




By design. v is kept at 2 minimum value of 0.0386 where I = 50Hz,

P

T

(=2 pf, Wmax = 16986V (from equation 1v)
Vs = 12V, RL =212
But Vimax = Id.eRL
Theretore RL = Viras 7 1o wereemememernns e s (X
Henee, v= [/ {_’4‘4’}3?{: Cmax ddely = Idao 7 {4 VIFC Y mas
But from equation (3, Ydo = 0636 Vimax
= (L6336 x 16986V = HL7RZV
Thevetore Id.o = Vdae / BL = 10702V /21 = 0.5A
Hence v = (433 (S0H= {0 (16.908VY)

00786 = (84 7 4¥3 % 50 x O x 16.968)

RV WA LIRIEEL R 3 560 % 16,968

Converting the equivelent capaciiance in gl we have,

0.0022F x 1uF
1OUF

i GO027 » 106 x Tul

Therefore € = 2200u¥, 16V, was used in designing the power supply

module of the elecironic cavesdropper.




3.0.4 VOLTAGE REGUALTOR

' v

in order to obtain a regulated voliage of the desired voltage (Vduo) a

217 A, {voliage regulatory 10 13 used in the design of the power supply It

.

has # 3-pin configuration.

e
€3
Y
B
EO

N MDD i.hi*

Fig 3.4; Voltage Regulatoer LC

¥

32 TRANSDUCER (ROUND SENSOR/MICROPHONE)

The term “rransducer” has been applied to g variety of devices, mcluding

mreasuring instruments, acoustics-energy transmitters, signal convertey ansd
shonograph cartridges. With the recent vast increase o the developmen
and use of electronic measuring systems, instrinentation engineers find i

necessary for converting physical quantity into an electical signal,

I accordance to these. the instrumentation society of America (154

sublished 2 standard definition in 1960 and defines ransducer as a device

which provides a useable output in response 1o a specitied measurand,

.

Considering the function or the role of the microphone in this project in

selation to the ahove defuuton, e measurand 18 the surface incident audio




soumd tnduced into the microphone (ransducery at the toput while its ougput
(s the electrical quantity (voliage signal) that enters the amphifier module
Below i the circult radiogram of the transducer module of the electronic

payvesdropper.

- =2 Micraphone

Fig 3.6 Shows The Transducer {(Inpuiy Module (4 The

Electronic Eavesdropper.

33 AMPLIFIER MODULE

An amplifier is that electronic cirouit that increases the amplitude of o
voltage signal. In this cirenit, a small ac signal from the sducer is
applied to the input of the amplitier and a large a.c signal is obtained al the

output usuaily at the same frequency. Amplifier 1s very importart fosr

security devices like electronic eavesdropper.
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Fig 3.7 Shows the Amplifier Module of the Electronics Eavesdropper.

For the common-emitter amplifier chreuit with transistor (31, the first stage
of the inpui smplitier, which amplifies the mput audio signal.
DESION/CALCULATHON

Yo = (3.50mA 15 sel.

-

To contre Yout (Vo) for lo=(L50Ma

o w Vo - Iofe
Re G

*‘\n
N
\"\
i
R
[
<
Ok
P
g
e
LA
aa
g
Yy
'V-\QA.
1
et
3
3::.
2N
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Vel

= 2R R Sl

37

Vel VLGV =16V
For the ratio R Ry, put V=16V

Vi V=12V 16V=104Y

B, 100 K0

Now Fa, Hp, Re and By apply in the same way 1o 122

Towards analysis of the ciroult presented, valoes for Vg, Vo
I B0 anabysis, all capacitors are open circuited hence, figure A

a5 follows;

[ o 12K
B, I 1O0KO

P2kg2

g redrawn
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Fram the collector-amifter loop:

Ve Vee - lo{Be + By
= 310F (O S (IR 4 TALY
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From the parameter, the J.c load-line can be drawn as shown below:

’Swf(::(: feeed ‘.4,‘ !:;;; ’:??"-?f}},i . g{» o {4:}'48}”}4 . V”w‘?‘{j{.;:ﬁf}‘z’(

/‘h‘ss( E

Y

K -~
.

CErow-atfy 7 A "

“,

mooaaeeq&

o
L
.
A
o

E]

L

o

@ N,

®

%

%

&

%

3

L3

b ",

< .

@

3

* B

} -

IS . Ko .
= 7

(Cwofty O

Frown the de load-line, wo deduce that the iransistor can operaie salfely

within the system sinee 13 Lo and Ve are below the leg, and Vs e

34 MODE OF OPERATION
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The transducer on receiving an audio stgnal converts 1t indo electrcal

signal, The meoming signal 15 fed to the audio awphifier circuit through g

fogarithmic potentiometer, which is the voluome control with mpedance

between 1A12-5E12. Because the incomung signal is very small, the

transistors Q1 and Q2 form an audio pre-amplifier,

Ry and Ro provide proper doe asing for mansistor Q1 while By and

.

R bias the transistor 2, The chowee of BOTOY for QF and BOIOT S Q218

pavd
-t
o
bl
et
e
&y
3

based on the fact that BOLOY s more sensitive to very small sivos
BOTO7. The output of the preamplifier stage of transistor 31 18 coupled to

the sccond stage of amplification through capacitor Oy, The last stage of
ammphification 1w a class B push-pull amplifier wsing  complimentary
ansistors BOLAZ (0333 and BOTAMOA) working in the common-emitter

miode 1o give cwrrent and voltage gains Since 03 and Q4 e - out-ofs

phase, they cancel out gven order harmomics thereby giving a distoriion-less
output.

The do basing and temperalure sisbilization of the transistors are
provided in conjuncion with diedes D and Dy supplemented by resistons
Ry and Ry which has been adjusted o mummize cross-over distortion. The

chotce of common-collector 1¢ not switable for the outpul because i
onty current gain which in furn means fesser power gain, {ommon-enuter

nost suttable for current and voliage gain which also leads 1o high power

<&

gain. bn sommpon-cobiccior the output is in phase with the mput of the




transistor, which leads 1o oseiflation

I . . o . B S ;o
Whereas in common-emitter the outpul of a wansistor is 1807 out of

phase with the taput signal which gives stability

The output mansistors were provided with clip-on heat radiators 1o prevent

their getting hot. The diodes are put in contact with the radigtors 1o provide

feedback and automatic stabilization of the bias conditions, The purpose of

resistors By and capacitor Oy s 1o decouple the power supply. This will

prevent any sudden voltage drop due to large cumrent intake by the ouiput

P stfawe.

ford

appearing at the tnput

The capaciior Cg 15 very large enough to prevent the impairment of

the low freguency response of the amplifier. The cuwtput of the push-pull

dynamic speaker that produces the amphified signal.
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CHAPTER FOLIR

4.4 CONSTRUCTION AND TESTING

Ton

in the hardware construction, the overall svstem was broken down inio

modules for easy construction, testing and frouble-shooting.

41 CONSTRUCTION

Constraction of the clecironic eavesdropper mvolved the bringing together

of all the components as specified m the design. 1t also wmwludes the

encasement of the components to give the finish, During the construction,

the following wstromente/toals and matenals were emploved,

Bread bourd -~ This is the board on which the circuit was selup on a

tepaporary basis o ascertaim the workabihity before it was pevramently

transferred {0 a Yero-board

Yero-board - This 19 g plastic over laid with perforated sinp of copper
After every adjustment to the design which was made on the

breadbosard, it was fnally wansferred to this board,

Soldering fron - This provided the needed heat 1o melt the lead which

holds the components 1 place on the Vero-board when 1t solidif;

tead sucker ~ This was crploved when there was need to de-solder a

joint. It was the principle of suction pressure o remove pre-melted lead in

soldered joint

Multi-meter - This is muli-function elechonic nwasuring mstrument




pmploved in the measurement of voltage, current and check

Tsay {"

4.1.1 CONSTRUCTION OF THE POWER SUPPLY MODULE
This modaie was built with the bridge rectifier incorporated o 1t 1t also

comprises of a filtering capacitor. The bridge rec tifier terpunals wers

denoted by the following symbolg, +, ~ and -, such that the teyminals was
conmected to the supply line, Voo and the negative terrmal o the zero

vedtage line while the a.c denoted synibol {(~} ferminal was connected to the

transformer secondary, in this epse 12Vac. Simlarly, because of " filtening

purpose, o 2200uf is connected across the rectifier output, with their
corresponding positive worminals connested o he 12¥ fine and their

corresponding positive terminals connected 10 the 12V lme and they

negative terminals connected to the supply and zeve {0V) volls tines

Crwing o the need of a regulated voltage supply reguired by the system, 2
voltage regulator LU, with i pin configuration dentified, was connecind
across the fiter output 8o as to produce a regulated output voliage usually a

¥ v

V.o as required by the system.

4.1.2 TRANSDUCER MODULES
This moduie was built into the circuiting of the slectronic eavesdropper

using a dynsouc microphons that convers sound energy (pudio sound) inlo
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voltage signal at the mput

The oulput 15 alse a fransducey {a dynamic speakery that converts

ammplifier signal 1o sound energy that 15 a funciion of the wmput audio signal,

&

1.5 CONSTRUCTION PRECAUTION

i Polarity of capacitors was properly observed hefore soldering.
Z. Soldered points were {ested 1o ensure continuiy

3 The long teads or legs of the various components such as
4, Transistors, resistors, capacitors and diodes were reduced so a8

i

to prevent short circut'brnidging,

L

Each stage was tested durmyg the designing o avoid muliipie

4.2 TESTING HARDWARE

After the completion of the hardware construction, a careful hardware fest

of the compieted circut was camied out as follows:

Step 1: Polarity of the power supply outpul was tested using a digital

multi-meter o ensure adequate lnk to the entire circuitry as well as the
ideniification of the reverse bigs and forward bias of the dicdes used i the

construction of the electronic eavesdropper,

=tep 2 The output voltage of the wansformer {(secondary ouiput

voltage was observed and measured (o be 12Vde a8 required,

Ntep 3: The potentiometer was sot 20 the relay twrn "OFF and “ON7,




hence ensuning a good switching, This shows that the interfacing of the

ampiifier module to the sound module was achieved,

4.3 RESULTS
The power supply module gave a voltage output of 11.99Y ag against the

expected 12V This is within accepiable emor range. The whole sysom
operates based on audic-sensitive principle,

On receving audio sipnal, usually the spesch of an mdividual vig the
microphong, the sysiem transduces it e electrical signal, energizes the
switching circuit through the amphifier circutt contamed in the system. The
swiiching oircmt efurn energizes the ouiput tansducer (the dynamic

speaker} with an audible output sound which 1% 2 funcion of the

ricrophone nput.
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CHAPTER FIVE

51 CONCLUSHON

The motive and objective of the project was realized as observed during th
hardware testing and operation thus proving that the eavesdropper can be
constructed  from the basic audio-sensitive principle by the use of
microphone, amplifier module, switching module and the dynarmic speaker,
The low operating voliage, 12Vde and low power consumption of the
syatenn allows for the longer ife-span, better performance, low overall cost

of construction and operaiion thus vesulting i high reliability of the system,

Technological sdvancement 15 at a rate bevond comprehension nowadays
Therefore, § encourage upeoming students to fake up thew research in

sgouvily systems,

Furthermore, 2 highly sensitive multi-directional microphone should be
incarporated 50 a3 to enhance the objective of the project Le. 1o be sensitve

1o audio sounds made at an appreciable distance from the microphone.

po
N




pansassanaanacseaneenren
H
H

L

A










REFERENCE

. A

O STUDEMT MAKUAL FOR THE ART OF BLECTRONICE,

foo Liniversity Fress, 11K, TaRs. TGN 57 1408473

oy Therajn A K. oA TEXT pOOE OF FLECTRICAL
PROHROLOGY, Chand and Company Ll Mew Delbi, 1999 15BN 3.

S, 40 BDITION, Palgrave, New

4 i p.oHgl WUTHE AR OF  FLECTRONICS. N EDITION,

4, Howilz

Camibridge University Press, UE, 1998, IRBNG-52 G465

s

00 [3AT A BOOR, Philips Fiecronics Company Lid.

il
saes
s

~




