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ABSTRACT 

Globally, nl0st business ideas and operations are facilitated by 

uninterruptible flow of infonnation. Busine~.:ses have grown to the 

extent or using the latest up-to-date information availabJe and shared 

between cornputers facilities infonn of electronic information 

transfer. This project work is concerned with the design and 

implementation of computer networking (Local Area Network) , to 

share information, pass data, and transfer, for the inlprovenlent on the 

service of system infrastructure in the computer laboratory, 

DepartJnent of Math/Computer Science·, federal University of 

Technology, Minna. In order to produce high throughput. 
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CHAPTEI{ ONE 

1.0 INTRODUCTION 

1.1 Au Overview of the Study 

The importance of electronic information transfer and proper 

information management can not be overemphasized III our 

Jllodern day. ~v1any Organizations Companies and industries have 

growll and their appetite for timely information is inexhaustibl e. 

Their businesses have grown to the extent of using IIp-to-date 

information for running high business deals and improving 

productiv ity. Every Organization, Company or Industries focuses 

on how to have fast access to information and optimized earning. 

Decision and policy making in such organizations depends solely 

on good database, information accessing protocols, sharillg oj' 

available resources, flexibility of the systern (Hardware and 

Software), cost effectiveness and system reliability. [n view or the 

importallce of electronic information transfer and challge in the 

environment location of the computer laboratory, Department of 

math/computer science, federal university of technology, minna, 

there is a need for the improvement on th~ network arrangement in 

the computer laboratory to itnprove resource sharing, faster 

throughput information access. Thi~ the~ I_ 'efore necessitated this 

project "Design and Implementation of computer networking 

(Local Area Network)". 



1.2 Stateluellt of Probleuls 

Before the 'introduction of computer networking, the existing systelll 

poscs the following problems; 

» No sharing of computer resources among users. 

'r Operatiumil cust is vcry high. 

~ The existing system does not aid research for lecturer/software 

development. 

.,. Maintenance is expcllsive and difficult. 

"Y The exjsting system is prone to error and errors without standard 

error correction techniques. 

1.3 AitllS And Objectives Of The Proposed Systcrll 

Communication of data through computer . networks is being used for 

llUlllcrous serv ices, suitab le for exploitation by any organization or 

group of computer users. The main objective 0 .. this project is aimed ::11 

linking the computers in an organization or institution together with (\ 
I 

carefu I consideration for expansion, to enable data transfer, resources 

in networking. 

The ease and innumerable advantage of being on a network was 

observed when computers on a LAN easily shared expensive peripheral 

devices. Human traffic between offices is thus cut down due to the 

ability to send and receive messages. All this in the long run minimizes 

the cost to the organization, by maximizing performance of the system. 
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The project IS about the design and implementation of Local Arca 

Network. The network is expected to serve the department by producing 

serVices m: 

a. Computer laboratory for students 

b. Research for lecturer/software development 

c. internet center/business center 

The objective of the project is as follows: 

• To enable sharing of available resources among the "networked 

computer". 

• To provide high performance in cyber cafe' and business center. 

• 10 ensure the security of important daia. 

• To allow for interpersonal communication by some message 

programs. 

• To enable the users share application software. 

• To increase the departments administrative and organizational 

benefits. 

1.4 Scope and Lhnitatiol1s 

Nowadays, there arc various types of computer networks with variolls 

network media and network topologies. It is the ambitious purpose of 

this project to provide an informative and unified view into broad field 

of computer networks. 

This project islimitcd to implementing a Local Area Network (LAN) 

within the department of an institution or organization. 

3 



The LAN is the lletwork that covers a relatively small geographical area 

ranging from a few feet or a kilometer. And are typically used in offices, 

building or across university campuses. 

1.5 Ocfinif inns of somc Tcnns in the (lJ"oject 

Cumputer: /\ high speed electronic machille th ~lt performs tasks, such 

as calculations or electron ic communication automatically, under the 

control of a set of instructions called a program. 

Network: two or more computers connected to exchange data or share 

resources such as printers, files and storage space. 

Network Protocol: this is a written rules used for communication. They 

are languages the computer uses to talk to each other over a network. 

Network Protocol Driver: the software tha: is installed on every 

computer within a computer network that allows computer to 'talk the 

same language' across a computer network. 

Network Interface Card: the hardware required to allow computer to 

transmit messages using a specific type of network protocol. 

Ethernet: a network protocol defined by a set of international standard. 

Normally used for computers located within a 100m radius, but can be 

used over longer distance. 

Transmission Control I)rotocol (TCP): defines how data are 

transfelTed across the internet to their destination. 
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Internet Protocol (IP): defines how data are divided into chunks, called 

packets, for transmission; it also determines the path each packet takes 

between cornputers. 

Internet: a global computer network using the TCP/IP protocol. 

TCP/IP or Transmission Control Protocol! Internet Protocol: Set of 

rules that enable different types of computers and networks on the 

internet to communicate with one another. 

Internet Service Provider (ISP): It provides internet services to various 

people. 

Bridge: this is a device that allows the segmentation of a large network 

into two smaller, Inore efficient networks. I t monitors information traffic 

on both sides of the network so that it can pas s packet of information to 

the correct location. 

Media: this is a physical connection between the devices on the 

network. 

MODEIVI (this is also known as modulator/demodulator): This is a 

device thut converts digital information to ana1(Jg information and vice 

versa. 

Software: instructions or progranls that describe the tasks to be carried 

out by the computer. 
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NOS (this is Network Operating System): It coordinates the activitics 

of multiple computers across a network. The NOS act as a director to 

keep the network running smoothly. 

Server: this is a powerful computer that provides service to the other 

computer on the network. 

Client: this is a computer that uses the services that a server provides. 

The client is usually less powerful than the server. 

Peer: this is a computer that acts as both client and server. 

LAN (this is also known as local area network): This type of network 

consist of a set of nodes that are interconnected y a set of link covering 

a relatively small geographical area ranging from a few feet to a 

ki lomcter. 

MAN (this is metropolitan area network): It IS a group of LAN S 

located in a city. 

WAN: computer networks that cover a wide geographical area. 

Stand-alone computer: computer that is not networked or linked. 

Resources: these are anything that is available to a client on a network. 

Examples of such are printer, data, fax devices, information etc .. 

User: this is any person that uses a client to access resources on the 

network. 

6 



ClfAPTEIl. TWO 

2.0 LITERATURE REVIEW 

Computer networks started in the early 60's. The major event viewed as 

the beginning of the technology and the reason for networking was the 

necessity to share expensive resources more effectively. The early 

system (RTDS for IBM 360 GECOS iii for the Honeywell 600,demand 

for the Univac 1108 and tss18 for the PDP 8) provided the means by 

which user cou ld simultaneously (from user's perceptive) share and 

use the expensive central proeessmg unit (CPU) and associated 

resources (john mark In 960). The early development made computer 

more access ibl e to a wider number of individuals. 

, 

The second event in the timeline to networking was the development and 

introduction of comn1unication oriented software and hardware 

component such as asynchronous line protocols (SDLC, Bisync), 

intelligent terminals and line concentrators. These developments led to 

the developmcnt of large disjointed system such as airline reservation 

system, banking information system, credit reporting and information 

system and remote booking and point of sales keeping. These sti ll were 

not network but disjoint systeln that comn1unieated sporadically using 

leased lines or telephone circuits to transfer infonnation. 

A feature, which ultimately provided the economic reason to 

interconnect computers to fixed networks, was the drastic drop III 

computer equipment cost and the improvement in performance. When 

7 



taken together, the factors resulted in the inception of the early network. 

The goal of network was to provide more effective use of the variou ~ 

computer resources via resources sharing and t -' provide for efrecti ve 

dissemination of information and more computing power to users. 

lSee !\(o]ayan (1998): computer networking as all errcctive lool III 

information technology, oxford publisher, Lagos. Pages 1-7] 

Thus the first operational network was Arpanet (advance research 

project agency network), which was constructeJ by bolt, beranet, and 

Newman of Cambridge, Massachusetts, under the contact of arpa and 

came on-line in1969 using packet communication. [See "ARPANET" 

(Microsoft student) Redmond, W A: Microsoft Corporation, 2006.] This 

and the early network provide the vehicle to research many of the issues 

in inter-computer communications and to set the groundwork to provide 

the stimulus to researcher to refine technologies seen in this network. 

In 1980, due to the advent of relatively cheap PCs, there is a provision 

for stand-alone computer, mainly IBM. Compatible machine running 

Microsoft's operating system and apple Macs. They were single-user 

systems that excited a wide range of application. The PCs were initially 

isoiated, with data and applications being transferred and loaded on 

disks. However, increasingly they become connected to work group 

local area network (LAN). A server on the LAN provided centralized 

file and print facilities. In this LAN-based lTIode of operation, the client 

machines sore and run application locally but use the server to store 

common data and provide print facilities. 
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In today network, the user's machine access both application and data on 

networked servers. The network is very reliable and it can be LAN, 

MAN or WAN. User on network can access all the servers and all users' 

machine. Server can also access other servers, enabling one server to 

draw 011 app lications or services they provide. 

~ 2.1 Thc C0l11Jluter Nctwork System 

A network is simply defined as the linkage of items together such that 

they can commun icate with each other. However, a computer network 

can be said to be a method in which a number of computers can be 

linked together such that they can effectively share data, information and 

any available resources. 

Computers that are not linked or networked are called stand alone 

computers and can not efficieutly share peripheral devices. For instance, 

a small office with ten stand alone computers and one printer allows 

only the user connected to the printer to utilize it, other users will have 

to copy their data onto a floppy diskette, and transfer to the system in 

question. It wiJi be cheaper in the long run for the organization to link 

the computers together in a network to enable them share the lise of 

printer, from individual locations rather than trying to purchase a printer 

for each system. 

No matter how far apart computers are from each other, they can always 

be linked together in a network, which vary in connection modes based 

on the distances apart, or the application user intends to run. 

2.2 Networl{ Component 
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The under listed items are the components of network: 

1. Server 

11. Client 

111. Peer 

IV. Mcdia 

v. Resources 

Vi. User 

VB. Protocol 

2.3 Networldng Model 

Network model describe how information is process by the computers 

on the network. Data can be pi"ocessed by client, central server, or 

everyone. The best server model for your needs is generally determined 

by the application you need to run. 

The three basic nlodels of network are: 

a. Centralized 

b. Collaborated 

c. Distributed 

A. Centralized Nctworl{ 

This type of network keeps all data in a location assuring everyone is 

working with the same information. These networks give the ability [0 

access the mainframe from a remote location. 

Characteristic of Centralized Network 

1. All data are stored in a location 

10 



ii. H is easy to backup data 

Jl1. Terminai do not require a fioppy drive 

IV. All informations are kept in the server. 

v. The chance of network being infected with a virus is low. 

Vl. The server needs to be powerful system with a lot of storage space. 

Vll. Termination does not require real processing or storage capacity of 

it own. 

Advantages of Centralized Network 

1. Easy backup 

11. Security is guarantee 

Ill. Low cost of implementation 

Disadvantages of Centralized Network 

1. Slow net.work access 

11. If the users have a variety of needs, meeting these needs in a 

centralized computing network IS difficult because user 's 

application and resources have to be set up separately. 

B. Collaborated Network 

This allows computers to share processmg power across a network. 

Application can be written to use the processing on other complete jobs 

more quickly. These types of network can be faster, users are not limited 

to the processing power of one system to complete tasks. 

Characteristics of Collaborated Network 
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1. Users are not limited to the processIng power of one system to 

complete tasks, i. c. it has the ability to process tasks on multipl e 

systems. 

ii. It allows users to share data, resources and serVIces between 

themselves . 

Disadvantages of Collaborated Network 

1. Susceptible to viruses 

11. Difficult to backup 

111. file synchronization 

C. Dist..-ibutcd Networl{ 

This is type of nctwork where all work is done on the server, data 

storage and process ing is done on the local workstation. 

This allows for faster access to data. This type of network accommodate 

user with a variety of needs, yet it allows thenl to share data, resources 

and services. Computers in distributed network are capable of working 

as a stand-alone system but are networked together for increased 

functionality . 

. Characteristics of Distributed Network 

1. Server'does not need to be as powerful and expensi ve 

11. Its accommodate user with a variety of need 

111. Computers involved are capable of working as a stand-rl\one 

12 



Advantages of Distributed Network 

1. Quick access: - each computer can store and process it own data. 

Moving this task from the server to the workstation allov.'s for 

Quicker access to data 

11. Multiple user: - with each workstation handling its own processing 

of data, user can be doing many types of work simultaneously. 

Disadvantages of Distributed Network 

1. Virus susceptibili ty :-any user can introduce an infected file , which 

may quickly spread throughout the network. 

11. Backup diffic ulty:- if data is spread throughout the network, it can 

be difIicult to backup all needed file. 

111. File synch ronization:-when files are stored in several locations, 

making sure users are working the same version can be difficult. 

2.4 Classification of Nehvorl{ 

A network is no longer just a group of computers in one office or even 

one large building. Networks are constantly being connected to each 

other to form larger inter nets. An internet is a large network made up of 

connected small er networks. 

The sizes of networks are generally classified into three different groups 

namely: 

a. Local Area Network (LAN) 

b. Metropolitan Area Network (IvIAN) 

c. Wide Area Network (WAN) 

13 



A. Local Area Net-work (LAN) 

This is a type of network that consists of set nodes that are 

interconnected by a set links covering a relatively small geographica l 

area ranging from a few feet or a kilometer usually 50km apart. 

Characteristics of J ,ocal Area Network 

l. Small areas, usua lly in one office or building 

ii. High speed 

Ill. Most inexpensive equipment 

IV. Low error rates 

!FILE SEI{VER CLIENT 
L_---.,--__ --' 

CLIENT 

LAN 

14 

MAIL SERVI~R 

CLIENT 



B. Metropolitan Area Network (MAN) 

This is a group of local area network located in a city. It is basically a 

longer version of the LANs and uses a similar technology. It is 

optimized for a larger geographical area than LAN s, ranging from 

several blocks of building to a whole town. They can also depend on 

comlllunication channels of moderate to high .data rate. 

Characteristics of MAN 

1. Large area than a LAN:-usually a large campus or organization 

spread over a city -size 

11. Slower than a LAN, but faster than a wan 

111. Expensive equipment 

IV. Moderate error rates 

LAN 

FUTMJNNA Sld h 
J~ 

I 

JIlQ) 

LAN 

BABANGIDA 

UNIVERSITY 

r,lr1~ ' 
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15 

LAN 

UNI ABU.JA 

~~ 
I ] I~ 

'[]" , I !~ 



C. Wide Area Network (WAN) 

This is a type of network that connects nodes in a large geographical 

area, usually on hundreds of kilometers such across a country or 

continent. It span is normally based on conventional telecommunication 

techniques. WAN s spanning consideration distance may use microwave 

transmission or even communications satellites as routing stations. Such 

systcms are extrcmely fast. 

A microwave network sends VOIce or data traffic by radio waves 

between relay towers . Each tower in the chain receives, amplifies and 

retransmits signals. CabJe TV network also provide potentials for data 

communications. 

Characteristics of \tv AN 

I. It can be as large as worldwide 

ii. Usually much slower than LAN speed 

111. Highest possible error rate of all types 

tv. Expensive equipment 
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2.5 Networl{ Operating System (NOS) 

This coordinates the activities of multiple computers across a network. 

The NOS acts as a director that keeps the network running smoothly. 

It provides the control and management of all the components connected 

to the network only (send-receive). At the upper level, it manages 

input/output devices, storage devices, computers and the associate 

software processes operation on the system. 

The network operating system (NOS) allows users to request for 

services while being oblivious to whether it is local or remote request. 

For tight control of devices dispersed over a wide range, an integrated 

distribution operation system with services for synchronizing processes 

and distributed control is necessary. 

FUllction of Networli Operating System 

The NOS provide the following function: 

1. Processor and memory management 

11. Input and output devices management 

111. Network management 

IV. File management 

Types of N etworl{ Operating System 

There are two major types of network operation system namely: 

1. Peer-to-peer network operating system 

11. Client/server network operating system 

17 



(1) l'eer-To-Peer Network Operating System 

in this type of NOS, each workstation acts a bo~h a client and a server. 

This is 110 central repository for information and no central server to 

maintain. Data and resources are distributed throughout the network and 

each user is responsible for sharing data and resources connected to their 

system. 

Peer-To-Peer Network with Shared Resources 

Client Client I I Shared 

Printer 
~------~----------------~------~----~--~ Data 

Shar'ed 
Data 

The following operating system associated with peer-to-peer 

networking: 

a. Windows 95 

b. Windows for workgroups 

c. Windows NT workstation 

d. OS/2 

e. Netware Lite 

18 



Characteristics of Peer-'1'o-Peer NOS 

1. It is meant for small ofJice 

ii. User C<11l keep their date own 10caJ workstation 

111. It allows them to handle their own security and by-pass the need 

r or a large ano cxpcnsi ve server. 

Advantages of Peer-To-Peer NOS 

1. Inexpensive 

ii. Easy setu p 

ill. Easy maintenance 

Disadvantages of Peer-To-Peer NOS 

1. No central administration 

11. Scattered data 

111. Difficult-to-Iocate resources 

IV. Weak security 

v. Dependent on user training 

(JI) Client/Server Networl( Operating System 

In this type of network operating system, there is one computer (usually 

.larger than the c.lient), which is dedicated to handling our files and/or 

information for the c.lient. The server controls the data as well as printer 

and other resources that the c.lient need to access. It is very fast with a 

better processor. It requires much storage space to contain all the data 

that needs to be shated to the client. Server allows the client to be less 

functional because they only request resources. 

They are known as intelligent computer. 
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Charactcristics of Clicnt/Scrver NOS 

I. It provide service to other computer 

ii. Security is easily maintained 

111. Ease 0 f accessing and backing up data 

Client 

ClicnfiScl'vcr Nctwork 

I Mail Server 

Server can be either dedicated server or specialized service server 

(A). Dedicated server can be divided into: 

l. File and print server 

ii. Application server 

(I) File and Print Server 

These servers are optimized to hand out files to client and to handle 

.printing requests. They are Inainly used to store data application. When a 

client runs on an application from a file and print server, it copies the 

needed files down locally and runs the application. No application 

processing is done on server everything is done on the client. 

20 



(11) Application Server 
, 

Application server application are almost opposite of file server. The 

application rllns is stored on the client. Requests are then sent to the 

server to be process and the processed information i.e. sent back to the 

client. 

This way, the client processes little information, and everything is done 

by the server. A good example of this is a database application with a 

front-end on the client. A front-end is a small application that runs on a 

client, which sends and receives information to and from the server. The 

front-end acts mainly as an interface to the database stored on the server. 

\\'hcn a user at the client ends needs information fr0111 the database, an 

instruction is sent from the client to server telling the server to search ror 

that information. The server then sorts through the database, locates the 

information that was requested, and sends the answer back to the client. 

(B) Specialized Server 

This is the server that has a single specialized purpose. The types of such 

server are: 

1. Mail server 

11. Communication server 

(1) Mail Server: this is a server specitically set up to handle client e

mail needs. 
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(ll) Communications Server: communication server is set up to handle 

remote user dialing into your network. The communication server 

applications are normally put on a separate server for security. 

The operating system that client-server supports are window NT, 

Novell's Netware et 

Advantages of Client-Server Network Operating System 

1. Centralized security 

II. Dedicated server 

Ill. Easy accessibi lity 

IV. Easy backup 

v. Synchronized files 

Disadvantage of Client-Server Network Operating System 

1. Dependent an administration 

ii. Expensi ve server 

2.6 Open Sysf:clu Intcrconnection Model 

Open System: This is a lTIodel that allows any two different computer to 

C0Il1Il11lrlica1e rega rdless of their under lying architecture. 

Open System Intercollnection: This compnses a set of 

recommendation for conceptual protocol layer necessary in every opeJJ 

communication network. OSI suggest a way of organizing network 

protocols and Jooking at various levels of their functionality. 
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Open System Interconnection Model 

This is a layered fi"amework for the design of network system that allows 

[or communication across all types of computers. It consists sevcn 

separate but related layers, each of which defines a segment of the 

process of moving information across a network. Layer one; two and 

three are the support layer. It deals with the physical aspects of moving 

data from one device to another. Layer four, five, six and sevcn arc 

referred to as user support layer. They allow interoperability among 

unrelated software layer. 

Purpose of OS[ Model 

OS! model offers the foJlowing function: 
\ : 

1. Network hardware and software designers can allocate tasks more 

effectively among network resources~ \ 

11. A network layer can be replaced easily by a layer from another 

networK vendor. 

iL1. Processes from mainframe can be off-ioad~d into feds or another 

network control devices. 

lV. Network can be upgraded eaSIer by replacing individual layer 

instead of the entire software system. 

Advantage of Layering 

The following are the advantages of layering: 

I. Standard interface between layers allow internal development 

within a particular layer to evolve. 
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ii. Alternative serVIces may be offered at a gIven layer by having 

different options or routes through the layer 

Ill. lnternalmechanisnls of each layer are invisible to the other layers. 

IV. Layer may be completely removed if not required, or a simplified 

version can be used as substitute where appropriate. 

OS! model --

Layer 7 Application Layer 
_. ~.-.------.-- --
Layer 6 Presentation Laye 

Layer 5 Session Layer 

Layer 4 Transport Layer 

Layer 3 Network Layer 

Layer 2 Data Link Layer 

Layer 1 Physical Layer 

Open System Interconnection Layer 

OSllayer comprises of the following: 

1. Physical 
.. 

Data link 11. 

ill. Network 

IV. Transport 

v. Session 

VI. Presentation 

Vll. Application 
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Physical Laycr (Laycr I) 

This is the bottom most layer which transn1its the instructed raw bits 

stream over a physical medium, the layer relates the electrical, optical, 

mechanical and functional interface to the cable. 

It is also responsible for transmitting bit from one computer to another. 

It defines the data encoding and bit synchronization to ensure that when 
I 

a transmitting host sends I bit, it is received as I bit. 

Data Link (Layer 2) 

This is the layer that next to physical layer. It sends data fro111 the 

network layer to the physical layer. On the receiving end, it package raw 

bits from the physical layer into data frames (a data frame is an 

organized logical structure in which data can be placed). 

Network Layer (Layer 3) 

This layer is responsible for addressing message and names to physical 

addresses. It determines the route from source to the destinatioll 

computer. It detennines which path the data should take based 011 

network condition priority of service and other factors. It also manages 

traffic problems on the network such as pack of switching routing and 

controlling the congestion of data. 

Transport Layer (Layer 4) 

It provides an additional connection level between the session layers. It 

ensures that packets are delivered error-free in sequence with no losses 

or duplication. 
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This layer repackages message dividing long massage into several 

packets and collecting small packets together to be transmitted 

efficiently over the net work. At the receiving end, the transport layer 

impacts the messages the message reasselnble the original message and 

typical send and acknowledgement of receipt. 

Session Layer (Layer 5) 

This allows the application on different computer to establish use and 

end connection ca lled a session. It performs name recognition and 

function such as security needed to allow two applications to 

communicate over the network. 

Presentation Layer (Layer 6) 

This layer determines the format use to exchange data among network 

computer. At the sending computer, the layer translates data from a 

format sent down from the application layer into commonly organized 

intermediary format. At the receiving computer, it translates the 

intermediary format into a final format. 

Application Layer (Layer 7) 

This is the topmost layer of OSl model. It represents the services that 

directly support user application such as software for the transfers, Cor 

database access and for e-mail, the layer handle general network access 

flow control and error recovery. 

26 



2.7 Network Media 

2.7.1 Networl{ Adapter 

This is commonly known as network interface cards (NICs) or network 

card. It is responsible for moving data from the computer to the 

transmission media. The network adapter transforms data into signals 

that are carried across the transmission media to its destination. Once the 

signal reaches the destination devices, the NICs translate the signal back 

into infofll1ation the computer can process. The circuitry on the card that 

does the conversion of the signal is known as a TRANSCEIVER. 

Ethernet can run over a few different cable types but the main circuitry 

on all the Ethernet cards should be the same, only the transceiver should 

be different. 

The following are the type of Network Adapter: 

1. ISA: Industry Standard Architecture 

11. MeA: Micro Channel Architecture 
, 

111. EISA: Extended Industry Standard Architecture 

IV. VESA: Video Electronic Standard Association 

v. PCI: Peripheral Component Interface 

. Vi. PCMCIA: Personal COlnputer Memory Card International 

Association 

Network Adapter Port 

This is a port that allow adapter card to connect to the network media. 

The type of connector you can use may depend on the brand of network 

adapter you chose or the type of network to which it is connecting. 



Type of Connector 

BNC connector 

RJ-4S connector 

DlX connector 

AUl connector 

BNC Connector 

This is used in attached resource computer network (ARCNET) and ill 

thin Ethernet (10 base-2). The connector is a small, round cylinder with 

two small prongs on the outside that allows a connector to attach to it. 

BNC looks like T connector. It is used to connect the network adapter to 

the two pieces of coaxial cable. 

RJ-45 Connector 

The RJ-4S "'onnector looks much like a nonna] telephone cable 

connectof, but larger. Its uses twisted pair cabling with foul' pairs of 

wires. A normal telephone jack uses an RJ-l1 connector, which is a 

twisted pair with two pairs of win~s. 
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DIX Connector 

These connectors are not used often anymore but were widely used 

when thick Ethernet was popular DIX is a IS-pin connector with two 

rows of pins. A cable was attached to the NIC through this port and was 

attached to the thick Ethernet cable by use of a "vampire tap" the tap had 

to be drilled into the cable and tightened dOVvl1. Dix stands for three 

companies that invented it: digital, Intel, and Xerox. 
I 

AUI Connector 

This is also known as attachment unit interface. It is a renamed DIX 

connector. It is mainly use today for external transceiver. 

2.7.2 Bounded Media / Transluission Media 

Bounded media are also known as wire or network cable. They are 

referred to as bounded media because the signal travels through a 

physical media shield on the outside (bounded) by some material. 

Bounded media are made up of a central conductor (usually copper) 

surrounded by a jacket material. Bounded media are great for LANS 

because the y offer high speed, good security and low cost. 

The following are the characteristic to look for in selecting or chosen a 

ca~le: 

1. Cost: cost can be an important consideration when deciding on a 

network cable. 

11. Capacity: this is characteristic to be considered when choosing a 

cable. "How fast will it go" matter most. 

Cable speed is referred to as bandwidth and is an important 
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characteristic of a media type. 

111. Att.enuation (Maximum Distance): depending on what you need to 

network together, the maximum cable distance may also be 

considered. 

Type of Bounded Media 

Three COJumon types of bounded media are 

a. Coaxial 

b. Twisted pair 

c. Fiber optic 

2.7.2.1 Coaxial Cable 

Coaxial cable gets its name because it contains two conductors that are 

parallel to each other, or on the same axis. The center conductor in the 

cable is usually copper. The copper can be either a solid wire or a 

standard material. Outside this central conductor is a non-conductive 

material. It js usually white, plastic like material, used to separate the 

irliie r ~onductor from the outer conductor. The outer conductor is a fine 

mesh made from copper. 

The actual network data travels through the center conductor in the cable 

should be grounded at one end to dissipate this electrical interface . 

The most common coaxial standards are: 

• 50-Ohm RG-7 OR RG 11: used with thick Ethernet 

• 50-Ohm RG-58 : used with thick Ethernet 

• 75-0hm RGG-59: used with cable television 
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• 93-0hm RGG-62: used with ARCNET 

Characteristics of Coaxial Cable 

• Low cost 

• ECl SY to i Ilsta 11 

• Up to 1 Omps capacity 

• Medium attcnuation 

• Ivlediulll immunity from EM1 

Advan tages of Coaxial Ca ble 

• Inexpensivc 

• Easy to wire 

• Easy to expand 

• Moderate level of EM1 immunity 

Disadvantage of Coaxial Cable 

• Signal cable failure can take down an entire network. 

Coaxial Cable 
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2.7.2.2 Twisted Cable 

Twisted-·pair cable is made up of pairs of solid or standard copper 

twisted around each other. The twists are done to red uce the 

vulnerability to EMI and cross talk. The number of pairs in the cable 

depellds . on the type. The copper core of the cable is usually 22-awg or 

24-awg, as measured on the Anlerican wire gauge standard. 

It is li ghtweight, easy to install. , in expensive, and support many different 

types of networks. It can also support speed of up to 100mbps. 

There are two varieties of twisted pair cable namely: 

a. Unshielded twisted pair (UTP) 

b. Shielded twisted pair (STP) 

Unshielded Twisted Pair (UTP) 

UTP data cab les consist of two or four pairs of twisted cables. Cable 

with two pair use RJ-ll connectors, and four-pair cables use RJ -4S 

connectors. It can be either grade or data grade, depending on the 

application. UTI> cable normally has an impedance of 100 ohms. UTP 

costs less than shielded twisted pair. 

Copper Conductor 

\ 

Plastic Encasement Color Code l1sulator 
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There are five levels of data grade cabling namely: 

1. Category J: this category is intended for use in telephone lines and 

low speed data cable. 

11. Category 2: category 2 includes cabling for lower speed network. 

TI,csc can support up to 4 mbps implementations. 

111. Category 3: this is a popular category for standard Ethernet 

netwUL;k. These cable support up to 16mbps but are most often 

used in 10 Ethernet situations. 

IV. Category 4: this is used for longer distance and higher speeds than 

category 3 cable. It can support up to 220 mbps. 

v. Category 5: this cable is intended for higher performance data 

communications. Th.is is the highest rating for UTP cable and can 

support up to J 000 mbps. 

Characteristic of UTJ) 

1. Low cost (but slightly higher than coaxial) 

ii. Easy to install 

111. High-speed capacity 

IV. High attenuation 

v. Susceptible to EM! 

VI. 1 OO-meter limit 

Advantages of UTP 

I. Easy inst.allation 

ii. Capable of high speed for LANS 

Ill. Low cost 
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Disadvantage of UTI) 

1. Short distance due to attenuation 

Shielded Twisted Pair (STP) 

STP is similar to UTP but has a mesh shielding that protects it EMI, 

which allows for hi gher transmission rates and longer distances without 

errors. STP is usually used in token ring. 

Copper Conductor 
~ 

t t 
Plastic Encasement Shielding Color Code Insulator 

STI> has different levels and they are describing below: 

Type 1: Type 1 STP feature two pairs of 22- A WG, with each pair foi I 

wrapped inside another foj I sheath that has a braid ground. 

Type 2: This type includes type 1 with four telephone pairs sheathed to 

the outside to allow one cable to an office for both voice and data. 

Type 6: This type feature two pairs of stranded, shielded 26-A wu to 

be used for patch cable. 

Type 7: This type of STP consist of stranded, 26--A WG wire 

Type 9: Two pairs of shielded 26-A WG, used for data, comprise thi s 

type of cable. 
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Characteristics of STI) 

1. Medium cost 

ii. Easy or installation is medium due to grounding and connectors. 

UI. Higher attenuation, but the same as UTP 

I V. Mediulll inlllltlllity 11'om EMI 

v. lOO-meter limit 

Advantage of STP 

I. Shie ld ed 

11. Faster speed than UTP and coaxial 

Disadvantage of STl' 

l. . More expensive than UTP and coaxial 

ii. More difficult instalJation 

HI. High attenuation rate. 

2.7.2.3 Fiber-Optic Cable 

Fiber optic cable makes use of light to transmit data. In a fiber cab le, 

light only mOves in one direction. For two communication to take place, 

a second connection must be made between the two devices, which why 

you exam ine fiber cable you notice it is actually two strands of cablc 

each strand is responsible for one direction of communication. 

A laser at one device sends pulse of light through this cable to the other 

devicc. These pulses are translated into O's and 1 's at the other end. In 

the center of t.he fiber cable is a glass strand, or core. The light frol11 the 

laser travels through this glass to the other device. 
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Around the internet core is a reflective material know is cladding. No 

light escape the glass core because of this reflective cladding. Fiber optic 

cable has a bandwidth of more than 2 Gbps. 

I i h " " - llptu_ f a h l f" 

Characteristics of Fiber-Optic C~lble 

1. Expensive 

11. Very hard to install 

Ill. Capable of extremely high speed 

IV. No EMl problems 

Disadvantages of FilJer-Optic Media 

1. Hard to install 

II. ii. Expensive 

Electricall)roperties of Bound Media 

Resistance: when electricity llloves through a media, it ll1eets resistance. 

Wh~n moves resistance is met, more electricity is lost during 

tra!l sm issjon. The resistance causes the energy to be covered to heart. 

Cable with small diameters has more resistance than cable with large 

diameter. 
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lmpedellce: the loss of energy frOlll an alternating current (AC) is 

impedance. It is measure in OhI11S. DC travels through the core 0 f the 

wire while AC travels on the surface. 

Noisc: noise is a serious problem for cabling and some times hard to 

pinpoint. Noise can be caused by radio interference (RFT) or 

electromagnetic interface (EMl). Some common causes are fluorescent 

light, transformation, Power Company on a bad day, and nearly anything 

else that creates an electrical field. Noise can be easy to avoid if you 

plan your cable installation well. 

Attclluation: this is the fading of the electrical signal ovcr a distallcc. 

Cross Talle this is when the signal from one cable is leaked to another 

by an electrical field. An electrical field is created whenever an electrical 

signal is sent through a wire. If two wires are close enough and do not 

have enough EMl protection, the signal may leak and cause noise on the 

other wire. 

2.7.3 Unbounded Media 

Unbounded media is also known as wireless media. This media does not 

lise any physical connector between the two devices communication. 

The transmission is scnt through the atmosphere, but sometimes it can 

be just across a room. Wireless media is used when a physical 

obstruction or distance block the use of cable media. 
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Types of Unbounded Media 

The three main types of wireless media are: 

a. Radio wave 

b. Microwave 

c. Infrared 

2.7.3.1 Radio Wave 

Radio wave has frequencies between 10KHz and 1 GHz. 

Radio wave includes the following type: 

I. Short-wave (SW) 

11. Very-high frequency (VHF) television and radio 

Ill. Ultra-high frequency (UI-IF) television and radio. 

Radio Tower 

Radio wave transmission can be into the three categories: 

I. Low power, single frequency 

11. High power, single frequency 

Ill. Spread spectrum 
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(1) Lower Power, Single Frequency 

This type transmits on one frequency and has low power output. Tile 

normal operating range on these types of devices is 20-25 meters. The 

speed of this system varies from 1 mbps to lOmbps. Attenuation is a 

problcm with thcse dcvices due to the low power output that is all owed. 

Characteristics of Low Power Single Frequency 

I. Low cost wireless media 

11. Simp e installation with reconfiguration equipment 

111. Imbps to 10mbpa 

IV. high attenuation, which can limit range to 25 meters 

v. low immunity to EM L 

(11) High Power, Single Frequency 

This systcm is similar to low power, single frequency but the only 

different is that the device can communicate OVPI' greater distances. 

Transmission can be line of sight or bounced off the atmosphere for 

longer distance. 

Characteristics of High J)ower, Single Frequency 

1. Moderate cost for wireless media 

ii. Easier installation than low-power solution 

111. 1 mbps to 10mbps capacity 

IV. Low attenuation for long distances 

v. Low immunity to EMI 
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(Ill) Spread Spectrum 

This systelV uses several frequencies at once provide rei iable 

transmission that are resistance to resistance. Spread spectrum 

communicate makes use of the following method transmit informatioll . 

1. Direct-sequence modulation and 

11. Frequency hoping 

(i) Direct-Sequence Modnlation:-This break data chips and transmit 

the chips across several frequencies. The receivers know which data to 

collect on different frequency and assemble them accordingly. 

(ii) Frcqucllcy-Hoping:-This system strict timing to switch frequency. 

Both the sender and the receiver are sets to change frequency at specific 

time. Burst of data are sent on one frequency, and then the machine 

switch to another frcquency [or the next data bust. 

Characteristics of Spread Spectrum 

I. Moderate cost 

11. Simple to moderate installation 

111. 1-6Ivlbps capacity 

IV. High attenuation 

v. Moderate imnlunity to EMI 
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2.7.3.2 Micro Waves 

Microwave travel at higher frequency than radio wave and provide 

better throughput as a wireless network media. Microwave transmission 

requires the sender to be within sunlight of the receiver. 

Communication system can be: 

a. Terrestrial microwave and 

b. Satellitc microwavc 

(a) Terrestrial Microwave 

Terrestrial microwave transn1ission is used to trans111it wireless signals 

across a few miles. The system is often used to across roads or other 

barriers that cable connections difficult. 

This system requires that direct parabolic antennas be point at each 

other. 

Relay towers can be used as a repeater to extend the distance of the 

transmission. Terrestrial microwave operate in the low Giga-hertz range. 

Characteristics of TelTestrial Microwave 

1. Nloderate to hi gh cost 

11. Moderately difficult installation 

lll. 1-101llbps capaci ty 

IV. Variable attenuation 

v. Low immunity to EMI 
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(b) Satellite lVlicrowave 

Satellite microwave transmission is used to l;',msmit s ignal througholll 

the world. These systems use satellite in orbit 50,OOOkm above the earth . 

Satellite dishes are used to send the signal to the satellite where it is then 

sent back down to the receiver satellite. 

This transmission use directional parabolic antennas within line of site. 

The large distance the signal can cause propagation delays. These 

system can provide average bandwidth but if lack advance security and 

protection from interference. 

Characteristics of Satellite Microwave 

1. High cost 

ii. Extremely difficult and complex installation 

111. I - 10m bps capacity 

IV. Variabl e attenuation 

v. Low immunity to EMl 

2.7.3.3 Infrared 

The technology of infrared is similar to the use of a remote control for a 

television. It frequency is below visible ligi1t. Because of it hi gh 

frequency, it allows high-speed data transmission. Objective obstructing 

the sender or receiver and any interference from light source can affect 

infrared transmission. These systems are electromagnetic interference 

and can be used success full y where certain type of cable media fail. 
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This type of transmission falls into the following two categories: 

a. Pojnt-to-point 

b. Broadcast 

(n) )'oint-To-Point-

This transmiss ion utili zes high beams to transfe r signal directly between 

two systems. Point-to-point requires direct alignment between dev ices . 

This system is slIsceptibl e to interference from anything that can block 

the part beam. It provides high level of security. Many laptop and PDA 

(personal data assistance) use point-to-point transmission. 

Characteristics of (>oillt-To-Point 

1. Wide range of cost 

11. iVloderate easy installation 

Ill. 1 OOkbps-16mbps capacity 

IV. Variable attenuation 

v. High immunity to EMI 

(b) Broadcast 

Broadcast irifrared transmission use a spread signal, one broadcast in a11 

directions, instead of direct beams. This help to reduce the problem or 
alignment and obstruction. It allows multiple receivers of signal. Broad 

cast infrared operate in the same frequency as point-to-point infrared and 

is susceptible to interference from light sources. 
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Characteristics of Broaucast Infrared 

l. Inexpensive 

ii. Simple installation 

111. lnlbps capacity 

IV. Variable attelluatioll 

v. Moderate itumunity to EMf 

2.7.4 Dat"a Translllission 

Data transmission is the way in which data is being transferred in the 

network. Data transmission across the network can occurs in two forms 

namely: 

o Analog 

o Digital 

• Analog Signaling 

An analog signal takes form of a wave, which smoothly curves from one 

valve to the next. The analog wave start at zero, increase to its hi gh 

peak, recedes past zero to its low peale And then rise to zero . This 

change in the wave is known as the wave cycle. 

ANALOG SIGNAL 
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Characteristics of Analog Signal 

The following are the Characteristics of analog signal: 

Amplitude: this is the signal strength and is measured as the distance 

from the zero baselines to the high peak. The method use to encode data 

using amplitude is called amplitude shift keying (ASF) 

Data 

Vo I tage v---\--+----1,~_f_----\--+_\_~-+_I-A_+_I,....__IL.-_\_~Ti me 

Frequency: this is the time it n1akes signal to complete its cycle. 

Frequency is measured in hertz. The method use to encode data value 

using rrequency is called ]?requcllcy Shift K.eying (ASK) 

Data 1 o 1 o 

Voltage 
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Phase: this is determined by comparing the cycle of two signal of the 

same frequency. Phase is mcasured in degree. Tile method usc to code 

data value Llsing phase is call ed Phase Shift Kc-yillg (PSK) 

) o 

Data 

Advantages of Analog Signaling 

1. Allows multiple transmission across the ca~le 

ii. Suffer less fro.m attenuation. 

Disadvantages of Analog Signaling 

1. Suffer from EMI and noise 

Il. Can only be transmitted in one direc60n without sophisticated 

equipment 
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• Digital Signaling 

This is the kind of signal that changes from 0 to 1 instead of s11100th 

curve in analog signaling, digital jump directly to the next value. Digital 

signal are synchronized in bits this can be clocked by either sending a 

separate clocking scheme across the network with the bits, or by Llsing a 

guaranteed state change clocking scheme. 

DIGITAL SIGNAL 

Advantages of Digital Signaling 

1. Equipment is cheaper and simpler than analog equipment 

ii. Signal can be transmitted on a cable bi-directionally. 

Ill. Digital signal suffer less noise and interference 

Disadvantages of Digital Signaling 

1. Only one signal can be sent at a time 

11. Digital signal suffer from attenuation 
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2.8 Networl" Topology 

Topology can be defined as the interconnection of network nodes. The 

topology of a network is silnply the way in which the cable connections 

are made, it specifically refers to the physical layout of th network, 

especially the computers and how the cable is run between them. it is 

vital to select the right topology and how the network would be used 

because each has its own weaknesses and strengths, deterllli ned by 

speed, distance cost, reliabil ity and load requirement. 

This can be classified into the following: 

a. Physical topology 

b. Logical topology 

(a) Physical Topology: .. This refers to the way in which the end point 

of computers i ~ " connected electronically. It involves how cab le and 

computer are connected toget her. 

(b) Logical Topology: - This is the method in which the information is 

passing between the workstatiun and main server. 

Types of Topology 

The followin g are the types of10pology 

1. Point-to-Point topology 

ii. Ring topo logy 

III. Bus topology 

IV. Star topology 

v. IYIesh topology 
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Point-To-Point Topology 

This is the simplest, consisting of two connected computers. 

LANs commonly use ring, bus or star topologies. WANs, which 

connect distant equipment across the country or internationally, often 

use special leased telephone lines as point-to-point links. 

Ring Topology 

In a Ring Network, devices (nodes) are connected in a closed loop, or 

ring. Messages ill a riug network pass in one direction, from node to 

node. As a message travels around the ring, each node examines the 

destination address attached to the message. If the address is the same as 

the address assigned to the node, the node accepts the message; 

otherwise, it regenerates the signal and passes the message along to the 

next node in the circle. Such regeneration allows a ring network to cover 

larger distances than in other network configurations. It can also be 

designed to bypass any malfunctioning or failed node. Because of the 

closed loop, however, new nodes can be difficult to add. 

Token-ring network 
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Ring topology connects a ll the terminals or microcomputers with one 

continuous loop. Within this loop, data travels in one direction olll y 

making a complete circle around the loop. 

Advantages of Ring Topology 

1. It proviue an orderly network in which every device has access to 

the token and can transmit 

ll. It perform well under heavy load 

Disadvantages of Ring Topology 

1. Malfunctioning workstation and cable create problems for the 

entire network 

ii. Changes made when adding or removing a device affect the entire 

netwotk 

Bus Topology 

A topology (configuration) for a Local Area Network in which all nodes 

are connected to a main communications line (bus). On a bus network, 

each node monitors acti vity on the line. Messages are detected by all 

nodes but are accepted only by the node(s) to which they are addressed. 

Because a bus network relies on a common data "highway," a 

malfunctioning node simply cease to communicate; it doesn't disrupt 

operation as it nlight on a ring network, in which messages are passed 

from one to the next. To avoid collisions that occur when two or more 

nodes try to use the line at the same time, bus network commonly rely 

on collision detection or token passing to regulate traffic 
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In this type of topology, each of the terminals or microcomputers IS 

connected to a signal cable that runs the entire length of the network. 

Messages travel directly to or from the intended terminal or 

microcomputer. 

Advantages of Bus Topology 

1. Easy to install and configure 

11. Inexpensive 

111. Easily extended 

Disadvantages of Bus Topology 

1. Perform'ance degrades 

11. Barrel connector used to extend the cable lengths can weaken the 

signal 

111. Troubleshooting a bus can be quite difficult 
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Star Topology 

This is a local area network in which each device (node) is con nected to 

a central computer in a star-shaped configuration (topology); commonly, 

a network consisting of a central computer (the hub) surrounded by 

terminals. In a star network, messages pass directly from a node to the 

central computer, which handles any further routing (as to another node) 

that might be necessary. A star network is reliable in the sense that a 

node can fail without affecting any other node on the network. Its 

weakness, however, is that failure of the central computer results in a 

shutdown of the entire network. And because each node is individ ual 

wired to the hub, cabling costs can be high. 
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Star topology uses a separate cable for each workstation. This cable 

connects the workstation to a cent~'al device, typically a hub. This 

configuration provides a more reliable network that is easily expanded. 
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Advantages of Star Topology 

1. Easily expended 

11. Easier to troubleshoot 

111. Multiple cable types supported by hubs 

Disadvantages of Star Topology 

1. The hub can be a s ingle point failure 

11. Requires more cable than most other topologies 

111. May require a device to rebroadcast signals across network 

Mesh Topology 

Here each computer is connected to all the others at once, thi s becomes 

quite difficult to install as the number of con1puters increases. For 

example to connect seven (6) computers together, it will require 15 links 

[{(n- I) n}/2, n=6J and so on. However, they are easy to troubleshoot, 

and are fault tolerant, which is a major advantage. Its major 

disadvantage is the difficulty installation and reconfiguration. 
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.. 2.9 Networl{ Protocols 

Protocol is a set of rule and convention used to impose standard ize 

structure language [or the communication between multiple parties. 

For example, a protocol might define the order in which information is 

exchange between two parties. Protocols are . set of rules that specify 

precisely how different parts of the network interact to allow devices to 

communicate with OIlC another. They describe what routing information 

is included with the transmitted data to ensure that the correct device 

receives it properly. 

To perform the full range of network functionally, several protocols are 

typically active simultaneously in any given network. The multiple 

protocols that exist in a network environment are related to one another 

as member of a "protocol suite". 

They must be able to evaluate the performance of the network, identify 

and correct error, okay transfer of data, facilitate physical connections 

and enables projected expandabi li ty . 

The two internationally recognized, vendor-independent standard 

protocol suites are the Translnission Control I)rotocol/intern et 

Protocol (TCP/IP) suite and the Open System Interconnection (OSI) 

suite. They are both open standards, which mean they are not 

proprietary. Protocol software resides in the computer mell10ry or in the 

memory of the Network Jnterface Card (NIC). When data are ready 

for transmission, this protocol software is executed. 
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Protocol Suite: - This is a collection of protocols that work together to 

form a single system to handle networking devices. It can be defined as 

a set of many layers, and is usually part of the operating system kernel 

on machines connected to the internet. 

ROll table Protocol: - this is the ability of a protocol to communicate 

across the router. This type of protocol needs extra layers to handle the 

routing feature. 

NOli Routable Protocol: - This is the type of protocol that cannot be 

routed and arc limited to smaller LANS. These are as large as they arc 

today. Non-routablc protocols are usually faster and provide better 

transfer speeds die to fewer overheads. 

COllllcctionlcss Protocol: - This is a type of protocol that sent out data 

across the network with no feedback as to whether it arrived at the 

destination device or not. This type of protocol is mainly used when 

there is a need to send data to multiple computers at once or where high 

speed is needed. 

Connection-Oriented Protocol: - this is a type of protocol employ 

when you need to ensure that certain data arrives at its destination. 

Protocols send acknowledgement to show that data was received 

successfully. 
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2.10 Popular llrotocol Suites 

The following are some popular protocol suites 

1. TCP/IP 

11. IPX/SPX 

Tep/IP Protocol Suites 

Transmission Control Protocol/Internet Protocol (Tep/IP) 

This protocol suite is also known as internet protocol. This is a su ite 0 f 

industry-stand and protocol. The TCP/I~ suite is made up of many 

protocols. It has a broad feature set due to its large number of open 

standard protocols. 

Internet rrotocol 

IP is the standard that defines the manner in which the network layers of 

two hosts interact. These hosts may be on the same network or reside on 

physically distinct heterogeneous networks. IP provides a 

connectionless, unreliable, best-effort packet delivery service. 

Tep/IP and the OSl Model 

This original design for TCP/IP was started long before the OSI model 

was developed. Instead of OSI seven layer model, TCPIlP was based 011 

DOD (department of defense) model with four layers. The four layers 

can be loosely method to the OSI model in the following ways: 
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Network Access Layer 

This layer corresponds to the physical and data link layer of the OSJ 

model. When TCP/JP was developed, it was made to use existing 

standards for these two layers so it could work with such protocols as 

Ethernet and token ring. 

Internet Layer 

This layer of tile DOD model roughly matches up with the network layer 

of the OS1 model. Both of these layers are responsible for moving data 

to other devices on the network. Internet protocol (LP) is mainl y 

responsible for the job. 

Host-To-Host Layer 

This one is similar to the. transport layer aS} model. The job of both of 

those layers is to cOllllllunicate between peers on the network. As a 

result of this, almost all devices on a TCP/IP network are considered 

hosts, whether they are workstation, server, or network-attached printer. 

Processl Application Layer 

This fourth layer does the same job as the top three of the OSI model, 

which is to provide network services. 

TCP/IP Protocols and how they correspond to the OSIModel. 

TCP/IP Address 

This is an address that is usually set by the administrator, though it is . -
sometimes automatically set by the network protocol suite used, which 

alJow two computers on a network to communicate. 

57 



Tbis address is unjque 4-byte address is dotted notation for example 

56.88.1.231. IP addresses are handed out by a single organ iza tion ca ll ed 

interNI C, so each computer has its own unique address. IP addresses are 

divided into classes. IP addresses classes are used to segment the pool of' 

addresses into size corresponding to various organization sizes. 

Classes of 1.1' Atldress 

Class A: Class A address have one byte for the network and three byte 

[or the host. For example, the address 56.88.1.231 has a network number 

of 56, and the remaining number signify the host. The first class of class 

a network addresses is always between 1 and 127. 

Class B: Class B address have 2 bytes for the tletwork address and the 

remaining two for the host address. With this arrangen1ent each class b 

nctwork ca ll , have to 65,000 hosts . The first byte of class b addresses is 

always between 128 and 191. 

Class C: class c address is the most common. They use the first 3 bytcs 

of the address for the network portion and the final byte for the host. 

rhis all ows for a great number of networks gi\;'en out with more than 

250 hosts. Class c address always has the first byte between 192 and 

223. 
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Subnct Mark 

Subnet mask is responsible for separating the IP address into the host 

portion and the network portion. It completes computer's address on a 

TCP/IP network. For example, class A has one byte for the network and 

thrce byte for the host. It has the subnet mark \)f 255.0.0.0. The 255 ill 

the first byte signify the network address. 

Standard Suite Protocols 
-----

Subnet Mark Network Class 

255.0.0.0 Class A 
--

255.255.0 .0 Class B 
r -

255.255.255.0 Class C 

TCP/lJ> Suite Protocols 

Below are some of the protocol contain in TCP/IP 

Internet Protocol 

The internet protocol (IP) is a connectionless that sits in the network 

layer of OSl 11lodel. An lP header is attached to each packet (data gram) 

and includes the source address, destination address, and other 

information used by them recei ving host. 

Function of IP 

1. It addresses and route packet according through the network 

11. It fragment and reassemble packets that were slit in transmit 
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Internet Control Message l)rotocol (ICMP) 

Internct Control Messagc Protocol (ICMP) Provides error reporting 

for IP. IP can not detect error when an error occurs on the network. 

lCMP is up to report errors back to the host that sent IP packet. If a 

devicc cannut l'orwanJ in It> packcl un the next netwurk in this juurncy, 

than it will send back a message to the source of that packet using 1 CMP 

to explain the error. Some of common types of errors that lCMP can 

report are: 

1. Destination unreachable 

ii. Congestion 

ill. Echo req uest 

IV. Echo reply 

Routing Information J)rotocol (RIP) and Open Shortest Path First 

(OSPF) are two routing protocols in the internet protocols suite. RIP use 

the number of routers (hops) between the originating computer and the 

destination to decide the best way to route a packet. OSPE is configured 

to figure in the hop count, the speed the connection between the hops 

and the loading balancing to calculate the best way to route packet. 

Transmission Control Protocol 

This is a connection-oriented protocol that corresponds to the transport 

layer of OSI lTIodel. TCP opens and maintains a connection between two 

communication hosts on a network. 

When an IP packet is sent between them, a TCP header that contains 

flow control, sequencing, anJ error checking is added to the packet. 
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E?.ch virtual connection to a host is given a pert number so data grams 

being sent to the host go to the correct virtual connection. For example. 

an internet web server uses 80, while mail server usually post 25. 

USCI' Da tagra III Protocol 

This is the connectionless transport protocol and is used when the 

overhead of TCP is 110t needed. UDP is responsible for transporting datCl 

gram. UDP lIses port number (53) similar to TCP, except that do n01 

correspond to a virtual connection, but to a process on the other host. 

Address Resolution Protocol 

This is the protocol that handles the converSion of the address by 

sending out a discovery packet. This protocol allows compulers to 

communicate with another on a network. The discovery packet is sent 

out to the broadcast MAC address so every device on the network 

receives it. The packet contains the request for the owner of the IP 

address. When the receiving computer with th'" IP gets the discovery 

packet, it replies to the originator to let the originator know that it OWllS 

that IP. ARP maintains a list of IP and MAC address so as discovery 

packet is notllceded every tillles communication takes place. 
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Domain Name System (DNS) 

This is the system that converts user-friendly name such as 

http ://www.ebeconsu ll.com to the correct IP address. DNS is a 

distribution database hi erarchy maintained by different organization. 

There are a Ilumber or Illailltain DNS servers that poinl c lients 10 thc 

more specific server at each company. 

File Transfer Protocol 

This is the file-sharing protocol most commonly used 111 a Tep/) p 

environment. This protocol allows user remotely log on to other 

computer on a network and browse, download and upload file. One of 

the main reasons FTr is still very popular is that it is platform 

. • d inucpen eni. 

Simple Mail Transfer l)rotocol (SMTP) 

STMP is responsible for making sure that called e-mail is delivered . 

SMTP only handles the delivery of mail server and between servers. 

Dynamic Host Conglutination Protocol (DHCP) 

OI-ICP is responsible for automatic IP addressing. Instead or 
configuration each device on the network manually, the administration 

does it once for the entire network on the DHCP server. DHCP server is 

given a range of IP address to hand out to network device. When a 

computer comes online to the network, it sends out a DHCP request. The 

nearest DHCP server responds with all the information to set up TCP/IP 

on the new client. 
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TELNET 

TELNET allows a user to remotely log to allother computer and run 

application 

Network File Systelll 

This is an advance way to share fIle and ciisk that FTP and telnet require 

you to use a separate client, NFS allows user to connect to notebook 

drive and use them as if they were local hard drives. 

I PXJSP Protocol 

Internet work packet exchange/sequence packet exchange protocol suite 

was developed and maintained by novel, inc. IPX/SP protocol suit e 

everything from file and disk sharing to message and application 

services. IPX/SP functionality is aimed toward requesting and receiving 

services rrom large server. 

IPXlSP network makes use of the server-centric NetWare operating 

system. The IPX/SP protocol and network application are WI iHen so tlIe 

network environment is comfortable for users. IPX/SP suite is very 

functional because it is modular. That is, piece can be removed and 

replace by protocols fro other suite. For example you could remove the 

main lPX/SP protocol and replace them with other user datagnlll1 

protocol (UDP) and Tep. Because it is design in modular form, it allows 

the protocol suite to be very adaptable to other need and permit IPX/SP 

to use other types of network. 
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One of the features of the IPX/SP protocol is it case of use and 

administration. IPX/SP need no manual addressing for workstation to 

function. The only real addressing needs is on the NetWare ~elver, and 

is just to pick a network address not found on any other connected 

network. This information is autOlnatically passed on to the network 

client. I', 

TPX/SP protocol can be divided into 

I. Lower-layer protocol 

11. Middle IPX/SP and 

111. Upper layer IPX/SP 

(i) Lower-Layer Protocol 

In the IPX/SP suite correspond to the link layer of the OS 1 model. Therc 

arc 110 protocols in the physical layer of the IPX/SP suite because it can 

utilize any popular physical network types, such as Ethernet, token ring, 

or FDDI. 

1 he protocols that work at the data link layer ar~, responsible for media 

access and interfacing 10 the network card. There are two protocols in 

this layer namely: 

a. Multiple link interface driver protocol 

b. Link support layer protocol 
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(a) Multiple Link Interface Driver Protocol 

These protocols concerned with media access. ML1D is piece 0 r 
software that makes the network card in the computer work that is a 

network interface board specification this driver is written to a certain 

specification called open data link interface IDO speci fication. 

(b) Link Support Layer I'rotocol 

This layer is responsible for making sure data goes to the correct upper

layer protocol. It also makes sure that multiple protocol stacks is load . It 

serves as an interface between mild and the uppel'-layer protocol. 

(ii) Middle II'XlS]> Suite p'"otocol 

This middle protocol is the IPX/SP suite map to the network and 

transport layers of the OSI model. There are responsible for transferring 

data between devices on the network, as well as carrying some routing 

functionality. The protocol that is in middle I~X/SP suite protocol is: 

a.1PX 

b. SPX 

c. NLSP 

d. RIP 

(a) Intel"net Work })acket Exchange 

This protocol corresponds to the network layer of the OSI model (IPX) 

protocol corresponds for connectionless data service. It handles the 

rouling of dala cross an internet work, as well as the handle networl 

addressing. 

65 



Ln a NetWare nost data transfer between client and server are handling 

IPX protocol. An JPX address is a combination of the physical MAC 

address on the network card and a logically assigned network addrcss. 

Example of such is 123456789ABCD. Socket number in IPX/SP is 

equivalent or TCP/J P port Dumber. lPX decide the best to a rcmotc 

device by using one of the built in routing protocols. 

(b) Sequenced Packet Exchange (SPX) 

SPX is a connection oriented with sequencing and error control. srx 
makes up for the inherent unreliability of IPX and because of this 

reason; SPX rides on tops of IPX to this extra functionality in a similar 

way that Tep rides on top of IP in the TCPIIP suite. SPX is mainly used 

when a connection is made across an internet work device such as a 

router, or to a print server to service a printing request. SPX uses 

acknowledglTIent to ensure delivery. SPX also establishes virtual circuit 

salled connections, between devices. Each connection has its on 

connectionid to distinguish it. Connection ids can be tied to upper-layer 

process. 

(c) Network Link SCI"Vices l"lrotocoi (NLSP) 

This protocol uses a link state nlechanislTI to choose the best. NLSP 

broadcast routing information when a change occurs, not at preset 

interval. NLSP uses far less bandwidth 

66 



(d) Routing lllfonnatioll Protocol (RIP) 

This is a protocol that is useu by IPX to decide the best route through an 

internet work: It uses the distance vector method to calculate hOjJs count 

9i.e it count number of times a piece of data crosses a route before 

reaching its destination) and then crosses the route with the number of 

hops. 

(iii) Upper-Layer IPXlSP Protocol 

The upper-layer protocol in IPX/SP comprises of: 

1. Network core protocol 

1I. Service access protocol 

Network core protocol Corresponds to the transport, seSSion, 

presentation and appJ ication layers in ISO model whi Ie service access 

protocol correspond to session layer in ISO model. 

(i) Network Core Protocol 

This is the "language" spoken between a NetWare client and a server. 

This protocol handles most NetWare services such as file services, 

printing; file lockjng, resource access and synchronization. NCP 

functions as the following four layers of the OSl model: 

1. Transport layer - it connects services with segment sequenCll1g, 

error control and ilow control. 

ii. Session layer-it control the movenlent of data fro transport layer to 

presentation layer. 

111. Dresentation layer-it translates character. 
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IV. Application layer - it serves as application and service interface to 

the end-user application. 

(ii) Service Access I>rotocol 

This protocol rdlows each computer sharing a resource 011 the network to 

send out sap, packet containing information about the resource and where 

it is located. 

2.11 Network Type 

Network type combine physical layer with the physical topology to form 

the ba~ ic network. The di rfe re~1~ types of netvvork are 

ARCNET 

Ethernet 

Token Ring 

FDDI 

Characteristics of Network Types 

a. Maximum number of clients 

b. Speed 

c. Distance 

d. Media access type 

Types of Network 

2.11.1 ARCNET 

ARCNET (Attached Resource Computer Network): it IS the oldest 

network types. Data point corporation created it in 1977. 
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ARCNET uses passll1g 111 combination with a star/bus topology to 

transmit data at 2.5mbps. ARCNET was designed to be a simple, 

inexpensive, and reliable topology. ARCNET utilizes UTP or coaxial 

cable hubs as many 225 computers. 

Characteristics of ARCNET 

1. Topology- star to bus 

11. Transmission speed: 2.5mbps or 20 225 

Ill. Maximum nUlnber of network nodes:225 

IV. Cable types:rg-62, 90 ohm or coaxial, UTP, and optic 

v. Maximum network length: 20,000 feet 

VI. Maximum segment length 

Vll. Coaxial cable 400 feet 

Vlll. UTP cable:400 feet 

IX. Fiber optic cable: 11,500 feet 

Advantages of ARCNET 

I. Reliable, mature technology 
, 

11. Uses simple technology that is easily installed 

111. Operates over several cable types 

Disadvantages of ARCNET 

I. Limited to 255 devices 

ii. Operate at low speed of 2.5mbps 
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2.11.2 Ethernet 

Etherne1 is a network standard developed by Inlel, digital and Xerox. It 

offers for a variety protocols and computer platform. Ethernet is 

available in three main standards namely: 

1. 10 Basc-5 

11. 10 Base-2 

111. 10 Basc-'(' 

10 Base-5: 10 Base-5 is also thick Ethernet. It makes use of RG-8 cable 

which uses external transceiver and a vampire clamp that fastens directly 

into the cable, which is wired in a linear bus. 10 base-5 can have fi ve 

segments with [our repeaters, and only three segnlents can have 

workslation. 

Characteristics of 10 Base-5 Networks 

l. Topology: bus 

11. Media access method: CSMAICD 

111. Cable type: 50 ohJTI thickness coax cable 

tv. Transmission speed 10 mbps 

v. Maximum number of network nodes: 300 

Vl. Maximum l1wiiber of nodes per segment: 100 

Vll. Maximum network of segment: 5:3 of which have connected 

nodes. 

VlIl. Maximum network length 2,500 meters 

IX. Maximum segment length: 500 meters 
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10 Basc-2:- This was developed as one of the alternatives to 10 Base-5 

because the rg-8 cable used in 10 Base-5 is rigid and difficult to work 

with 10 base-2 uses RG-58 cable along with T segment support.ing as 

many as 30 devices, which must be 1.5 feet apart. 

Charactcristics of 10 Basc-2 Nctworks 

l. Topology- bus 

JI. Media access method: CSMAICD 

111. Cable type: 50 ohm, rg-58 coax cable 

IV. Transmission speed: 10 mbps 

v. Max imum number of network nodes : 90 

VI. MaxinlUlll number of nodes per segment: 30 

vji. Maximum number of segment: 5:3 of which have connect.ed nodes. 

Vlll. Maximum network length: 925 meters 

IX. MaxilnUlTI segment length: 185 meters 

10 Basc-T~ .. This standard utilizes 22 A WG lJTP cables with RJ-45 

jacks arrange in a star conJlguration. This configuration eliminates the 

single point of failure problem associated with the bus configuration. 

Each dev ice has a separate UTP cable connection it to the hub. 

The workstation must be at least 2 feet apart and no more than 328 feet 

f-i-om the hub. It follows five segments with u to 512 device standa rd . 

Network can be segnlent in order to provide network expansion i.e 

smaller network are connected using bridges or routers, gives larger 

network. 
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Characteristics of 10 Base-T 

. 
l. 

.. 
II. 

111. 

IV. 

v. 

VI. 

.. 
Vll. 

VllJ. 

IX. 

Topology-star 

Media access method-CSMAICD 

Cable types categories 3-5 UTP 

Transmission speed: 10 MBPS 

Minimum number of network nodes: 1,024 

Minimum number of node per segment: 1 

Mininlum number of segment 1,042 

Mininlum distance between nodes: 2.5 minimum lengths 

Mininlum segment length: 100 meters 

10 Base-lOO:- 10 base-IOO is also known as fast Ethernet, which can 

transmit at either 10mbps or 100mbps. Fast Ethernet can transmit across 

UTP or fiber optic. 10 base-IOO has three standards, which were 

developed based on the type of cable used. These standards are: 

1. 10 I3ase-l 00: TX using two pair categories 5 UTP and STP cablc. 

ii. 10 Base-lOO:- T4 is using for pair categories 3 through 5 UTP 

cable. 

111. 10 Base-l 00:- T uses fiber cable. 

This standard allows for severa l options with base 100. For 100mbps 10 

Base 100, the adapter and hub must be capable of 100mbps transfer rate . 

Fiber optic provide for greater cable lengths at 100mbps than UTP cable. 

UTP, you limited to two hubs between workstations, and the hub A must 

be connected using a 5-meter cable. Fiber optic allows a distance of 400 

meter between hubs. 
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Characteristics of 10 Base-IOO 

I. Topology-star 

11. Media access method: CSMA.CD 

111. Cable types: 

• 10 base-l OO:-TX: categories 5 UTP 

• 10 base-l 00:-·T4: categories 3-5 UTP 

• 10 base-l OO:-FX: categories optic 

IV. Transmission speed: 10 mbps 

v. MinimUll1 nUlllber of nodes per segment 

VI. Minimum number of network nodes 1,042 

VII. Minimum number of segment 1,042 

Vl1l. Minimunl distance between nodes: 2.5 meter 

IX. Minip l m sement length: 100 meter 

• J 00 I3ase-TX: 100 meters 

• 100 Base-TX: 100 meters 

• 100 I3ase-TX: 2 meters 

Advantages of Ethernet 

1. Flexible standards allowing a variety of equipment 

ii. Inexpensive network option 

111. High-speed network that can operate at 10 or 100 I11bps 

IV. Easily expanded 

Disadvantage of l~thcnlct 

1. Performance degradation under network load 
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2.11.3 Tol{en Ring 

This type of network 10ken passmg 111 a physical star configuration 

connected in a ring hub. It allows devices to have varying priority in 

accessing the network media. 

Characteristics of Tok.en Ring 

II. 

111. 

IV. 

v. 

Vi. 

Vll. 

V 111. 

IX. 

v 

Xl. 

Topology: physical star, logical ring 

Media access method token passing 

Cable types: SIP, UTP, and fiber optic 

Transmission speed 4 or 16Mbps 

ivIinimum number of network nodes: DTP: 72 and STP: 260 

Maximum number of nodes segment: varies according to the hub 

Maximum number of segment: 33 

Maximul1I distance between nodes: 2.5 meter 

MaximUll1 segment length 

UTP: 45 meters 

STP: 101 meters 

Frame size 

Mbps 4k 

16 mbps: 6k 

Advantages of Token Ring 

1. Performance under heavy load 

11. Uses intelligent 

Ill. High-speed network capable of 4 or 6 Mbf:s. 
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Disadv~'nh'ge of Token .Ring 

1. Expensive 

11. Difficult to troubleshoot 

2.11.4 Fiber Distribution Data Interface (FDDI) 

FOOL is a token-passing ring network similar to token ring out running 

over a fiber-optic cable. FOOl uses concentrators to connect devices. 

Because it utilizes fiber-optic cable, it is capable of transmitting at the 

rate of 100 mbps. FDDI is a token-passing network over the ring, but the 

method used in FDOI is much different from token - ring. FDOI allows 

many frames to be transmitted sitllultaneously. This is possible because 

the station that contro l the token can send several frames without 

waiting for the previous frame to complete it journey around the rin g. 

The following terms are common to FDOI and they are help in 

increasing the speed of the network. 

1. Synchronous frame 

11. Multi frame dialog 

111. Wrapping 

(i) Synchronous FraIne: - this is a process of assigning transmission 

times to certain devices . 

(ii) Multi Frame Dialog:-this is a process of two devices to transmit to 

one another without interference. 

(iii) Wrapping: - this is the conne~tion made between two rings before 

and after 1be break of c!lb le 
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Characteristics of FOOl 

i. TopoJogy-ri ng 

ii. Media access Illethod: token passing 

111. Cable type 

IV . Transmi ss ion speed: IOOmbps 

v. Maximum of network nodes: 500 

VI. Maximum number o r nodes per segment: no maximum number o r 

node per segment 

vii. Maximum number of segrnent- node 

Ill. Maximum network length: 100 kilometers 

IX. Maximum segment length: no maXimUlTI segment length 

Advantages of FDDI 

I. rODJ is the fastest network and is capable of 100mbps transfers 

11. Fiber-optic cable allows signal travel great distance, up to 200 

kilometers. 

Ill. Dual rings provide a higher level of fault tolerance. 

Disadvantages of FDDI 

\. Pxpensive cable and equ ipment is required 

II. Workstat.ion cab be single point of failure for both rings 

111. FODI r ings a high level of expertise to install, troubleshoot, and 

maintain. 
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~ CIIAPTEH. THREE 

3.0 NETWOHJ( DESIGN AND CONFIGUHATION 

3. i SYStClllS Analysis and Design 

T I1C semester report of the MUlh/Computer dep.-:;.~· tmcn t is usually done 

by computer; this is to say that student's data are input into the computer 

system to form a master record of all students' results, which is then 

printed out as hard copy. 

The introduction of the computer networking will automatically presellt 

110t only students result, but also give the lecturer the ease to know the 

exact students in the department, from any of the cOlnputers: which is 

the basis of the analysis i.e. concerned with the study and gathering of 

data about the existing systeJ11S for improvelnent, the identification of 

problems and difficulties encountered by the Inember of staff 

responsibJe for the prod.L1~tion of the semester results and accessi bi I ity to 

the results. 

The systems analysis ill this regard is concerned with producing a more 

J1cxibl e, Ll sers fri endly alld accurate package in place of the ex isting 

~yslem. 
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3.2 Auaiysis of the .Existing Systeln 

Before designing a new or enhanced information system, suffi cient and 

proper grasp of the ex isting systcm and information now should be 

made; this is done by conducting interview with students and staff of the 

institution or organi zation. 

The interv iew and observation ga thered from the case study were: 

In the departm ent, there are only twenty-five (23) computers; 

'" One computer in thc I-l.O. D's office. 

~ One compu ter in the secretary 's office. 

).- Olle computer in the examiner 's offiee 

);> Twenty cOlnputers in the computer room. 

It was interes ting to find out that of all these computers, none was 

connected to the other. After a test or exam in the department, lecturers 

mark the scripts, record the results onto a paper and then input the 

student' s names and corresponding results into the computer systelll 

(c ~ t i Gna l). The lecturer now sends a copy of tlJ[;se result sheets to the 

examination officer. The examination officer now copies out these 

results onto hi s records i.e. paper or computer system. 
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3.3 Probleul of the Existing System 

Before any problem can be solved, there must be a clear definition of 

such problem, else the wrong solution will be applied and lIte who le 

objective vviii be defeated. H_owever, the following questions may help 

in defining the problem: 

1. What is the problem? 

2. Detail of the probleln? 

3. How signi ficant is the problem? 

4. What are the feasible solutions to the problem? 

In the department ot math/computer, the problems is the non-networking 

of computers, to ease the execution of jobs by the lecturers and staff of 

the department ill the process of trying to organize lectures for the 

students and other related school work. 

Detail of the Probicm 

Using this scenario to explain, a student goes to the exam orticer 10 

eheck for her results for the year, the lecturer now discovers that there 

are some rni ss ing res ults, rather than use the computer in his office 10 

check for the missing results, the student is been asked to write an 

application letter requesting for the results from the lecturer involved. In 

the case where the lecturer is not available, that student can not gel 

access to his/her results, thereby delaying the progress of the student. 
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How Significant is the Problem'? 

The significant of the problem can be outlined as: 

~ Rushing from one computer to another in your office; attelJding to 

several different jobs at various locations. 

~ Moving files that neeus printing from one pc that you happen to be 

working on, to the pc that is connected to the printer. 

~ A student having to wait [or the exams officer before getting access 

to his or her result. 

~ A lecturer with his system can not get the names of the enlire 

student in the department, unless he goes to the secretary office. 

~ The H.O.O nol having access to all the names of leclurers and sta fT 

in his department until he calls the secretary. 

The Feasible Solution 

The only possible solution 111 the case of non-interaction between 

different computers in an institution like a university department or an 

organi zation would be a computer networking (LAN), where one would 

be in his office and get access to any kind of inforn1ation relating to the 

department, as and when required. 
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3.4 Introduction of Local Area Networl{ (LAN) 

Successful implementation of a LAN requires careful planning. The 

primary networking rule is that "the network will always outgrow initial 

expectation". Network are modular, once a network is built on a solid 

base, additional network needs can be easily added. 

The following procedures are carried out in the implementation of the 

LA N. These are to ensure that the network meets standards set by the 

international standard organization (ISO), the open systems 

interconnection (OSI) seven layer reference model. 

~ Determination of topology. 

~ Determination of network cabling. 

~ Installation of net.work interface card. 

}or- Location and connection uf hub. 

~ Loading and configuration of server/workstation operating system. 

~ Creation of user enviromnent and itnplementation of security. 

Choice of Cables 

The first step i-akca 1ll the determination of the choice of cables 

(otherwise called topology), involved a careful assessment and 

measurement of the site. 

Next, a cabling scheme should be analyzed, and because future 

expansion is important in any network design~ a topology that would 

ease this problem was chosen, so the STAR tOjJology was decided upon , 

this enable ease of expansion and troubleshooting. 
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There are two main hlctors that determine ones choice of cables : 

./ Size or win~ , 

./ Speed of trallsrniss ion. 

The use of UTP, category 5 cables was decided upon; thi s supports the 

star topology and upgrading. 

3.5 LAN Architecture 

In any LAN, there are three roles the computer plays: 

CLIENTS : Computer which use but do not provide network resources . 

PEERS: Computer which uses and also provides network resources. 

SERVERS: Computer which only provide network resources. 

Client-Server Network Architecture 

Otherwise called the multi-user network emerged as the need to connect 

more systems together. Consists of a central computer (called the server) 

10 which all other computers (clients or workstations) are connected . 

Servers provide security and administration of the network; they are 

usually more powerful than the clients in terms of speed, lnemory and 

hard disk capacity. Allow for centralization of service and maintains a 

strong control over the network. environment, are good for e-mail, data 

organization and internet access. 
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..... ·r· 

3.6 Networking Hardware 
• 

Networking Hardware includes all computers, peripherals~ interface 

cards and other equipll1ent needed to perfornl data-processing and 

C0111l11ul1ication within 'tbe n~:work. 

Workstations 

Bridge 

File servers 

I . I: r==I 
i..:...::--------- ---~-- -~~ 

AN Devices 

--,ocal area network devices are: 

r; ik Server 

etwork In terface Card 

epeater 

'thernet hubs 



Switches 

Modem 

Routers 

Gateways 

Multiplexers 

Repeater: '- R~p~ater is a device used to boost a network signal as it 

passes through. Repeaters are normally two-port boxes that connect two 

segments. It works at the physical layer to generate the electrical signal 

on the network tnedia. 

l"1,-iVdHtage of Repeater 

1. Repeater easily extend length of a network 

ii. They require no processing overhead, so very. If nay, perfornlance 

degradation occurs. 

111. network tj pc that use 

different types of cable. 

Disadvantages of Repeaters 

1. Repeater can not be used to connect segment of different network 

types. 

ii. They can not to segment traffic on a network to reduce congestion. 

! i i. ]\1anv types of network have limits on th0 number of repeaters that 

used at once. 
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Bridges: - this is a device that allows the segmentation of a large 

network into two srnaller, more efficient networks. Tt monitors 

ll1tormation tranic on buth sides of the n~twol'k so that it ca J pass packet 

of information to the correct location. 

Advantages of Bridges 

1. Bridge extend network seglTIent by connecting them together to 

makes one logical network 

i i. They ·s grneut traffic be veen n~twork~ by fi Itering data it does not 

need to pass. 

Ill. Special translation bridges can connect different network type 

together 

Modeln: - This is conveliing digital information fron1 the sender end to 

analog information and vice-versa 

!:U= ~!rr .. This is a device that translates information frOln one network 

lO aut:i l.lH:::1', It selects the best path to router a message based on the 

destinatjon address and original. 

Gateways: - The computer hardware and software that connect networks 

that use different protocols (rules hardware and software use to 

cOlllmunicate), or that transfer data between two incompatible 

application on 'a network. The gateway refonnats data so that it is 

acceptable to the receivil g network or application. 

Hub: A hqrdv,f~rc devicl"::- that ccntains multiple independent but 

connected lTIodules of network and intel'nct~'ork equipment. 



Switch: A concentrator is a device that provides a central connection 

point for cable fron1 workstations, servers and peripherals. Most 

concentrators contain tr.e ability to amplify th(; electrical signal they 

receive. 

~ile Server: A cOlnputer connected to the network that contain 

)rimary/application and shares them as requested with the other 

omputers on the nch;,/ork . 

;y orkstatioll: A computer connected to a network at which uses interact 

~ith software stored on the network. 

~orl{group: A collection of workstations and servers on a LAN that are 

~: _ ' --.- . ~k:J to COlllll1tm:'cate and exchange data with one another. 

~ultiplexers: A device that allows multiple logical signals to be 



.3.7 l-lardware H.cquirclllcnt 

These are the hardware require in order to implement the network. 

This can be classified into two: 

>- Server computer 

>- Client computer 

3.7.1 Hardware Specification for Server Computer System 

Pentium-IV 2.5 GHz with MMX technology 

512 SD-RAM 

52 x CD ROrvl drive 

3.5 noppy drive 

14" monitor 

Network interface card 

Modem 

\1icrosoft windows XP 

Keyboard 

Timer software 

Printer 

Scanner 

40 OB hard disk drives 

3.7.2 Hardware Specification for Client COlnputer System 

Pentium III 450 MMX 

256 SD-RAM 

20GB hard drive 

48 x CD ROM drive 
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3.5 floppy drive 

14" monitor 

Mouse + pad 

Keyboard 

Timer software 

Microsoft windows XP 

3.8 LAN Confignration 

);> Unplug your computer system 

);> Put the Ethernet card (network card on any available PCI slot) 

);> Plug your computer and put it on 

);> Follow the screen instruction when the computer detect your network 

and install the card with the appropriate driver. . 
);> Click on start, setting and double click on network. Configure the 

following: 

• Click on add button 

• Click on the protocol , click on the add button, select TCP/IP protocol , 

click ok. 

• By doing this, it will aJlow you to set some properties on your 

network card. 

• Click on the TCP/IP, and then click on the properties 

• Click IP button 

• On the prinmry IP, type the IP address e.g. 10.1.].1 and also type the 

subnet address e.g. 255 .0.0.1 click ok 
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• Click on file/printer button. This will allow you to share the file and 

printer. 

• Check the facility that will allow sharing file and folder 

• Check the facility that will allow share the printer 

• CI ick on the iJcnti fication tab 

• Enter the name of the computer, the work group and the description . 

Note the naine of the work group must be the same in order to make 

the ,systeln on the same network see one another 

• Cl ick ok' and reboot your computer system 

• When computer system has restarted, computer will recognize your 

network . 

It will allow you to enter password, which will give you access to the 

network. 

On the desktop, double click on the network place icon and you will see 

the computer icon together with workgroup. If you do not see the 

computer icon, double on workgroup and it will display the computer 

Icon. 

,NOTE: To confirm whether the network is well conligured, you c lick 

on run , type this command ping follow by the IP address then press enter 

key e.g. ping 10.1.1.1 it will display the configuration of the computer. 
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CHAPTEH. FOUR 

4.0 NETWORI( IMPLEMENTATION 

Nehvork Services, Administration, Managemcnt and Troubleshooting 

4.1 Nctwod{ Services 

Networks are meant to make us more productive by providing services 

to make us more ellicient. Some con1mon services provitle by network 

are: 

1. File servicesp-O; 

ii. Print services 

Ill. Message services 

IV. Director services 

v. Application services 

(i) File Services 

The primary reason for networking computer system is for the files 

services that a network can provide. Instead of coping file to a floppy 

disk, user can easily share file. 

Tile [0110\\1 ing jobs LIse fi Ie services: 

a. Fi Ie transfer 

b. File storage and migration 

c. File update synchronization 

d. Archivillg 
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(a) File Transfer 

Trallsferring file electrollically is the simplest and the most common 

services on the network. The ability to share file and information across 

a network allow user to share any information they need and this make 

thcm more prouuctivc than ever. There are other ways to share file, such 

as eoping files to a removable storage device such as floppy or a zip 

drive. This method is only possible when all users are allocated in saLlle 

office. When users are spread through out the country and world, this is 

not an option. Reliable file transfer across the network then become a 

more noticeable il11portant services. 

(b) File Storage anti Migration 

Data can be store on many different media, such as hard disk, CD-ROM 

and magnetic tape. Data is said to be store on-liue, off-line or near - Jine 

upon the media on which it is stored. 

In on-line storage, it stores infonnation that's readily available on a 

~f:'!''.'er. Cc;.1tral data storage on a server is one of the primary users of a 

network. User can access this data any time. The devices most 

commonly used for on-line storage in hard drive. 

Off-line storage, data is put on magnetic tape so that it can be loaded 

back when needed. Off-line storage devices provide provide a low-cost 

solution to storing data compare to on - line storage. Suppose you need 

to keep a large amount of data available to user and user can not afford 

to buy the necessary amount of space on hard disks. 
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Ncar-line storage is a way to keep data migration off cxpensive hard 

disk but close cnough to let user access it. This may be done by using 

such thjngs as jukeboxes with large numbers of tapes or optical disks. 

They can automatjcally put the needed data online. Data is migration 

whell it is moved from one form off storage to another. 

(c) File Update Synchronization 

This network services keeps track of different versions of the same file. 

If two clients open a file at the same time and try to save the change that 

each have lllade, one file will overwrite the other. File update 

synchronization tries co-ordinate these change. 

(d) Archiving 
. 

Archiving is the process of backing up data in case of hard disk failure. 

Several machine both client and servers can back up using the same 

hardware and software from one location. Using these software and 

hardware, the administrator can schedule all cOlnputer on the network to 

be backed up froln a location at scheduled interval network will need to 

be resolved. Old e-mail message will have to be deleted and the space 

they occupy made available to the system. The type of procedure will 

have to be perfonning as user added to or deleted from the network. 

(ii) Print Services 

Ability to share print devices is another service that network provides. 

Before the il~vention of computer network, user had to have a printer 

attached to their workstation. 



This was costly especially if a user needs to print lTIultiple types of form 

or paper, since they would need a different printer for each. 

With network print service companies need only buy small number of 

printers and share them among all their users. 

Other features of print services is queue-based printing and fax services. 

Queue-based printing allows client's application to spool the print job 

off to a network server. Therefore the application thinks that the job has 

been printed and let the user continue to work. While the user continues 

to work, the network server handles sending the job to the print device. 

(iii) Message Services 

The network also allows us to send information across many computers. 

~with these facilities, yo u can send video, soun0., document and almost 

;1 ilY other type 0 r data. 

(iv) Directory Services: 

With directory services, it enables the user to nlaintain information about 

the entire object in your network. An object is anything yo u can store 

information about, such as users, printers, share resources, server etc. 

(v) Application Services 

Application Services are basically client / server process. The server is 

providing the application server. With application services, a small 

application is loaded on the client computer, and the lnain application 

and data is loaded on the server. The small application on the client 

computer is just a front-end to give the user an interface. 

93 



It does no process any job of its own. The client application sends 

queries to the server and let it do the processing. The server then returns 

the requested in formation. 

4.2 Nctwork Adll1inistration 

Network administration has to do with Privacy and security. Network 

security is the term used to prevent unauthorized user to have access to 

the network and its resources. In network we have two level securities 

namely: 

1. Share-level security and 

II. User-l evel security '. 

(i) Share-level Security: this relies on a single password to access the 

resource and its workgroup. 

(ii) User-Level Security: This requires a user name and password to log 

on the resources. Users-level security is used domains especialJ y 

Windows 95 computer in a domain and window NT work stations and 

:Jcrver . n a workgroup or domain. 

4.3 Nchvorl{ ]vlanagclIlcnt: 

Network management is the act of managing the network to be effic ient 

over a period of time. Ne twork management has two goals and these an~ : 

I. To prevent problem where possible 

ii. To prevellt problem that most 1ikdy oc\,;urs. 
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Network mam gement has to do with the following: 

1. Monitor and control hard disk space 

ii. Monitor network load an d performance 

111. Add and maintain user login infonnation and workstation 

infonnation 

IV. Monitor and reset network devices 

v. Perform regular maintenance on software and data store 1Il tlte 

servers. 

'.'! . Make nbgular back up of data and prog~'arrls stored. 

(i) Managing Hard Disk Space: the server's disk is one of the 

network's primary cOl11JTIodities. File for network-based program are 

stored on the disk. Print job that are sent from workstation to network 

printers are stored on the disk queue before printed. And in some 

network, users' files and data are stored on the network hard disk. If the 

disk space has filled up, then print job can't be printed and user cannot 

save their data fil es. Data file may also be corrupted since data 

manipulation can' t be accomplished. 

If the hard disk space Illllst be available at all time for legitimate users of 
,.~ 

the network, the hard disk space must be checked everyday. 

Growth of user 's file should be controlled to ensure that as single user 

does not monopolize the hard disk. Unwanted file must be deleted and 

when heavy, disk defragmentatioll must be used on such hard disk. Files 

could be back-up and the di sk can be reformatted. 
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(ii) Maintaining Uscr and Workstation Information: 

Network user has network identification number that can be used to 

monitor secLlrity and the growth of the network. A network manager 

mLlst keep a log of information about the network users such as login id, 

node, ad~.lt·ess, nelwork address, and some personal information such as 

phone, name and address. 

Also, network cabling, workstation type, configuration, and purpose of 

use should be kept in record. This information can be stored in a 

database. It can be used to detect problems with data delivery, make 

change to user's profiles, workstation profiles, account, and support 

other tasks . 

(iii) Monitoring and resetting networi{ devices: 

A network c,?nsists not only of server and workstation but also a printer, 

input devices such as SC~1!l1ers and other ma~hines. Some devices may 

need to be reset daiiy (su(.:lJ as gateway), while other devices require 

periodic maintenance. Some types of electronic mail router need to be 

monitored hourly to nlake sure they are working properly. In either case, 

all devices should be monitored periodically, and a schedule of reset and 

maintenance should be created to ensure that all network devices work 

\lv-hen a user need them. 

(iv) Maintaining the software:-Application software, especially 

database application, needs regular maintenance to rebuild files and 

space left empty by deleted records. 
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Space not used must be made available to the system, and in many cases 

index -fi les w ill have to be rebuilt. 

Additi ona lly, as new so ftware upgrade become availab le, they need to 

be placed in th e network. After an update is placed in the network, -fi le 

clean llj) may have to take place. Also, any inappropriateness between 

the new software on the hard disk and provide effici ent access to data on 

the server's hard disk. Some networks also make use of so A.ware a 

repack fil n s on the hard djsk and dimin:lte file fragmentation. 

(v) Monitoring Server Performance: - The performance of the LAN 

server will determine how quickly the server can deliver data to the user. 

The server must be mon itored to ensure they are fragmented at their 

peak. 

Factor tha t Hetennined the Respond of a Server 

L The num ber o f lI ser that are attached to the system 

11 . The server's main memory 

(i) The nUlllbcr of user that are attached to the system: 

Working with more users will slow the response tilne. If a specific 

application has a large nUlnber of users, the server that contains the 

application co uld be dedicated to server only that program. 
\ 

Other servers could be used to di stribute the load of other progranl"s a ll 

the system. 
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(ii) The scrver's main mcmory: 

The server's maill memory should be monitored to make sure that it is 

used efficiently . Many server uses RAM as disk buffers. These cannot 

fUllction if there is not SlI fficiently memory to run the network operating 

system and the butfers. If a server has to reduce the number of buffers 

require for I/O, the overall performance of the will suffer. 

Most networks provide tools that show statistical data about the use of 

the nctwork and outlille and potential problems. An experienced netwo rk 

administrator uses these statistics to ensure that the network operates at 

1t peak at all tiJlle. 

4.4 Network Troubleshooting 

Network troubleshooting is the act of detecting fault/problem in a 

computer system, jsolating the problem and provides a necessary 

solution to the problem h1 order to prevent it from re-occurring again. 

The following are the steps in network troubleshooting 

1. Set the problem's priority 

ii. Collect information 

Ill. Determine possible causes 

IV. Isolate the cause 

v. Study the result 

(i) Sct the problcIn's priority:- priority need to come to pass in 

network troubleshooting because every one wanted his/her computer 

fixed right away. 
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You have to prioritize problems based on things such as the time 

necessary to fix problem, importance and who h~~ the problem. 

(ii) Collect information:-once you have decided which problem to 

concentrate on, you must then collect information to help to isolate the 

trouble. Here, users are a good resource of information, since they arc 

using the network all the time. For example, a simple question sHch as 

"what problems have you noticed with net',,\,ork?" this iY;uj' yiehi aU sort 

of information. 

(iii) Determine possible causes: - at this point, you should be' starting to 

determine the source of the problem base on the information YOli 

collected. You may not know the exact problem, yet you have a small 

list of possible causes. 

(iv) Isolate the cause:-at this point, try your most likely so lution t.o sec 

if it fixes the problem. 

(v) Study the result-carefully study the results for each fix you try. See 

if the problem was fixed or change in any way. If the problem was not 

fixed by your solution, keep trying the ideas on your list until either its 

fixed or you run out of ideas. 

Equipmcnt Used For Network Troublcsho()ting 

The following are the equipment used for networking troubleshooting: 

I. Digital volt meter 

ii. Time-domain r.:::fi\;cts meter (rDRS) 

III. Advance cable testers 
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lV. Oscilloscopes 

v. Network monitor 

VI. Protocol analyzers 

(I) Digital Volt Mrter: - this is a basic electronic measuring device. It is 

used to check the amount of voltage going through a circuit. 

(II) Time-DOIuain Reflects Meters 

DVM can tell you if a break exists in the cable but a time domain 

electrometer can tell you exactly where the break occurred. The TDR 

uses sc~:r-!1k !) ll~e th::Jt i~ sent oown lOt: cahle. The signal bounces 

back from a break in the cable. The TDR calculate the time signal took 

to go down the cable and back, and compute the distance. 

(III) Advance Cable Testers 

Advanced cable tester can be used to display information such as: 

1. Frame count 

11. Congestion errors 

111. Network utilization 

tv. Late collision 

v. CRC errors 

Vi. Network-level statistic 

Vll. Protocol statistic 

Vlll. Information concerning which application is using the network 
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(IV) Oscilloscopes 

Oscilloscope is used to show voltage over time. It can be used to check 

for: 

1. Shorts 

ii. Crimps in the cable 

111. Breaks in the cable 

IV. AUenuption 

(V) Network Monitors 

Are software program that track and show information about a network. 

Th!?'J ~.a~ Qenerate reI)orts showing utilization. errors and overall traffic 
01 '-' • 

patterns on your net work. By watching the growth, you can predict when 

problems may rise and take productive steps before they do. 

(VI) Protocol Analyzers 

Is a tool used in debugging problenl on a network? It is also known as 

network analyzer or sniffed. Protocol analyzer can be hardware only or a 

combination of hardware and software. They collect information by 

examining all data going across the network and decoding the 

information for display. 
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CHAPTEH. FIVE 

5.0 SUMM"RY, CONCLlJSION AND RE,COMMENDATION 

5.1 SUlIlInary 

The design and implementation of computer networking (Local Area 

Network) has proved itself superior to the manuallnethod of information 

transfer in this information age. Computer networking has helped 

individuals, organization, companies and industries on how to have fast 

access to information and management of their resources so as to 

optimize and maximize their profit. 

Design and implementation of computer networking helps in solving 

hetero!!enp,)w: pi·cblem. ~~"'tween (; .'"\r.J..ruter~ ~!\d this allows a user to 

communicate through his computer unc: other cOlnmunication equipment 

to another user irrespective of ge'ographicallocation. 

When the system was tested, it was evident that the result is realistic 

because each computer is able to communicate with one another on the 

network. The design and implementation of computer networking solves 

the problem of information accessing, processing transferring and 

allocation of resources. 

On the other hand, the timer software solves the problelTI of congestion 

in real world especially in computer laboratory. It allows each student to 

have timely access to computer system services . 
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Research work is also made easy because all information IS on the 

. ;llernet, users can now get information conveniently. 

5.2 Conclusion 

Computer networking is generally considered an unsuccessful initiative. 

This i ~. associated with the minds of marlY with 1he over hyped network 

computer that f~il to capture significant market share from PCS. 

However, cornputcr networking is not dependent on wide-scale -network 

deployment. lnfact, one of the key attributes of computer networking is 

the ability to support services on heterogeneous terminals of varying 

capabilities-PCS, high end workstations e.t.c 

!~the .i1ca .. 'esl future there wiiI be several ht.:ndred million connected 

computing devices of varying degrees of functionally. Services will be 

adapted to both device capabilities and the characteristics of the network 

connection. 

5.3 Recolnmendation 

The emerging inforn1ation communication technology revolution in 

lNigeria and the need to utilize the vast information available on the 

internet for research, academic pursuit and government in the modern 

way that is in line with world order calls for the design and 

implementation of computer networking, in any Computer laboratory . 

Basco 011 dIe ucr, ,-,r..~ ~.J ~ ...,,-,;~ .pute { ~~:tw;,r!-'::l;; ":::-h timer sOfl·vV<'iI'C in the 

society, I hereby made the following recommendation: 
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1. Federal government should make fund available to every 

institution so that leT can b.:! establis ;lcd in our higher school or 
learning. 

11. Institution of higher learning shoUld see cuuljJutef i'li.::"lwoi-i,-iiig ~i ::; " 

tool that aid learning, research and resource sharing. They should 

make sure that their leT center is fully equipped with the 

necessary equipments such .as server, client, and hub e.t.c so that 

such center will be able to face the challenge of 1wenty~Jirst 

century. 

lll. Users of the network should make sure that they use the network 

and it resourc~ judicIOusly in ordet ;0 achieve tht:' ?1rY! 3nd object of 

the innovation. 

IV. Operators sh~uld make sure thai. they are up and doing in 0rULl _ ; 

minimize the risk of networking by putting necessary security 

measures in places. 

V. Future research on the project work could be on networking 

security and evaluation. 
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