
This paper is about Malware proliferation in the wide and the development of an Antivirus called Secure 

Plus. Malware is a generic name for malfunctioned program codes that could wreak destructive impacts 

on Information Technology critical infrastructures. These malware usually use various techniques to 

avoid being detected; usually they are encrypted using hybridized cryptographic algorithms. Malware 

may be detected using antivirus that can scan the database signatures already accumulated and stored 

by antivirus vendors in some server. These stored databases signatures can then be compared with 

zero-day malware through comparison with the benign software. The zero-day malware are of 

sophisticated program codes that can transmute into different transforming patterns; yet retain their 

portent functionalities attributes and are now of billion categories by deverse clones. This paper after 

over viewing the literatures on ground (and they are of large numerical numbers), attempts to make its 

contribution to the design and development of Antivirus that can detect those zero-day or metamorphic 

malware. This proposed Antivirus being developed is christened Secure Plus that applies the heuristic 

Artificial Immune System Algorithm for the design and development. The tested experimental outputs 

are provided as prove of the Secure Plus effectual functionality worthy of application but need further 

works through to detect malware proactively. 

 


