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ABSTRACT

an ondersianding of e rss nafure of the erne induginy is impartant i effectively managing the s Thia
plrnosa of @ ek assessment is 16 make a-decsion whelher e ris of A given situslian (5 within &0 acceptanie
range, and. I nol, how we can réduce L0 3 lelerable lavel Secunty rigk in the airlive tamspongton altratts. Lees
facus because of Ike expansion of diflenng cyber-atacis; many being inspired By echaolégy imorowvemant
Transportation safory specifically the identdication, valiation; g reduction of nsks. 1o tha massve Iranggonation
syslamn, hirs expanded groally, experencng great cnange amd challenge along the wy. This. papel sxamined TEk
anatyses and managemant in’arkine: ransportation Using jumis aif trewel as o8 cosa siudy. Reccimendalions were
made basad on nur findogs. |

Keywords: Jisk Analysis: Matgerrent irRne, Transposation , Junis & Travel and Case Stidy|

AME Sross-Serdur Conferenge Procsedings Paper Citation Fotpat |
Enmanual H. Gadzama Dlamale 5. Acebayn, Josepn & Ceniyl & Shafe M. Apdumamid (2018 Fisk analysis &nd Wanagamert
if Aling Transpartaiion Lising Jumia e Travel 8z a Gase Shady. Pragsedings af the 13tn ISTEAMS Mighdscipirary Confanance
Universiy of GRara, Legon, Adom Ghana Vol 2. Pp 27-50 |

INTRODUCTHIN

[ara @ mang inemretaicong cegarding e meaning of sk and by f rsaniages 4 Theongen of the word rak &
fsicars, which is.an early akan weed tor dere [Bemslein, 1996) |n B sevanteenth cantury the study of sk Degan
and wims i e nitis sane lnked b2 Fying b apply mathematics to gamting {Frosdick. 1557) These early studies bed
sorihi deweissment of protatiling theory, which i a key factar in the conces &l #isk [Basnsloin, 1906), Agsociated wath
gambling for many years, during the earfy ningfeenln cemory S e sk was adopted by the mEurante industry in
Engiand (Mocra. 1983)

Beeording 1o Moore (1BES) there are ke casic pormeprents £ risk (1) risk 853 fulure cuicome and {2) the probagility
ihat a partedlar ouicore may ooour Risk hes both a postive and rieg#tive side fo it both the possibilly o Ioss. and
ihe nope of gar eare, 1903) However, previous studies have shirwm that prganisations seem 1g locus more on. the
negative aspects conaerming their day-lo-day [Hood & Yauny, 2005 biacch & Shapea. 1967, Rjsk menagemen i
porsidered & general menagement functon that seaks 1o SE5EsS and mfdress risk m the organisaion 33 8 widte
{Faone & Yeung, 2000

Feirding fo Gox and Townsond (1808), the process of rsk management begms by sualuating iwo fasters: (1) the
likidinced of specifc evenie papurring and J2), the consequences, If (| actuslly ocours. Smallmen [1835; argues N8l
e sk marasemenl saould b based on qeod common sense, rathar than Nighly formalised arnd: structsed
processes: Mk oould said Lo be a funclion of thraats, wumerabiliies, the lkeshoad of an event, and Ihe potantial
impact Buch an event would have bo ihe busness. Gecurity fisk analysis & essential 1o the sacusity of any
megamzation: Most usinesess facs infarmation sgguety and cybsrgacunity threats and wulneragsties \Whereas certsin
ategenies of thresiz and vulnarabiitins may oe cansislent across businesses, sums may tie soedific b polr indusiry
locatior, and business. |
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You shodld reguisry review whal threats and vulnerabiliies Youwr bosinese may face ard eslimae the kkalifood hal
yous well be affected by that threat or uinerabildy. This can assist you ideniify specific slrategies to proled] #gainst thal
thegat ar wulnesatiicy. Currently, thers is lack of cybed security best practices in the Jumia Air Traved Teis siuation
has made il difficat far the Organisabion 1o efectvely analyse ard mansge its security npks. Trds, with b
avolvemant of wechnalogy and the @oressing degendency on infdmation echnology, thers was g need for ihe Junia
&ir Travel 1o smplement secunity sk measues, T |

Dousring Lhe siudy, e foiowing Te58arc quEstons wens answerad: YWhal would happen if custormers” sfonmation was
e public? What would fappan if custorsans’ nformation was ingofec? What wadsd happen ff cusiomers. cousdnt
access their information? Whist sirategies can be empioyed o midigate rsks f@oing the JurmiaAir I‘I'MEI?

I'tig paper offers & perspective on seculily gk analysis ard managemsant in aidine fransporagion usag Juma Al
[ravel & & case study. The resal of this paper provices knowiedge about e usefulness of seaurity riss @nalysis and
thus, assisis e camie &0 Travals to be progchve in terms of managing Bedh targeted and IJ-@-"-'EB-"-'H' nsks,  The
shugy woukd aiso encourage. Jurmd Ae Travel management develop appropriate securly risk policles, standards,
guigetres and betler wrdersfand [ secunty figks facng their Srganisation,

2. RELATED WORKS |

This Seclion presens the review of relsted work carried oul for the purpose of the study S-aéirrdr fisk models an
sisuslional ewarsness for security nsk mansgemend, syslermatic rigk, airing service quality, air transgortafion secunty
as well as paradox rle by experts were shidied and summarized i termns ol gaps ihal the progosed gaper is aiming
1o address

Webh Ahmad Maynard snc Shanks (2074} developed a Sifustion Awareness Mods o Infarmahon Secarty Hiss
Management {(SRM] The model discourses shortfalls-in the prectee of informasion security ssk assessment that
cerminty lod to pooc Gedision-imaking and insuMiclent or inapl secudty polcies. The threel defigencies are. 1)
information security risk: wenilicalion $ commonty perfunciony, 2 dformaton securty risks are gomimanly eshmated
witn liflie retarence to the organizabion's achual situsfion and 3) informaben secunily rigs agsagement [ commanly
perdoreed on an sposadic, non-Fistoncal besis Thi defciencies were not properly adoressed Hence, there is need
fo weliress the deficiencess through an enfarprise-wide collacion, adalysis and reporling of Ask reated Imfgamation.
The systermnatic nsk resesich was based on the CAPM a8 dafines Dy Lintrer (1865) and Sharge (1963, 1584). The
CAPK suggests that the expecied rsle of retsn on a riss assst can be obtained by adding nskpremm o risk-ree
rata; and e expeciod Tisk premi vanies in dvech pieodion i betain & comgetinee markel [Ehen, 20035 Genay,
Selcuk, & Wiltchar, 2003, Lintner, 1955, Sharpe, 1983, 1954, Steel 19095,

1

Addifianally, the study conducted anolier muliple regression aralysis. The anabyiis was imended o exaruna what
factors under manegement contngl infiuence 1okal ask. 1L would sliow betier understandag of the compiany sgecdc
varanies by compantg e eationships o SysiEmanc nek and wial rek Thes sludy focusad) on e mstionships
Berween firm spechic vanables and systematico risk. Resiils indicated that debl leverage, profitasilicy, firm siza.
growih and selety were lound to be sgrdicant predictors of systematic sk o the U5 ailing ndusthy Whersas tne
rast of varables including sguidity &ng opersing efficrency wana not faund 1o ba significanty relalbed Lo he systematic
ask. The findings of tus stucy Sugeesled that she- syatemalic: risk was signifcartly reated o some liom-apachc:
characienstos o disciose mone firegrained relalionshiop between faclos wider managermant's contol and misk

futura research was Bovisad hd include more firmespeciic vaksbies such as stock twiaover rabis pnd earming dividend
raning (Bendion & Shait, 1975). This would help enhance more practcal imgplications and cagiure varipus aspects
on e risk-management poday linkage i

Sudies thay have addressed denice quasly boosics in the aifine mdusiry have Gxplored ard measiyred sanace
aftiputes meluding stuses by Robieco, (2001], Fan et al. (2004, 2006}, Chen ard Chang (2005 and Adaed Hoh
(A0S Rhoades ard Wapuespack Ji. (2008) reviewed the concepiug! foundations for service quality as il applied 1o
the sidne industry, and osed data drom the Aic Travel Congumer Repor 1o investigate sviina) quakty performacce
regarding swuch key indicators g on-lime amivies oustomer chmplainls, denials of boerdng| and pcdumences ol
mighandbed Dagaeie. 1o charactenze rands in gifing gendGe perormarnce over the [Est twe cecades. Saha ang
Themg (2008, nsacated tray, reganding order of priority, the dimensions of service quality, in n'li.“.x-&l'r.hﬂj.ﬁ’ﬁ!f Bre
flight =chedules. Mght sitendants, langibles, snd ground stef, Curfdy and Gao (20121 oxamined relalionships anong
service quality, sorvce satisfachos and cusiomer leyally in & budge: arline, |
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Descoptive slatghes (freguencies; wis used io snalyze the responsts in M35 Excel, SPS5 was used 1o calculate
equency coants of Ine responses, Tables, graphs and chartaiwers further sonstruclad 1 iustrate the faquencies of
fhe responsas. Ar impacyProbabiily Chen was used fo-analyee e probabiity of risk OECUiTEncEs and har possihe
IMpACE o arline arsporiabon wsing e Juma Ar Travel as 3 case.

4. REBULTS

The dald was colleciid lram tha gifing opetators and 17 spaciaists, using Gueshonnaires. This wasg, therelore further
Qroupes - summanzed -and presecied 0 lhe formoof chads and fables.  The gueslions weep -!l-el_-tll:'ll'leﬂ 1 sk, il
iy mpa ma icypnda o u.llanﬁ'.l'hMﬂT. Iﬂ‘lﬁ! BAD SUAVSRINEY O QRiRQ FAnEOoIne ooumeg, Pl il
Eionll e, Moo Huridhss, Badlony Cinfaammua figmbar, Pahlbi™mrit ool Mondes [ wt |eand CHEee R

ST TR M S s T LT TRTONER T B

BRI A0 L b Y WrEs ue o

I.I.Lll! 1 LIRUATET MHOIER THe
sl

wH R THETGIT T
Frtvar
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i
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Mgy Value Handing  Cefinibon of Missicg User-dafired missing Jahms are irested 35
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Synlax FREQUENCIES WARGABL ESE01A 013 04C

Q0 Q1E QHF VG At H 27
fBARCHART FIREG |
TORDER=AMAL YSIS:

Resounses Procassor Time (R o i
| Elapged Tims D003 4E8
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Wit wotild happen I custormers’ informatisn such as Fall Address, Email Password, Phanie Muirtjar, Baoking
Apforence Nurmiss:, DEbCredit Sard Sumber, Card Sxpery Dale. Cant PIN, Securnily Sege [TV and 30 Secure
Password was macde pubie? (Confidentality)

Table 3. Responses on Email Address Conlidentiabity

Fraguancy Percant Walig Percant | Cirmulaiive Percant
Wery Low 1B aan ZEM 324
L 10 200 0.0 520
Fdediun: ¥ 4.0 14.0 i 4]
High 7 140 4.0 ann
Wery High 14 200 200 100
Totel 50 100.40 1000

Tahle$ Responscs an Email Password Confidentiality

Fraguancy | Paraen ‘alid Parcenl | Curpulstive Peroent
Wy Low 1 o 20 20
Lo 5 &0 Bl &0
Kedidin 4 B ) L)
Hygr 18 30 320 ab 0
Wery Hign P 520 . 52.0 1000
Tolal 53 0.0 1000

Tabe 5. Responses on Phone Number Genfldentiality

Fraquency Parzen yalid Percent || Cumulabue Percent |
Maho My Low 11 200 0.0 { 204
Logres 13 200 20.0 &0 0
Meadiurm 10 200 200 B0
High 13 250 3.0 a0
Wery High T 4.0 144 100.0
Toal 2] 1008 100.0 |

il
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Tabie & Resgonses on Booking Reference Humber Confidentiality

Freguency Pergant ‘fahd Parzent Ci.:m‘llal:.'.-e Peroant
Walid Very Law 5 160 100 0.0
Lo 1 20 20 120
Pl | £ 3aa B0 50
High o 300 00 ek
Wary Hign §1¢) 20 00 10
Toal £l 1600 10 .G
Table 7, Responses on Debit'Cradit Card Mumber Confidentiality
Freguensy Fapcen| “Walid “ar-::emi Lumulatve Parcent
My Low i 120 2o | 120
LOow 3 &0 %) 140
Mediurm 7 4.0 40 3zn
High 1 3.0 4.0 Bt
Vary High 7 340 ELR Y | fonn
Tinal Al 1000 180.0 || |
Tabke 8. Responses on Tard Expiry Date Confidentiality
Fraquancy Pergent alid Percent || Cumdiatival Percent
Wery Low 11 20 220 229
Lt 3 I 230 Fd | wae
Mediurn r 16.0 r 1460 600
High bl ] 20.0 Pl 30 0
Very High o 200 | 200 e ]
Tatal 50 L] | 1600
Tabig 2, Responses on Card Pin Conflidentiality
[ I |
FrEpusiay Parcent valid Percant | Cumulatve Parant
W o . T
ik ! - 20 2.0
ki L 20 P3| &0
Mg dium B 12,0 120 bag
High 3 | iR B0 i
ViEry High 39 | b= TR 3000
Tota 50 | L T |
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Figure 8. Responses on Emall Security Code

Rawairny Code d2 0]

Canfidantiality

Wehad would happen f cuslomers' iformation such as Email Addrass, Email Paseward, Frane Nu

]l - 1 N =

AR P

Figure 4, Responses on 30 Secure Password
Confidentality |

[
Bocking

Reference Numse: Debniirash Sard Mumber, SCard Sxpry Date, Card PIN, Securily Code (V) and B0 Sacuro
Fragawond was incorract (Intagrityy {

Table 12, Rasponses on Ermall Address Integrity

|

Fraguensy Parcen iabd Percant | Cumulalive Percent
Wery Low 14 2 234 280
| 1 20 2.0 1500
tediurm d 180 16:0 BE.O
High # 160 160 (a2 o
ey High o 180 180 pan
Il 58 1005 100

Table 13, Fasponses on Email Password integrity

Sraguency Paroasy Valid Pergant | Cumulative Parcant
Vary Low B 120 120 (120
Lo 3 B0 &80 1
Blesdim o WHa 150 :33.".'
Hagh 1 300 30.0 56 1
“ery High 17 340 240 100
Tatad 50 e g 104 &
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Tabie 14. Responses on Phone Number integrity

]
Fraguency Feroan: I Vald Pereent | Cumulates Percs

Very: B 3 6.0 B0 B.C

L 12 4.0 24.0 el ]
Madium 16 20 20 | g2.0

Hign 10 00 0.0 820

Yary High g 8.0 18,0 00,0

Tatal i) 100.0 100G

Table 15 Responses on Booking Reference Number Integrity

T
Frequency Foroent walid Parcent | Cumulabes Percant

“vary Low 5 10,0 0.6 10 .

E.caww 2 40 4. 140

fedium 13 250 Z6.0 40.0

Hign 0 450 40,0 BO.D

“ery High 10 260 0.0 130.0

Tats! S0 1000 10,0

Tatrle 16, - Responses on DebitiCredit Card Number integrity

Fraquancy Parcert alid Parcen: Cumulabve Percent
Wiy Low g 12.0 128 12.0
Low 1 0 29 120
g g 181 180 [ 30
Hial A5 30.0 100 Gl
Weary High ik 380 30 90,0
I'olal ] 16500 1000

Tahie 17,  Responses.on Card Expiry Date 1ntagr|w

Frescasnicy Parcen Walld Parcent Cumuletve Parcant
ey Low 0 2.0 200 200
Loy ¥ 14.0 4.0 340
Mg | EQ 8.0 B2.0
g ' 14.0 | 14.0 FE.L
Yery High 12 #4.0 | 240 o0
Toktal 5 10 | qo00 ,
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Table 18. Responses on Card Pin Integrity

Wk Cumeiative
Fraguancy Peroen Parceni Fastenl
Wiy Low 3 &0 a0 B
| 2 4.0 4.0 0.0
Idadium 2 4.0 &0 4.0
Hagh i3 280 28.0 430
Wery High e e BOLD a0 0o
Total =) 1.0 100.0
Table 19, Responses on Securty Cade Integrity
Fm:vﬂr'c-.-': Fercant YWalid Parcen Cumulabee Parcent
Wiy Law 3 A a0 4.0
Lo 2 &5 40 D
Medium -3 o 8.0 1EQ
High 4 280 A0 &80
ary High kS 530 580 e
Tulal B0 1000 100.8
Tabde 20, Responses on 30 Secure Password Integrity
T u
FrequEncy Farcant viald Percant Cumulative Péroen
Wary Low 1 2.0 2.0 20
L e BO 30 0.0
Magam 1 4.0 .0 A
High 17 50 54.0 BED
Wary Hgh 27 2.2 2 1062
Tetal 50 100.0 1000
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(bvailakvility

Prane  Number

What would happen if susiomers coyidn't accass thiir
\nformiation such ga Emal Aderess, Email Passwond,
Booking . Relerence  Mumber,
DehitUredit Cans Mumber, Card Expirg Cate, Card
PN, Seeurily Sode (DY) and 20 Seowe Password?

Tahie 21, Responses on Email Address

Avpilability
WVahd | Samulaive
| Frgruenm Pecces | Perpent | Pescenl
kit o TN T
Low
Liw & 128 1F 0 30.0
Tbaetingm 14 RO | 28O 580
High 7 140 140 rea
SR 1 o | 28 100
High 4 i (i &
Tatal 50 1005 | 1000
Table 22 Hesponses on Emall Password
Availabilaty
waid | Curnulating
Freguency] Farcant | Farcant | Percen
i 2 co | 4o 40
Low
Low 4 [ ga | ke
hlediam 12 240 240 ]
High 256 | -280 &40
ey % ayge ¥
High v |0 | 20 1080
Takal 5 a0 | 1000 |

Table 23, Responses on Phone Number

Svailakiring
Vakd | Comisiaive

Fréguacsy] Perzert | facent | Pareem
ooy 4 g | mo | a0
Lo
Lo 7 4.0 40 220
Mediurm 1T S4.0 4.0 G0
Hugn 12 244 2a BO.O
Wary pam
Hian n 2802 206 100.0
Total 50 100.0 | 1930

Table 24. Responses on Booking Reference Numbear

Availability
| Mald | Cumulatve

Frepusroy] Perpent | Perceri | Parsart
Wary Low 3 i 6.0 fil
Lwwe 5 100 0.0 |° %m0
tebediun 17 4.0 a0 .0
High 17 340 340 B4
Wery High . 165 | 180 10
Total 50 1900 | 1000E

Table 25. Responses on DepitCradit Card Mumbar

Availability
Walid |- Sum alatme
Fraquancy| Percen | Farcent | Pemenl
Vaty Lo 3 60 | B &1
Low 9 180 | 150 240
Ibiactian 1] 120 120 5.4
" High 20 40 | 00 TR0
Wery Hig v || za0 | 240 1 EHr
Tatal 50 |} 1000 | 100.0

Tabie 76, Responses on Card Expicy Date Avallability

| Wahg | Cuind@live
Frquency| Perce | Farcant | Pecenl
Very Low & 120 | 120 120
L 13 26.0 250 370
Madwm g 102 0.0 450
Fhigh 15 W0 | 0 7.0
wary High 1 230 e2.0 1000
Tulal 50 1005 | 10040
Table 27, Responses on Jard Pin Availability
Vbt | Cumiidative
Franuancy] Peioent | Percant | Perserd
Wiy :
Ei [ Bi:LI] &y 8.3
L & B 80 16,0
tadium 11 bt R 5 B0
High 51 Bel | B2.O o
Total 50 100.0 | 100
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Table 28, Responses onSecority Code
Avaitability

. Wald | Cumalative
Fieguarcy] Peroant | Farcerd | Pamen|
Wary
Pl 7 4.1 4.0 &4
LIIDN: ) &0 50 164
Mediurr ik 280 | ‘288° 3A0
High g 184 18.G 36.0
Wery s
High Fird ad.0 a4 0 R
Totad 5 oo’ 1ean
Talwle 29, Responses on 30 Secure Fassword
Avallability
Vaic | Cirusie
Fiequancyl Fercent | Farcart | Pares)
Wery o i
L 1 20 24 20
Lo 5 5.0 89 00
Pedium B t2a| 120 20
High 14 EG| 280 520
Ve
High 25 5040 S 100
Talal S0 000E] 1000
Emalasdive
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In the sty Boenduciad, respondents: wera msied 10 expracs ther wiews o what ihey think wau'd nagpen if
sastomers’ nformation such 85 Email Address, Email Fasswodd, Fhone Member, Booking Refarence Mumber.
DabyCiss) Cand Mumber, Card Expiry Date Gard PIN, Sacurty Gode (L) and 30 Bacusa Fasewand wiss mese
public. Five oplitns were grovided namety, Yary High (S points), High (4 points), Medum 1A paints), Low (2 poinls}
and Mery Low (T poent)  Tabie 30 and Figura 26 ostablish Mas e Pin Muimibe: has lhe nighest rting-ol-che ceeral
szore for confidentiality with 3%

Mumber of Responsds

e &= 1z . .
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Figure 28, Overall Responges on Integrity

Table 30; Overall Responses on Confidentiality

[ A || WM L1
TEmal Aaaness. § E; B 11 1|
" Ernas Password T a7 =L | & i & |
" Phone Number i a 10 6 2 | =3
“Hooking Relerence Mumber it 20 iE] z 5
DebitCradit Card Number 19 15 [ 1 fi
‘ 'I::an.:l-E;l:p:_ry Diala i i T 14 g 14
Cad PN — = — &b | 4% | ‘o | 3 a
“Sacunty Code jony) = —— = (T2 | = | = | 2 &
et 0 0 O
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Tabde 31 Overall Responses on Integrity |

% WH H L] [= WL

E al Adress ) 14 | 14 A e
rad Pagwur_l_:! 18 14 12 [ s
P-I'mne Humbier ) m | w2 17 7 4

. Bookng Reterence SMumber = A | 7 17 5 3
_DetidiCredi Card Number I R g & 3
| Card Eapiry Gate T 18 5 13 G
_Eara P = o W P! 4 a
Secunty Sode SV _ = k) 14 E] 2
30 Smaure Passwong I £ 1

In response toowhel would happen o cusiamers infarmatien sechoas Email Address, Email Passwiord, Phoma
Mumbar, Scokieg Referance Number, DebAiCreen Gard Mumber, Card Expiy Date, Card PiN. Securly Gode (G
and 30 Sacure PaEswaond was oeorest, Takls 51 and Figira 29 shaw 1hat Fin Murmbar nas tha fghest atng of tha

awerail sooes with 30
Humber of Responsas
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Figure 30, Creorall Responses on Availability

Regarding what would nappen || custoners couldn’| pooess thair inforfration sieh as Erral Address Email
Fazsward. Frone Number Bocking Seference Mumber, DebdiCnsdit Card Mumber, Cand Expiry Date Card FIN,
Seaunty Code (DWW a0 30 Secure Password,  Table 33 and Sigers 30 mdicate that Pin Number kg the nighest
rfating of the cuarall scone for inbegriy wit= 31

Table 32. Overall Responses on Availability
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5. MHSCUSSION
T discusson secuan ssarmnes the reswis of dala collected guring the shudy, in relabon to ressarch questions The
questions posed o Ine firsl section of ths paper were dScussed and answered separstely The fendamental furposs
of the Stuily wis 1o 2Nalyse secunity nsk analysis and managenent of Jumia Air Travel. .

With the increasing depentence of prople on Internet and 1CT, the existing literature has shown that it is
important for organisations to protect their information assets against cybar threats b avold ITsecurity
SELUFTENTeg. |

Panda el al, (2008} ndicaten that all segmenis ol socaty had heoeme mone depentdent wpan nabasiking and IT, and
this sama leshnology DEcama Br noreasingly fempting targes for mascious achvity, Granam et al 2011 asn
ooservad that ewvery day, new vainerabilies aed mabdous code mieatened Sysiems of networks. Maskun el 2
12013) specified Hise (3] cesdes of atlacks that were possible from riermnel namely servic diznigiion, thed of
asmers a3 wel 35 cagture ani confrol They adwsed further (hal o ehminate o dismiss oyade risks, profection of
oyberspacenirastusiure g needed in poder 10 Step hackans fiom comimitling crirres [

In sgresmend witt ihe alorementionad authors, i would begqually imponant thel the Juma pir Travel irtpiaman
eyner security best practices 10 prevent &f reduce cyber risks: Furnhermere this imslemenighon of cyber secuwily best
pragtees would be ragduirad fo maintan the confidentisiity, intagrity and avaiiability of intormaton Barman {2002]
acvides tat the énly way 10 undarstand your infrsiuciune wes 10 pedorm a full nsk anafysis on e entire enterprse
g then ensured e alormabon seconty policies apereprialely adiressed diverse thraats.

What would happen if custorners’ data such as Email Address, Email Fasswerd, Phone Humber, Booking
Reference Number, DebitCredit Card Mumber, Card Expiry Date, Card PIN, Security Gode (CVV) and 30
Secure Password was made public, incosract and inacoessible? i

Cate was Believid 1o be the mais amgat of atack toinformation systems. The stedy considsred L‘le proteciion of datd
al rest, iR processing s well 3 2ale in ranss vin GeEnMUnication thanmets. Ther i need lordata to be protected
agains! unewihorized moches and integity wodation, From Tables 30, 31 dand Figuras 78| 28, 50, it wouid be
estabilisiad that tna Fin Mymber has the highest raang of the everall scores |

The Imgtication o [ne resull (5 (har bamia Air Travel should ensune that the kignest-ratsd nfoimaton {Pin Number)
repded In be more piolented (Ran otrer informialon will @ ow ralings. Alsa, theve 's the teed o develop and
implernant appropriate mestunes 1 ranain pans Jor resilience and to restone any na.pahilitﬂdhl servicgs that may
peimpaired due to @ sepurily osk ncident. Diher important aspecis wiewed 1o be cricial in the managemeal of
sacurity rsks ingluda configuration managernent and conbrol. business conbinuity. and, digaster racowery, incident
responss pancning, ety bamiag, prwsios [ iogical securily, peracnnel sacurity. sacury FELESEMENIE, BOORES
comrol macharsms and encrypbod technologies |

Wihat strategles can be employed to mitigats risks faging the Jumis Alr Trawel? |

Based on the nsks identfes, (he Hudy sncouraged that appropriale securty measures-should bein place o ansure
that infarrmation @ssets raman securad and Ihal whatewsr meghl happen shouki oot lead fo & compsate disasier that
megnt hall the Jumia Air Travel cperations. Te delenring e appropriste siratagies thel needec 1o be employed by
Somia A Travel there was & need 10 camy oul GR assessment of riske idenlifed durng the sudy This was alse
Supporied by Rok end Borka (2008) when they steled thiel once securily nsks have been idantfies, they must be
anseszed az fo fher potestial loss ard to the probabilty of occurrence They defired thig assassment ag the
determination of palential effect of an individual righ by assesgang e fkelingod and impact shguld it occur Thas, @
successiully address cyber gecanly Raks 0 e Jumia Air Traved, the BTlention BT Tesnurees shouwld go b The vary
righ & high prionty areas throogh adopiing various Suitable simabeges. |

The Risk Mitigation Strategy |

Mitigatian is thé choce of reducing B imesel of e resuling damage 1o an seceplable level The mitigation
stralpgies are seguired b minimize the magniude o impacts of the rosidual risks It is snporant 1hat the Joamis A
Trawel ideniifes Sopropnate mibgation strabegies for the warious risks (dentfied during the study| The Jumis Air Travol
& raguired ta perforn 3 cust benafit analysis and decide on the best possible siralegies based o the (2ks &l hand.
The wuldgansn sirgtegy apticas are 3% explaingd palow,
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Risk Acceptance: is 2 stategy that = 1aker wher tha cost of ofher mansgement opbons such as ewdidanca or
liritakon is greaier than the costof she nsk Raalf,

Risk Avaidance: his iz the action thal avoids any exposuse lo the nsk. Avaldsnes s the choice to avoid & sk oy
removing e sowrce andion conseguences For instance delsling sorse functions in the systert or gven remaiing shiy
witdlhe system. The Jumia Ar Traval restdes fo Iook a0 obeolale systems frat could no longer e updated, oid
operaling syslems and applications that are no longer supporied by thew! developars and perform secumly risk
analysis

Risk Limitation: -5 shie act ot iring 1o minimize e mpact of The rigk, Limitlinn i the chows b m figae 1h|§ pact af
vulnerabilily explailation by implementing sropar inforrestion securdy gyslers or 1ools such 85 anbwirus or frawall or
implarmaniing proper security policies such 35 acoass conlrol oF pegswerds.

1
Risk Transforenca Invosves nanding over the rzk ta & third pany o I cannsd be handled mlemally Trandierence g
the chowge to gnifl nsk 10 alhed assels, processes or organizatons by muspurcing infornation smql,n'il',It SEFIDEs,
bying redhinking how services @re oFared  ravising deploymant models or imzlamenting sarnce contract with
prowiders. Therefore risks thal were idertifiad out could miol Ba rransged within the pubiic service Bfouwsd ba
fransfersed to usted sendce providars. |

B, CONCLUSIONS

|
The aim of the rise assessment process is o evaluate hazards. than remove thal hazerd or mimmize the level of s
tisk by adding cotrol messures &8 necessany By this, you have cregted a safer and nesihier workplace To
understand tra risk nature of te airine industry & important in effeclively managing Ihe business. The goal of'a firm
ig to maximize A5 ratum for e firm and (t2 irvestiors, The maximasn eetum can ba oblained when high-expacied
retimn poheras wilh dow sk Currently, Berg is lack of cyber securily best prachices in the Jumia & Travel This
sdualicn has made @ diffizult for the Organizabion (o smalyse and manage its secunty rigks. Tho study|examined
security fisk-analyss and managermsnt of Jumia Alr Travel | was eslablishad hal the Pin Nuriber nad The highest
rafmg of the: ovarall score for confoeanality, integrity and svailabilty. Based on e rises manbfied, [the sheoy
encouraged hat aporoznate security measures should be o plzce-i0 ersure thal mformation assets remajn secunesd
s_rrd that whateve: might happen showls nat ead to 8 complete disastar frat-might halt the Jurea Air Trave
operalicrs |

7. RECOMMENDATION

Therciojective of Ihis. s9udy Is 1o minimiae e sacutty tisks facing online infemation 3seats of tne Jumia|Air Travel
and decide ot appropriate strategies o mdigabe the resulling dangers. To &nande the Jumia Ax Trava| maat the
desired stage. the following recirmmendalicns were made. |
Levetapment of arganizational urderstanding to manage: cybarsecurity risk to systems, assets
tata, and capahiiifios |
Dewgiopmen! and impiamentabon of appropriale aclivilies o identfy Ihe oocowrrence of 8
cvbersecenty evant. |
HlaH mermbers should be educaled on the seciee and unseaure onling prachoes
They-aredld bepdusated on ke imporiance of masdaining foundational sacurily measyrps
Bevaloomen of oo specific policies induding e-mail polcies. password policies. and inlermet
palises s NECOSEATY |
Make-cvber sgcunty tranng a compulsary requirament for all ermpioyees and aducate mem how
seaurity can beneftt thar daily warks. '
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. FEDERAL UNIVERSITY OF TECHNOLOGY MINNA
SCHOCL OF INFORMATION AND. COMMUNICATION TECHNOLOGY
©'DEPARTMENT QF CYEER SECURITY SCIENCE

QUESTICNNAIRE ON SECURITY RISK ANALYSIS AND MANAGEMENT N AIRLINE TRANSPORT 4
USING JUMIA AR TRAVEL AS A CASE STUDY

- Dear Respondent, |
| This guestioanaie i designed o provas informaion oo Secudty Rigd Acalysis and Vanagemant
Teafisportation using Jumia At Travel as & Gase Stdy. Tne informaten. gathired would be sincily
-restarchied pUIpEES. You ane kindly reruosted te e sneclive dnd réspond o auary tam Sincenely Dase
“personal gpinions. Infasmation given wiE be teatad wih ulmest confdentinty,
Thank you for your anticipated sanperslian
m Emmanuel Hammzn

(Researcher)

SECTION &
Demographic Dats of Comespandents used fof the Sy,

L

ATION

N Airline
wused for
H on your
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BECTION B
Instruction: Kiedly lick (# ) te approsrate opton of the questionnsie Lo ndicate your calnior
Key: VeryHgh (8). Highi4)  Wedum {3  Low m;‘ “ery Low (1)

1mmmnapmﬁthn;uhmmwmmm § el 3 z 1

| umauthaorized individual? (Confidantiality|

| Ermail Agdvess

Email Fasswarg |

Fhon Murnber . |
Booking Referance Mumber o
 DepatCreds Card | Membet
L Card Expiry Dave !
C Card Pie N = |
_ Security Code (CVY] ' . |

30 Sacune Pagsward ; |

2. What would happen to it these information are |ncorrect? | 4 I B z 1
{integrity) = |

Email Address N |

Fhone Numbes i E=

MRME Numb_ar | | - -
| DghiyCredis Canl Mumber ; [

Card Expiry Date | ]

Card PN = ; == =
Seay Sl !

30 Sesuie Pagsword i
737 What would happen | one couldnt aceess these | 5 Pl 3 z i

i F (Availakility) |

Entail Pasaword

Phorie Mumber =
Boak Nusnber ]

DepdiCredil Card Nonber | .

Canred Expiry Dete [ {

CardPiN [

Security Coge (C4V) , —1

30 Secure Passwond | ]




