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Abstract:

This study identifies and evaluates discriminative lexical features of malware URLs for
building a real-time malware URL classification. The lexical features of malware URL are
first identified from existing blacklisted malware URLs through manual examination.
Feature identification is followed by studying the prevalence of these features on newly
collected malware URLs through empirical analysis. Our empirical analysis revealed that
attackers follow the same pattern in crafting malware URL. To evaluate the performance
and effectiveness of these features, we applied a Support Vector Machine (SVM)
classification algorithm on a dataset comprising of benign and malware URLs. By applying
the WEKA data mining tool on our trained dataset, a 96.95 % accuracy was achieved with
a low False Negative Rate (FNR) of 0.018 and a moderate False Positive Rate (FPR) of
0.046.
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