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Abstract: The overcrowding of the wireless space has triggered a strict competition for scare network
resources. Therefore, there is a need for a dynamic spectrum access (DSA) technique that will ensure
fair allocation of the available network resources for diverse network elements competing for the
network resources. Spectrum handoff (SH) is a DSA technique through which cognitive radio (CR)
promises to provide effective channel utilization, fair resource allocation, as well as reliable and
uninterrupted real-time connection. However, SH may consume extra network resources, increase
latency, and degrade network performance if the spectrum sensing technique used is ineffective and
the channel selection strategy (CSS) is poorly implemented. Therefore, it is necessary to develop
an SH policy that holistically considers the implementation of effective CSS, and spectrum sensing
technique, as well as minimizes communication delays. In this work, two reinforcement learning
(RL) algorithms are integrated into the CSS to perform channel selection. The first algorithm is used
to evaluate the channel future occupancy, whereas the second algorithm is used to determine the
channel quality in order to sort and rank the channels in candidate channel list (CCL). A method of
masking linearly dependent and useless state elements is implemented to improve the convergence
of the learning. Our approach showed a significant reduction in terms of latency and a remarkable
improvement in throughput performance in comparison to conventional approaches.
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1. Introduction

In recent times, there has been a growing interest in the emergence of IoT as an enabling technology
in the realization of an energy efficient communication in the Industry 4.0 paradigm [1,2]. As a
result, industrial-IoT (IIoT) has become one of the most researched topics in the last decade [3,4].
However, the stringent QoS requirements of the industrial application scenarios, e.g., reliability,
timeliness, and robustness, coupled with some IoT challenges have slowed down the realization of
IIoT [5–7]. Table 1 shows the real-time and QoS requirements of industrial wireless communications,
and applications [5,8]. Moreover, there are some challenges associated with IoT which are inimical
to the realization of IIoT like [9–11]: (1) spectrum, memory, energy and computational limitations;
(2) security challenges and security requirements e.g., cyber-security and privacy, authorization,
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